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Preface

This volume contains the papers presented at the International Workshop
“Autonomous Intelligent Systems: Agents and Data Mining” (AIS-ADM 2005)
held in St. Petersburg, Russia, during June 6–8, 2005. The workshop was or-
ganized by the St. Petersburg Institute for Informatics and Automation of the
Russian Academy of Sciences (SPIIRAS) in cooperation with Binghamton Uni-
versity (SUNY, USA) and the Web Intelligence Consortium.

Autonomous Intelligent Systems (AIS) constitute an emerging class of intel-
ligent information systems integrating recent advances in various technologies
of Artificial Intelligence. Modern AIS incorporate multi-agent and data mining
systems providing a new dimension for further progress in intelligent information
technology.

AIS-ADM 2005 provided an international forum to multi-agent and data
mining researchers. A total of 29 papers from 15 countries relating to various
aspects of both theory and applications of multi-agent systems, data mining and
their joint area were submitted to AIS-ADM 2005. Out of them 17 were selected
as regular presentations. Three technical sessions were organized, namely: Inte-
gration of Multi-agent and Data Mining Techniques; Ontology Issues and Web
Mining; and Applications and Case Studies of the Integrated Technology. The
panel discussion was devoted to the mutual enrichment and challenging prob-
lems emerging in the joint area of research. The AIS-ADM 2005 program was
enriched by six distinguished invited speakers: Nick Jennings, Chengqi Zhang,
Mircea Negoita, Pericles Mitkas, Hai Zhuge and Leonid Perlovsky.

The success of the workshop was assured by the team efforts of sponsors,
organizers, reviewers and participants. We would like to acknowledge the con-
tribution of the individual Program Committee members and thank the paper
reviewers. Our sincere gratitude goes to the participants and all the authors of
the submitted papers.

We are grateful to our sponsors, the European Office of Aerospace Research
and Development (EOARD) of the US Air Force; the US Office of Naval Research
Global (ONRGlobal); the U.S. Army International Technology Center-Atlantic,
European Research Office; the Russian Foundation for Basic Research (RFBR);
the Ministry of Science and Education of the Russian Federation; and AgentLink
III- European Co-ordination Action for Agent-Based Computing, for their gen-
erous support.

We wish to express our gratitude to Springer’s LNCS team, managed by
Alfred Hofmann, for their help and co-operation.

June 2005 Vladimir Gorodetsky
Jiming Liu

Victor Skormin
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Negotiation Technologies 

Nick Jennings 

University of Southampton, Highfield, Southampton SO17 1BJ, UK 
nrj@ecs.soton.ac.uk 

Abstract. Negotiation is a key form of interaction in a wide variety of areas 
(including multi-agent systems, the Grid, pervasive computing, and the 
Semantic Web). Given this ubiquity, automated negotiation technologies exist 
in many different forms, each of which has different characteristics and 
properties. Against this background, this talk discusses work on a variety of 
models, covering bi-lateral encounters, auctions and argumentation-based 
negotiation. 
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Knowledge Discovery for Training Intelligent Agents: 
Methodology, Tools and Applications 

Pericles Mitkas 

Department of Electrical and Computer Engineering, 
Aristotle University of Thessaloniki,  

and Informatics & Telematics Institute, CERTH, 
Thessaloniki, Greece 

Tel.: +30-2310-99-6390, Fax: +30-2310-99-6447 
mitkas@eng.auth.gr 

Abstract. In this paper we address a relatively young but important area of re-
search: the intersection of agent technology and data mining. This intersection 
can take two forms: a) the more mundane use of intelligent agents for improved 
knowledge discovery and b) the use of data mining techniques for producing 
smarter, more efficient agents. The paper focuses on the second approach. 
Knowledge, hidden in voluminous data repositories routinely created and main-
tained by today’s applications, can be extracted by data mining. The next step is 
to transform this knowledge into the inference mechanisms or simply the be-
havior of agents in multi-agent systems. We call this procedure “agent train-
ing.” We define different levels of agent training and we present a software en-
gineering methodology that combines the application of deductive logic for 
generating intelligence from data with a process for transferring this knowledge 
into agents. We introduce Agent Academy, an integrated open-source frame-
work, which supports data mining techniques and agent development tools. We 
also provide several examples of multi-agent systems developed with this  
approach.  

1   Introduction 

The astonishing rates at which data are generated and collected by current applica-
tions are difficult to handle even for the most powerful of data processing systems. 
This windfall of information often requires another level of distillation to produce 
knowledge. Knowledge is the essence of information and comes in many flavors. 
Expert systems, knowledge bases, decision support systems, machine learning, 
autonomous systems, and intelligent agents are some of the many packages research-
ers have invented in order to describe applications that mimic part of the human men-
tal capabilities. A highly successful and widely popular process to extract knowledge 
from data repositories is data mining. 

The application domain of Data Mining (DM) and its related techniques and tech-
nologies have been greatly expanded in the last few years. The continuous improve-
ment of hardware along with the existence of supporting algorithms have enabled the 
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development and flourishing of sophisticated DM methodologies. Numerous ap-
proaches have been adopted for the realization of autonomous and versatile DM tools 
to support all the appropriate pre- and post-processing  steps of the knowledge dis-
covery process in databases. 

Since DM systems encompass a number of discrete, nevertheless dependent tasks, 
they can be viewed as networks of autonomous, yet collaborating units, which regu-
late, control and organize all the, potentially distributed, activities involved in the 
knowledge discovery process. Software agents, considered by many the evolution of 
objects, are autonomous entities that can perform these activities. 

Agent technology (AT) has introduced a wide range of novel services that promise 
to dramatically affect the way humans interact with computers. The use of agents may 
transform computers into personal collaborators that can provide active assistance and 
even take the initiative in decision-making processes on behalf of their masters. 
Agents participate routinely in electronic auctions and roam the web searching for 
knowledge nuggets. They can facilitate ‘smart’ solutions in small and medium enter-
prises in the areas of management, resource allocation, and remote administration.  

Research on software agents has demonstrated that complex problems, which re-
quire the synergy of a number of distributed elements for their solution, can be effi-
ciently implemented as a multi-agent system (MAS). As a result, multi-agent technol-
ogy has been repeatedly adopted as a powerful paradigm for developing DM systems. 

In a MAS realizing a DM system, all requirements collected by the user and all the 
appropriate tasks are perceived as distinguished roles of separate agents, acting in 
close collaboration. All agents participating in a MAS communicate with each other 
by exchanging messages, encoded in a specific agent communication language. Each 
agent in the MAS is designated to manipulate the content of the incoming messages 
and take specific actions/decisions that conform to the particular reasoning mecha-
nism specified by DM primitives [1-2]. 

Agents for  
enhanced  

Data Mining 

Data Mining
for enhanced

Agents DATA

Information

Knowledge

 

Fig. 1. Mining for intelligence 

Considerable effort is expended to formulate improved knowledge models for data 
mining agents, which are expected to operate in a more efficient and intelligent way 
(see Fig. 1). Moving towards the opposite direction, we can envision the application 
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of data mining techniques for the extraction of knowledge models that will be embed-
ded into agents operating in diverse environments [1]. 

1.1   The Synergy of Data Mining and Agent Technology 

A review of the literature reveals several attempts to couple DM and AT. Galitsky and 
Pampapathi in their work combine inductive and deductive reasoning, in order to 
model and process the claims of unsatisfied customers [3]. Deduction is used for 
describing the behaviors of agents (humans or companies), for which we have com-
plete information, while induction is used to predict the behavior of agents, whose 
actions are uncertain to us. A more theoretical approach on the way DM-extracted 
knowledge can contribute to AT performance has been presented by Fernandes [4]. In 
this work, the notions of data, information, and knowledge are modeled in purely 
logical terms, in an effort to integrate inductive and deductive reasoning into one 
inference engine. Kero et al., finally, propose a DM model that utilizes both inductive 
and deductive components [5]. Within the context of their work, they model the dis-
covery of knowledge as an iteration between high level, user-specified patterns and 
their elaboration to (deductive) database queries, whereas they define the notion of a 
meta-query that performs the (inductive) analysis of these queries and their transfor-
mation to modified, ready-to-use knowledge. 

In rudimentary applications, agent intelligence is based on relatively simple rules, 
which can be easily deduced or induced, compensating for the higher development 
and maintenance costs. In more elaborate environments, however, where both re-
quirements and agent behaviors need constant modification in real time, these  
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Fig. 2. Agent-based applications and inference mechanisms 
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approaches prove insufficient, since they cannot accommodate the dynamic transfer 
of DM results into the agents. To enable the incorporation of dynamic, complex, and 
reusable rules in multi-agent applications, a systematic approach must be adopted. 

Existing agent-based solutions can be classified according to the granularity of the 
agent system and inference mechanism of the agents, as shown in Figure 2.  

According to this qualitative representation of the MAS space, agent reasoning 
may fall under four major categories ranging from simple rule heuristics to self-
organizing systems. Inductive logic and self-organization form two manifestations of 
data mining. Therefore, the shaded region delineates the scope of our approach. 

The main thesis of this paper is that knowledge, hidden in voluminous data reposi-
tories, can be extracted by data mining and provide the logic for agents and multi-
agent systems. In other words, these knowledge nuggets constitute the building blocks 
of agent intelligence. Here, intelligence is defined loosely so as to encompass a wide 
range of implementations from fully deterministic decision trees to self-organizing 
communities of autonomous agents. In many ways, intelligence manifests itself as 
efficiency. We argue that the two, otherwise diverse, technologies of data mining and 
intelligent agents can complement and benefit from each other, yielding more effi-
cient solutions [1]. 

The dual process of knowledge discovery and intelligence infusion is equivalent to 
learning, better yet, teaching by experience. Indeed, existing application data (i.e., 
past transactions, decisions, data logs, agent actions, etc.) are filtered in an effort to 
distill the best, most successful, empirical rules and heuristics. The process can be 
applied initially to train ‘dummy’ agents and, as more data are gathered, it can be 
repeated periodically or on demand to further improve agent reasoning.  

In this paper we describe a unified methodology for transferring DM-extracted 
knowledge into newly-created agents. As illustrated in Figure 3, data mining is used  
 

 

Fig. 3. Embedding DM-extracted knowledge into agents 
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to generate knowledge models which can be dynamically embedded into the 
agents.The process is suitable for either upgrading an existing, non agent-based appli-
cation by adding agents to it, or for improving the already operating agents of an 
agent-based application. The methodology relies heavily on the inductive nature of 
data mining, while taking into account its limitations. Our perspective leans more 
towards agent-oriented software engineering (AOSE) than artificial intelligence (AI). 

We have also developed an integrated platform, called Agent Academy, which con-
solidates the steps of our methodology and provides the user with access to a variety 
of software development tools in a single environment. Agent Academy (AA) is an 
open-source product, which combines data mining functionality with agent design and 
development capabilities [6,7]. We have used AA to implement a number of agent-
based applications. Some of them are briefly described in this paper.  

The remainder of the paper is organized as follows: Section 2 presents the method-
ology for agent training, while Section 3 describes the architecture and basic func-
tionality of AA. Section 4 outlines a few multi-agent systems that were developed 
with AA and Section 5 contains a summary of this work and our conclusions. 

2   Methodology 

In this section, we present a unified methodology for MAS development, which relies 
on the ability of DM to generate knowledge models for agents. As shown in Figure 4, 
 

 
Data / Problem model 

Knowledge 
 Extraction 

Knowledge 
Model 1 

Knowledge 
Model 2 

Knowledge  
Model n …….

Agent 
Modelling 

..… 

Agent  
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Agent D

Agent C

Agent F 

 

Fig. 4. Different agent types may receive one or more DM-extracted knowledge models 
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agent types, defined during the agent modelling phase, receive one or more knowl-
edge models extracted through a separate process. Each agent type will give rise to 
one or more agent instances.  

In our approach, we consider three distinct cases, which correspond to three types 
of knowledge extracted and to different data sources and mining techniques. These 
three types demarcate also three different modes of knowledge diffusion. 

Case 1. Knowledge extracted by performing DM on historical datasets recording 
the business logic (at a macroscopic level) of a certain application 

Case 2. Knowledge extracted by performing DM on log files recording the be-
havior of the agents (at a microscopic level) in an agent-based applica-
tion, and  

Case 3. Knowledge extracted by the use of evolutionary data DM techniques in 
agent communities.  

The basic methodology encompasses a number of stages and is suitable for all 
three cases of knowledge diffusion. Most of the steps are common to all cases, while 
some require minor modifications to accommodate each case (see Figure 5).  

   
Common steps

Behaviour 
Level

 
 

Application 
Level

  Evolutionary 
Communities 

  
  

  MAS  MAS Agent 
Community     

Fig. 5. Three cases of the methodology 

The methodology pays special attention to two issues: a) the ability to dynamically 
embed the extracted knowledge models (KMs) into the agents and b) the ability to 
repeat the above process as many times as deemed necessary. Standard AOSE proc-
esses are followed, in order to specify the application ontology, the agent behaviors 
and agent types, the communication protocol between the agents, and their interac-
tions. In parallel, DM techniques are applied for the extraction of appropriate KMs. 

The ten steps of the methodology are listed below. They are also illustrated in the 
form of a flow diagram in Figure 6. It must be noted that steps 9 and 10 are optional 
and needed only when agent retraining is required. The interested reader may find a 
more detailed description of the methodology in Reference [1]. 
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Following this methodology, we can automate (or semi-automate) several of the 
processes involved in the development and instantiation of MAS. Taking an AOSE 
perspective, we can increase the adaptability, reusability, and flexibility of multi-
agent applications, simply by re-applying DM on different datasets and incorporating 
the extracted KMs into the corresponding agents. Thus, MAS can be considered as 
efficient add-on components for the improvement of existing software architectures. 

Create agents 

Create agent 
types

Create agent behaviors 

Extract knowledge 
model

Apply data mining 
techniques

Instantiate 
application

Agent  
Monitoring 

Create
Ontology

Retrain 
agents 

 

Fig. 6. The MAS development mechanism 

Slight variations and/or additions may be needed to the presented methodology in 
order to adapt it to each one of the three cases. These differentiations may be either 
related to the agent behaviour creation phase (Cases 2 and 3 - e.g., model agent ac-
tions), the training phase (Cases 1, 2, and 3 - e.g., training set selection, knowledge 
model representation, retraining intervals), or the retraining phase (Cases 1,2, and 3 - 
e.g., retraining initiation). 

Let us consider a company that would like to embrace agent technology and trans-
form its processes from legacy software to a MAS. During the modelling phase, agent 

1. Develop the application ontology 
2. Design and develop agent behaviours 
3. Develop agent types realizing the created behaviours 
4. Apply data mining techniques on the provided dataset 
5. Extract knowledge models for each agent type 
6. Create the agent instances for the application 
7. Dynamically incorporate the knowledge models to the 

corresponding agents 
8. Instantiate multi-agent application 
9. Monitor agent actions 
10. Periodically retrain the agents of the system  
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roles and interactions are specified. Then, agent behaviours and logic models have to 
be defined, a process extremely complicated, since the specification of an appropriate 
(sound) set of rules is not always straightforward. 

In most cases, domain understanding is infused to the system in the form of static 
business rules, which aim to satisfy refractory, nevertheless suboptimal, MAS per-
formance. In the case the rules are set by a domain expert, there is a high probability 
of ignoring interesting correlations between events that may occur during system 
operation. Moreover, the rigidity of the rules introduced, cannot capture the dyna-
mism of the problem at hand (the problem the MAS is assigned to solve). The extrac-
tion of useful knowledge models from historical application data is, therefore, consid-
ered of great importance. 

3   Agent Academy: A Platform for Developing and Training 
Agents 

We have developed an integrated platform that automates most of the steps outlined in 
the previous section. Agent Academy is an open-source software platform available at 
http://www.source-forge.net/projects/AgentAcademy. AA has been im-
plemented upon the JADE [8,10] infrastructure, ensuring a relatively high degree of 
FIPA compatibility, as defined in [9,10]. AA is itself a multi-agent system, whose archi-
tecture is based on the GAIA methodology [11]. It provides an integrated GUI-based 
environment that enables the design of single agents or multi-agent communities, using 
common drag-and-drop operations. Using AA, an agent developer can easily go into the 
details of the designated behaviours of agents and precisely regulate communication 
properties of agents. These include the type and number of the agent communication 
language (ACL) messages exchanged between agents, the performatives and structure 
of messages, with respect to FIPA specifications [12-14], as well as the semantics, 
which can be defined by constructing ontologies with Protégé-2000 [15]. 

AA also supports the extraction of decision models from data and the insertion of 
these models into newly created agents. Developing an agent application using AA 
involves the following activities from the developer’s side:  

a. the creation of new agents with limited initial reasoning capabilities; 
b. the addition of these agents into a new MAS; 
c. the determination of existing, or the creation of new behaviour types for each 

agent; 
d. the importation of ontology-files from Protégé-2000; 
e. the determination of message recipients for each agent. 

In case the developer intends to create a reasoning engine for one or more agents of 
the designed MAS, four more operations are required for each of those agents:  

f. the determination of an available data source of agent decision attributes;  
g. the specification the parameters of the data mining mechanism;  
h. the extraction of the decision/knowledge model; 
i. the insertion of this model to the agent.  
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Figure 7 illustrates the Agent Academy functional diagram, which represents the 
main components and the interactions between them. In the remainder of this section, 
we discuss the AA architecture and outline its main functionality.  

3.1   Architecture 

The main architecture of AA is also shown in Figure 7. An application developer 
launches the AA platform in order to design a multi-agent application. The main GUI 
of the development environment is provided by the Agent Factory (AF), a specifically 
designed agent, whose role is to collect all required information from the agent appli-
cation developer regarding the definition of the types of agents involved in the MAS, 
the types of behaviours of these agents, as well as the ontology they share with each 
other. For this purpose, Agent Academy provides a Protégé-2000 front-end. The ini-
tially created agents possess no referencing capabilities (“dummy” agents). The de-
veloper may request from the system to create rule-based reasoning for one or more 
agents of the new MAS. These agents interoparate with the Agent-Training Module 
(ATM), which is responsible for inserting a specific decision model into them. The 
latter is produced by performing DM on data entered into Agent Academy as XML 
documents or as datasets stored in a database. This task is performed by the Data 
Mining Module (DMM), another agent of AA, whose task is to read available data 
and extract decision models, expressed in PMML format [16].  
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Fig. 7. Diagram of the Agent Academy development framework 
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AA hosts a database system for storing all information about the configuration of 
AA-created agents, their decision models, as well as data entered into the system for 
DM purposes. The whole AA platform was created as a MAS, executed on JADE. 

3.2   Developing Multi-agent Applications 

Agent Factory consists of a set of graphical tools, which enable the developer to carry 
out all required tasks for the design and creation of a MAS, without any effort for 
writing even a single line of source code. In particular, the Agent Factory comprises 
the Ontology Design Tool, the Behaviour Type Design Tool, the Agent Type Defini-
tion Tool, and the MAS Creation Tool.  

a)  Creating Agent Ontologies 
A required process in the creation of a MAS, is the design of one or more ontologies, 
in order for the agents to interoperate adequately. The Agent Factory provides an 
Ontology Design Tool, which helps developers adopt ontologies defined with the 
Protégé-2000, a tool for designing ontologies. The RDF files that are created with 
Protégé are saved in the AA database for further use. Since AA employs JADE for 
agent development, ontologies need to be converted into special JADE ontology 
classes. For this purpose, our framework automatically compiles the RDF files into 
JADE ontology classes. 

b)  Creating Behaviour Types 
The Behaviour Type Design Tool assists the developer in defining generic behaviour 
templates. Agent behaviours are modeled as workflows of basic building blocks, such 
as receiving/sending a message, executing an in-house application, and, if necessary, 
deriving decisions using inference engines. The data and control dependencies be-
tween these blocks are also handled. The behaviours can be modeled as cyclic or one-
shot behaviours of the JADE platform. These behaviour types are generic templates 
that can be configured to behave in different ways; the structure of the flow is the 
only process defined, while the configurable parameters of the application inside the 
behaviour, as well as the contents of the messages can be specified using the MAS 
Creation Tool. It should be denoted that the behaviours are specialized according to 
the application domain. 

The building blocks of the workflows, which are represented by nodes, can be of 
four types: 

1. Receive nodes, which enable the agent to filter incoming FIPA-SL0 mes-
sages. 

2. Send nodes, which enable the agent to compose and send FIPA-SL0 mes-
sages. 

3. Activity nodes, which enable the developer to add predefined functions to 
the workflow of the behaviour, in order to permit the construction of multi-agent 
systems for existing distributed systems. 

4. Jess nodes, which enable the agent to execute a particular reasoning engine, 
in order to deliberate about the way it will behave.  
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c)  Creating Agent Types 
After having defined certain behaviour types, the Agent Type Definition Tool is pro-
vided to create new agent types, in order for them to be used later in the MAS Crea-
tion Tool. An agent type is in fact an agent plus a set of behaviours assigned to it. 
New agent types can be constructed from scratch or by modifying existing ones. 
Agent types can be seen as templates for creating agent instances during the design of 
a MAS.  

During the MAS instantiation phase, which is realized by the use of the MAS 
Creation Tool, several instances of already designed agent types will be instantiated, 
with different values for their parameters. Each agent instance of the same agent type 
can deliver data from different data sources, communicate with different types of 
agents, and even execute different reasoning engines. 

d)  Deploying a Multi Agent System 
The design of the behaviour and agent types is followed by the deployment of the 
MAS. The MAS Creation Tool enables the instantiation of all defined agents running 
in the system from the designed agent templates. The receivers and senders of the 
ACL messages are set in the behaviours of each agent. After all the parameters are 
defined, the agent instances can be initialized. Agent Factory creates default AA 
Agents, which have the ability to communicate with AF and ATM. Then, the AF 
sends to each agent the necessary ontologies, behaviours, and decision structures.  

3.3   Data Mining and Agent Training 

The inference engine of an agent that needs to be trained is generated as the outcome 
of the application of DM techniques into available data. This operation takes place in 
the DMM. The mechanism for embedding rule-based reasoning capabilities into 
agents is realized through the ATM. Both modules are implemented as JADE agents, 
which act in close collaboration. 

The flow of the agent training process is shown in Figure 8. At first, let us consider 
an available source of data formatted in XML. The DMM receives data from the 
XML document and executes certain DM algorithms (suitable for generating a deci-
sion model), determined by the agent-application developer. The output of the DM 
procedure is formatted as a PMML document.  

PMML is an XML-based language, which provides a rapid and efficient way for 
companies to define predictive models and share models between compliant vendors' 
applications. It allows users to develop models within one vendor's application, and 
use other vendors' applications to visualize, analyze, evaluate or otherwise use the 
models. The fact that PMML is a data mining standard defined by DMG (Data Min-
ing Group) [16] provides the AA platform with versatility and compatibility to other 
major data mining software vendors, such as Oracle, SAS, SPSS and MineIt.  

The PMML document represents a KM for the agent we intend to train. This model 
is translated, through the ATM, to a set of facts executed by a rule engine. The im-
plementation of the rule engine is provided by JESS [17], a robust mechanism for 
executing rule-based reasoning. Finally, the execution of the rule engine becomes part 
of the agent’s behaviour. 
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Fig. 8. Diagram of the agent training procedure 

As shown in Figure 8, an agent that can be trained through the provided infrastruc-
ture encapsulates two types of behaviours. The first is the basic initial behaviour pre-
defined by the AF module. This may include a set of class instances that inherit the 
Behaviour class defined in JADE. The initial behaviour is created at the agent gen-
eration phase, using the Behaviour Design Tool, as described in the previous section. 
This type of behaviour characterizes all agents designed by Agent Academy, even if 
the developer intends to equip them with rule-based reasoning capabilities. This es-
sential type of behaviour includes the set of initial agent beliefs.  

The second supported type of behaviour is the rule-based behaviour, which is op-
tionally created, upon activation of the agent-training feature. This type of behaviour 
is dynamic and implements the decision model.  

In the remainder of this section, we take a closer look at the DMM. In the initial 
phase of the DM procedure, the developer launches the GUI-based wizard depicted in 
Figure 9 and specifies the data source to be loaded and the agent decision attributes 
that will be represented as internal nodes of the extracted decision model. In subse-
quent steps, the developer selects the type of the DM technique from a set of available 
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Fig. 9. The first step of the DMM wizard 

options, which include classification, clustering, and association rule extraction. For 
each technique, a number of DM algorithms are at the user’s disposal. 

DMM was developed by incorporating a set of DM methods based on the WEKA 
[18] library and tools and by adding some new algorithms. We have also extended the 
WEKA API in order for it to support PMML. For further information on the devel-
oped DM algorithms and on the DMM functionality the interested reader may see [1, 
21] or visit http://www.source-forge.net/projects/DataMiner.  

The completion of the training process requires the translation of the DM resulted 
decision model into an agent-understandable format. This is performed by the ATM, 
which receives the PMML output as an ACL message sent by the DMM, as soon as 
the DM procedure is completed, and activates the rule engine. Actually, the ATM 
converts the PMML document into JESS rules and communicates, via appropriate 
messages, with the “trainee” agent, in order to insert the new decision model into it. 
After the completion of this process, our framework automatically generates Java 
source code and instantiates the new “trained” agent into the predefined MAS. The 
total configuration of the new agent is stored in the development framework, enabling 
future modifications of the training parameters, or even the retraining of the already 
“trained” agents. 

4   Applications 

The interesting, non-trivial, implicit and potentially useful knowledge extracted by the 
use of DM would be expected to find fast application on the development and realiza-
tion of agent intelligence. The incorporation of knowledge based on previous observa-
tions may considerably improve agent infrastructures while also increasing reusability 
and minimizing customization costs.  

In order to demonstrate the feasibility of our approach, we have developed several 
agent-based applications that cover all three cases of knowledge diffusion [1]. Using 
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AA we have built an agent-based recommendation engine situated on top of an oper-
ating ERP system and capable of tapping the wealth of data stored in the ERP's data-
bases [19]. Such an approach can combine the decision support capabilities of more 
traditional approaches for supply chain management (SCM), customer relationship 
management (CRM), and supplier relationship management (SRM) [20]. This was 
clearly a system that implements Case 1 of knowledge diffusion, since data mining is 
performed on historical application data.  

We have also applied the methodology for the development of an environmental 
monitoring system which falls into the class of applications called Environmental 
Monitoring Information Systems (EMIS). The primary function of EMIS is the con-
tinuous monitoring of several environmental indicators in an effort to produce sound 
and validated information. The architectures and functionalities of EMIS vary from 
naive configurations, focused on data collection and projection, to elaborate decision-
support frameworks dealing with phenomena surveillance, data storage and manipula-
tion, knowledge discovery and diffusion to the end users (government agencies, non-
governmental organizations, and citizens). The presented synergy of AT and DM can 
provide to EMIS efficient solutions for the monitoring, management and distribution 
of environmental changes, while eliminating the time-overhead that often exists be-
tween data producers and data consumers. The MAS that we developed is situated 
upon a sensor network that monitors a number of air quality indicators and pollutants 
[22]. The MAS interweaves multiple data streams, validates and stores the informa-
tion, decides whether an alarm must be issued, and, in the latter case, notifies the 
interested parties. 

To demonstrate Case 2 of knowledge diffusion, we have implemented a MAS, 
which addresses the problem of predicting the future behaviour of agents based on 
their past actions/decisions. With this system we showed how data mining, performed 
on agent behaviour datasets, can yield usable behaviour profiles. We have introduced 
!-profile, a DM process to produce recommendations based on aggregate action pro-
files [23]. The system in this case is a web navigation engine, which tracks user ac-
tions in corporate sites and suggests possibly interesting sites. This framework can be 
extended to cover a large variety of web services and/or intranet applications. 

Another interesting area that is classified as Case 2, involves the improvement of 
the efficiency of agents in e-commerce and, more specifically, agents participating in 
e-auctions [24]. The goal here is to create both rational and efficient agent behaviours, 
to enable reliable agent-mediated transactions. In fact, through the presented method-
ology the improvement of agent behaviours in auctions is feasible (see Figure 10). 
Data mining can be performed on available historical data describing the bidding flow 
and the results can be used to improve the bidding mechanism of agents for e-
auctions. Appropriate analysis of the data produced as an auction progresses (histori-
cal data) can lead to more accurate short-term forecasting. By the use of trend analysis 
techniques, an agent can comprehend the bidding policy of its rivals, and, thus, re-
adjust its own in order to yield higher profits for buyers. In addition, the number of 
negotiations between interested parties is reduced (m instead of n, where m<n), since 
accurate forecasting implies more efficient bidding. 

Finally, we have developed Biotope [25] as a typical example of knowledge diffu-
sion in agent communities and evolutionary systems (Case 3). Biotope is an agent 
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Fig. 10. Improving the behavior of agents participating in e-auctions 

community used to simulate an ecosystem, where agents, representing living organ-
isms, live, explore, feed, multiply, and eventually die in an environment with varying 
degrees of uncertainty. Genetic algorithms and agent communication primitives are 
exploited to implement knowledge transfer, which is essential for the survival of the 
community. 

Multi-agent systems can also be exploited for the improvement of the software de-
velopment process [1]. Software houses often develop frameworks for building end-
user applications, following a standard methodology. Such frameworks interconnect 
different software modules and combine different software processes into workflows, 
in order to produce the desired outcome. Apart from the scheduling and planning, 
where agents collaborate and negotiate to reach the optimal solution, data mining 
techniques can be applied on workflow graphs, in order to discover correlations be-
tween certain workflow traverses. In addition, DM techniques can be applied to solve 
any kind of application-level problems, i.e., decision making capabilities. 

5   Summary and Conclusions  

In this paper we have presented the concept of combining the two, otherwise diverse 
areas, of data mining and agent technology. Limitations related to the nature of differ-
ent types of logic adopted by DM and AT (inductive and deductive, respectively), 
hinder the unflustered application of knowledge to agent reasoning. We argue that our 
methodology can overcome these limitations and make the coupling of DM and AT 
feasible. Nevertheless, for a fruitful coupling, either historical data (application or 
agent-behaviour) must be available, or the knowledge mechanisms of agents must 
allow self-organization. 

Agent Academy is a multi-agent development framework for constructing MAS, or 
single agents. AA combines a GUI-based, high-level MAS authoring tool with a facil-
ity for extracting rule-based reasoning from available data and inserting it into agents. 
The produced knowledge is expressed as PMML formatted documents. We have 
presented the functional architecture of our framework and outlined the agent training 
process. 

Through our experience with Agent Academy, we are convinced that this devel-
opment environment significantly reduces the programming effort for building agent 
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applications, both in terms of time and code efficiency, especially for those MAS 
developers who use JADE. For instance, one MAS, that requires the writing of almost 
6,000 lines of Java code, using JADE, requires less than one hour to be developed 
with Agent Academy. This test indicates that AA meets the requirement for making 
agent programs in a quicker and easier manner. On the other hand, our experiments 
with the DMM have shown that the completion of the decision model generated for 
agent reasoning is highly dependant on the amount of available data. In particular, a 
dataset of more than 10,000 records is adequate enough for producing high-
confidence DM results, while datasets with fewer than 3,000 records have yielded 
non-consistent arbitrary output.  
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Abstract. Artificial Immune Systems (AIS) are still considered with an attitude 
of reserve by most practitioners in Computational Intelligence (CI), much more 
some of them even considering this emergent computing paradigm in an 
infancy stage. This work aims to prove why AIS are of interest, starting from 
the real-world of applications that is asking for a radical change of the 
information systems framework. Namely, the component-based framework 
must be replaced with an agent-based one, where the system complexity 
requires that any agent to be clearly featured by its autonomy. The AIS methods 
build adaptive large-scale multi-agent systems that are open to the environment, 
systems that are not at all fixed just after the design phase, but are real-time 
adaptive to unpredictable situations and malicious defects. The AIS perform the 
defense of a complex system against malicious defects achieving its survival 
strategy by extension of the concept of organization of multicellular organisms 
to the information systems. The main behavioral features of AIS — as self-
maintenance, distributed and adaptive computational systems — are defined 
and described in relation to the Immune System as an information system. A 
comparison of AIS methodology with other Intelligent Technologies is another 
point of the lecture. The overview of some actual AIS applications is made 
using a practical engineering design strategy that views AIS as the effective 
software with agent-based architecture. 

1   Introduction 

Any living organism is in fact a complex system typically featured by characteristics 
as evolution, adaptation and fault tolerance that cannot be implemented in real world 
systems using traditional engineering methodologies. The use of biologically inspired 
CI techniques play a crucial role in developing robust and effective applications 
where complex systems set their face successfully against the large diversity of 
unpredictable and dangerous events that exploit the weak points or systems holes. 
Two emerging and promising biologically inspired techniques, Artificial Immune 
Systems (AIS) and DNA computing, seem to be the impulse of the moment in 
developing the strategy of systems survival in the defence of actual information 
systems against malicious faults ([1], [2]). The collective effort of a large spectrum of 
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high technology practitioners, mainly the computer scientists, engineers acting in 
different technical fields, biologists and natural environment specialists, led to the 
interdisciplinary development approach of AIS and DNA reliant hybridisation 
algorithms, techniques and application. A lot of interesting, reliable and high 
performance applications in critical environment conditions are reliant on AIS and/or 
DNA techniques despite the fact that these methods are still at their incipient stage [3]. 

1.1   Basic Considerations Related to the Natural Immune System 

The natural immune system is a system of high complexity. Its physiology is featured 
by a bunch of spectacular and useful functions, among them being a highly effective 
defence mechanism for a given host against pathogenic organisms and infections. 
This defence strategy acts by performing two tasks: firstly, the recognition is achieved 
of all cells within the host body, namely whether they are self (belonging to the body) 
or nonself (not belonging to the body); secondly, the distinction between body own’s 
cells and the foreign invader cells is followed by a classification of the nonself cells 
together with the induction of some appropriate defensive mechanisms for each of 
these dangerous foreign antigens that can be bacteria, viruses and so on. Details from 
different works in immunology science ([4], [5], [6]) converge to a unique simplified 
block diagram of how the defence mechanism of the natural immune system is 
structured; see Fig. 1 as from [2]. 

A lot of interesting aspects regarding basic immune recognition and activation 
mechanisms, more deep details in physiology of the immune system, innate immune 
system and adaptive immune system and other functional fundamentals as pattern 
recognition, the clonal selection principle, sel/nonself discrimination or immune 
network theory are to be mentioned when an overview is made on the basics of 
immunology. This paper is limited to just introduce the elements of immunology 
knowledge that are in connection with the defence mechanism of immune systems.  

The defence activity of the natural immune system is achieved by the white blood 
cells, leukocytes, under a strategy of defence structured in a form of two distinctly 
implemented tasks of defence:  
 

! the Innate Immune System (IIM) and 
! the Adaptive Immune System (AIS). 

 
The Innate Immune System (IIM) is implemented by two kinds of leukocytes, the 

granulocytes and macrophages. IIM combating responsibility consists of the fight 
against a wide range of bacteria without requiring previous exposure to them. Any is 
its body exposure to an antigen, the IIS response remains constant along the life time 
of an individual. A special combating strength features both the macrophages and the 
neutrophils: they are able of ingesting and digesting several microorganisms and/or 
antigenic particles; accordingly they are called together as phagocytes. But the 
macrophages are more powerful by having also the strength to present antigens to 
other cells, accordingly being additionally called also antigen-presenting cells (APC). 
The the granulocytes are cells with multiglobule nuclei containing cytoplasmatic 
granules filled with chemical elements (enzymes). The following three kinds of the 
granulocytes are known, namely: the neutrophils, that are the most abundant IIS cells; 
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the eosinophils, with a main task in the fight against infection by parasites; the 
basophiles with their functional task still not well elucidated. 

 

Fig. 1. A simplified block diagram of how the defence mechanism of the natural immune 
system is structured (after de Castro & Timmis [2] ) 

The Adaptive Immune System (AIS) is implemented by one kind of leukocytes, 
the lymphocytes that are responsible both for the recognition and for suppression of a 
pathogenic agent. AIS combating responsibility is performed by producing antibodies 
just only in response to specific infections. This means that the presence of antibodies 
in an individual mirrors the history of all infections to which its body has already been 
exposed, either in case of a disease or a vaccination, and the practical action of AIS 
lymphocytes results in immunity against re-infection to the same infectious agent. 
This result proves the fact that AIS lymphocytes are capable of developing an immune 
memory. The lymphocytes are capable of recognizing the same antigenic stimulus at 
any time when it is presented again. The immune memory avoids the re-installation of 
the disease inside the body. Much more, AIS physiological mechanism improves the 
natural immune systems with each encounter of a given antigen. 
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There two main kinds of lymphocytes: B-lymphocytes (B-cells) and T-lymphocytes 
(T-cells). The AIS is acquired through the lifetime of an individual and is not at all 
inherited by an offspring. AIS acronym stands for Adaptive Immune System just in 
this paragraph, this notation stands for Artificial Immune System for all next sections 
of the paper. 

Two structural details of the natural immune system are crucial for both the 
terminology and comprehensibility of an AIS : the lueockocyte’s receptor recognizing 
a particular molecular pattern is called an antibody ; the molecular part recognized by 
an antibody is called an antigen. 

1.2   Why AIS Must Be of Interest for Information and Other Complex Systems 

Different variants of defining the field of AIS are available in the literature, but the 
most complete is as from [2]: << AISs are adaptive systems, inspired by theoretical 
immunology and observed immune functions, principles and models, which are 
applied to problem solving >>. 

It would be absolutely wrong to limit us by thinking that AIS is just a methodology 
concerned only with the use of immune system components and processes as 
inspiration to construct computational systems. AIS means much more, namely it is a 
concept and framework that radically changes the design philosophy of any artificial 
systems and in the same time sensitively improves the system behavior in the adverse 
external environment of application. This affirmation is made by relying on some 
considerations of reliability design that are deeply related to the drawbacks of the 
artificial systems towards error and faults and also are technically justified in 
connection with the concept of malicious defects. 

All kind of actual artificial systems not reliant on AIS are limited in their behavior 
regarding the wrong events, errors and faults namely. These systems are passive and 
event-driven because they usually wait for a specific wrong event and trigger a 
treatment specific to the event. Both the fault and its remedia can be apriori specified 
and enumerated and the system is dependent on the concept of redundancy: if a fault 
occurs that causes a loss of function, the function lost because of the faulty 
component is replaced by a redundant standby component [1]. 

AIS framework develops an attitude towards the errors and faults that is radically 
different; they are mainly relied on actively using the information from the 
application environment. They are ready to act and successfully annihilate any 
challenges posed by elements that are coming from a dynamic external environment 
involving a large range of unpredictable events. The high degree of complexity 
featuring the actual applications requirements and also the intrinsic systems 
architecture/functionality are difficult circumstances favoring an unexpected level of 
effect evolution of exogenous dangerous element on systems. These elements of real 
danger evolved so much that even can reproduce and spread. The concept of 
malicious fault is a reality, see for example the malicious software that causes serious 
damages and troubles, even more worse that ordinary hardware or software faults are 
doing. The malicious defects must be viewed as the viruses, parasites and /or 
predators are for the biological systems. 
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As a conclusion, the role of AIS concept and framework is essential in developing a 
crucial strategy for of systems survival —the intelligent defence of the information 
systems against malicious faults. 

2   Elements of the AIS Concept and Framework 

Some elements of AIS design are introduced starting from the conceptual philosophy 
of artificial immunity-based systems that revolutionizes the engineering of complex 
artificial intelligent systems. This section comprises also a comparative discussion of 
the AIS against other biologically inspired Intelligent Technologies. This is done 
because the rest of branches in Computational Intelligence influenced the framework 
to AIS design, especially but not at all exclusively through Neural Networks (NN) and 
Evolutionary Algorithms (EA).  

2.1 General Design Consideration for an AIS 

The artificial immunity-based systems are complete information systems featured by 
three main informational features ([1], [7], [8]): 
 

 

Fig. 2. The fundamental difference between an ordinary Artificial Information System and an 
AIS designed Information System (after Ishida [1]) 
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Fig. 3. The main steps of AIS Engineering Design 

STEP 3 
AIS(s) model’s Algorithmic implementation and run 

 
3.1 Defining the Immune Components (the sets and types of antigens and 

antibodies) 
 
3.2 Encoding (Representing) the Immune Components and selecting the 

corresponding type of Affinity Evaluation 
 
3.3 AIS Algorithm Runs its appropriate dynamic behaviour 

(The concentration of antibodies must reflect a suitable match of the antigens 
with a set of antibodies associated with a set of appropriate behaviours) 

 
3.4 AIS Metadynamics simultaneously related to Step 3.3 

(insertion and elimination of antibodies from the network, possibly pre venting 
the alteration of AIS strength of action/creativity, by introdu cing a mechanism 
to generate   candidate  antibodies to enter the AIS) 

STEP 1  
Application Specification 

 
1.1 Global Requirements Specification of the problem (task ) to be solved 
 
1.2 Detailed Specification of the Basic (Structural) Application Elements to be 

handled by the AIS (e.g., variables, constants, agents, functions, application 
specific parameters) 

STEP 2 
Selection of the AIS Model(s) and Algorithm(s) Fitting the application 
 
(Sometimes even more than one AIS may be developed for simultaneously acting to 

solve an application) 

STEP 4 
Real world implementation of the AIS solution  

 
4.1 Decoding the AIS solution  
 
4.2 Downloading the decoded (interpreted) solution into the application for real 

world 
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• the self-maintenance property involving monitoring not only of the 
nonself but also of the self and this based on the self counterpart of the 
system 

• the property of a distributed system structured by autonomous components 
having a capability of mutual evolution that results in forming an ad hoc 
network with specific recognition  

• the property of an adaptive system featured by diversity and selection, 
based on selection as opposed to instruction  

The fundamental differences in information processing that make the distinction 
between an AIS and a usual information system are illustrated in Fig.2 as from [1]. 
Fig. 2 gives us a double suggestion both on the pattern recognition and regarding the 
processed data. It suggests that an ordinary Information System is limited to just a 
pattern recognition by the simply classification with classes, a mapping to a number 
of classes, whilst AIS performs in fact another kind of operation called dichotomy, 
that runs qualitatively different at a metalevel, namely from classes captured at the 
same level. The second message suggests that AIS incorporate the self-system and its 
relation to the outer world, but not at all prepare or embed a part of the solution into 
the model. Regarding the processed data, an AIS deals with challenges affecting the 
system itself, not with data that can be defined without referring to the system.  

The basic elements of the framework that implements both the AIS structure and 
methodology involve: a representation (encoding) of AIS components; the evaluation 
(affinity) functions measuring the interaction between AIS components; typical 
algorithms managing AIS dynamical behaviour. The encoding must not only comprise 
just suitable elements corresponding to the antibodies or to the antigens, but also must 
reflect the strength of binding between an antigen and an antibody, also including 
other refined details such as the fact that an antigen can be a foreign antigen or a 
portion of an antibody, this means a self-antigen. The main steps of AIS Engineering 
Design look as in Fig. 3 for most of the application developments. 

2.2   AIS Versus Other Techniques of Computational Intelligence 

The algorithms managing AIS dynamical behaviour can be applied to problem solving 
in different settings. But an essential detail of AIS engineering states that the pool of 
immune algorithms is mainly divided in two categories: population-based (PB) and 
network-based (NB) ones. We just limit ourselves here by mentioning the 
fundamental feature that divides AIS into the above mentioned two classes: the 
encoded components of PB-AIS interact exclusively with the external environment – 
represented by antigens, this is the case of bone marrow or thymus models; the 
encoded components of NW-AIS are more co-operative by interacting both with each 
other and with the antigens representing the external environment, this is the case of 
immune network models. This section will focus not so much on the similarities and 
differences among AIS and other biologically inspired Intelligent Techniques, see [12] 
for a comparison between AIS and the GA, or ([10], [11]) in case of AIS versus NN. It 
will be mainly a briefly overview of the possible AIS aggregation with the other 
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Computational Intelligence approaches in form of Hybrid Intelligent Systems that 
influenced both AIS design and their applications ([3], [9]). 

The artificial immunity-based systems are hybrid information systems almost by 
their nature as from the three main informational features ([1], [7], [8]), so they 
offer an optimal technical frame of hybridization with all other Computational 
Intelligence paradigms both at the level of model and most important at an 
algorithmic level ([3], [9]). 

An example of AIS-NN hybridization at the level of model may be found in [13] 
where a new NN learning algorithm was built. The learning is performed by strength 
variation of the input stimuli instead of varying the NN weights that are constant. Also 
the NN memory capacity was increased due to the AIS behaviour as a system with a 
large number of attractors.  

The great potential of AIS-EA hybridization is illustrated by a large variety of 
technical improvements to most of the EA paradigms. Some bidirectional 
improvements featuring the AIS-GA hybridization were reported: AIS niches, species 
and diversity were controlled by a GA of the hybrid immunity-based algorithm in 
[14]; GA constraints handling was made by a simulated AIS where the antigens fight 
against the antibodies, so as the resulting antibodies are the constituents of an evolved 
population of constraint conditioned individuals [15]. Even an AIS-based GP variant 
that uses an AIS dynamic fitness function was reported in [16]. 

FS – AIS hybridization was strongly used in a wide range of real-world 
applications. Distributed Autonomous Robotic Systems may have a FS like modeling 
of the stimulation level of an antibody (individual robot strategy of action) while an 
AIS relying on clonal selection is used for transmitting high quality strategies of 
action (antibodies) among the robots. No central control exists and the role of 
antigens is played by elements of external environments [17]. 

Other advanced AIS-based HIS will be introduced in section 4 of this work, 
including AIS aggregation with the emergent Intelligent Technologies such as 
Evolvable Hardware (EHW) or DNA Computing. 

3   Multiagent Framework—The Adequate Environment for AIS 
Engineering 

The fundamental design philosophy for any complex information system must 
definitely escape from the component-based framework to the agent-based framework 
where each agent has its own intelligence and autonomy in order to attend the 
required complexity [1]. An agent is defined as any entity – human or software- 
capable of carrying out by itself an activity standalone. 

Using the CI methods creates an agent-based framework where the own 
intelligence of each agent may even evolve to a behavioral one. A multi-agent 
approach using an arsenal of CI methods that is mainly relied on the AIS would 
perform the defense of a complex system against malicious defects and other 
unpredictable events, achieving its survival strategy by extension of the concept of 
organization of multicellular organisms to the information systems. The main reasons 
of using the agents for information processing and managing are as follows: the 
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agents are proactive, they are cooperative, and they are able of learning and also of 
reasoning, as the case [42].  

The agents are proactive, means they initiate by themselves the decision making 
for an action when they find it necessary to proceed in such a way. This task is crucial 
because the information may be generated by different sources and often from 
different places. The agent’s ability of cooperation/information interchange means 
their availability of knowledge sharing among them or benefiting from the other 
agents’ experience by asking for their advice. By learning agents we mean just agents 
that can learn from their own previous experience, comprising both mistakes and 
successes. Finally, each agent in the CI multi-agent framework may utilize any 
sophisticated CI technology of reasoning. 

The infrastructure of a multi-agent system includes: agents, agent platforms, agent 
management and an agent communication language [43]. The multi-agent approach to 
complex systems enables the separation of social behavior (problem solving, decision 
making and reasoning) at social communication level from individual behavior 
(routine and knowledge processing, and problem solving) at autonomy level. The two 
distinct communication levels, the social one and the autonomy level, along with the 
dynamic agent-task association, frame the multi-agent infrastructure.  

The AIS main informational features — the self-maintenance property, the property 
of a distributed system and the property of an adaptive system as from ([1], [7], [8]) – 
justify a continuous elaboration work of different variants of AIS agent-based 
architecture [1], [24], [33], [44], [46]. 

The so-called “most naïve immune algorithm” was introduced in [33] as 
proceeding to implement an adaptive AIS running in three steps: step 1 — Generation 
of Diversity; step 2 — Establishment of Self-Tolerance and step 3 — Memory of 
Non-Self. The algorithm views the system as the “self” and the external environment 
as the “non-self”. Both the self and the non-self are unknown or cannot be modelled. 
Step 1 generates the recognizers’ diversity in its specificity. A developmental phase 
drives structural changes during Step 2 on the recognizers aimed of becoming 
insensitive to known patterns (self). Parameter changes are driven during Step3 on the 
recognizers aimed to be more sensitive to unknown patterns (the non-self). The 
recognizer is an AIS unit featured by only recognizing and communication 
capabilities. 

The corresponding Agent-based architecture handles high performance intelligent 
and autonomous units called agents that beside the recognizing and communication 
capability are able of adaptation and self-replication. The main three steps of the 
agent – based AIS have similar functional meanings: Step1 – diversity generation; 
Step 2 performs the activation of the recognizing agents by an encounter with the 
antigens; During Step 3, the activated recognizing agent will reproduce its clone to 
enhance the ability of elimination of the antigen. Mutation operators to increase the 
affinity with the antigen perform this reproduction. 

An interesting fault tolerant AIS-based multi-agent architecture of a distributed 
system was proposed that performs self-repairing [44]. The performances of this 
architecture were proved by a distributed computer network system consisting of N 
host computers each of them being able of sending mobile agents to adjacent hosts. 
The abnormal units, either host computers or mobile agents are identified by an AIS 
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strategy. Some units try to self-repair; by this means these units replace their data with 
data received from other units. 

4   AIS Applications 

This section is not supposed to be an absolutely complete review of AIS application 
fields with detailed descriptions, but mainly focus on some AIS applications in context 
with the HIS framework that progressed toward some spectacular and effective 
combinations envisaging even the emergent CI paradigms such as DNA Computing 
and EHW [3]. 

4.1   A Survey of Some Applications of the AIS 

A DNA-AIS intelligent hybrid system was reported in [18] where DNA Computing 
was proved as an alternative to implement AIS. In this work, an AIS negative 
selection algorithm was implemented in a DNA computing framework. Using DNA 
single strands under denaturation, renaturation and splicing operators, was 
implemented the censoring and monitoring parts of this selection algorithm was 
successfully implemented. 

A recent intelligent hybridization of AIS is applied in case of one of the most 
revolutionary technology nowadays, namely in case of Evolvable Hardware (EHW). 
A main reason for EHW – AIS hybridization was reliant on two AIS features, healing 
and learning, that were applied to design EHW fault – tolerant FPGA systems [19]. 
An additional layer that imitates the action of antibody cells was incorporated to the 
previously elaborated embryonic architecture by the same team [21] Two variants of 
this new EHW architecture use an interactive network of antibody cells featured by 3 
independent types of communication channels: the data channels of the embryonic 
array of cells, the data channels of antibody array of cells and the inter-layer 
communication channels ensuring that antibody cells can monitor the embryonic 
cells. The antibody array of cells performs monitoring and checking of the embryonic 
array of cells, so that the correct functionality of any particular EHW configuration 
can be achieved at any time.  

Another AIS inspired variant of EHW hardware fault detection was reported in 
[20]. They used an advanced FPGA hardware- Virtex XCV300 - to implement a 
hardware negative clonal selection AIS attached to a Finite State Machine (FSM). 
This is very important because any hardware system can be represented by either a 
stand-alone or an interconnected array of FSMs. 

The main AIS applications have been developed in areas such as: autonomous 
navigation/robotics, computer network security, job-shop scheduling, (fault) 
diagnosis, data analysis and optimisation [2]. Some of these applications are reliant on 
the idea of combining AIS with different other CI techniques (FS, NN, EA, KBES, 
DNA computing) with the aim of creating HIS that are collecting the individual 
strength of each CI component [3]. AIS are a new CI approach that has not only 
applications involved in the HIS framework but also has its own standalone 
applications.  
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Refined details of behavior arbitration for autonomous mobile robots were solved 
in [30] through new AIS based decentralized consensus-making system. The 
adaptation mechanism for an appropriate arbitration uses reinforcement signals that 
were used for evolving the proposed AIS: current situations detected by sensors work 
as multiple antigens, the prepared (desired) competence modules work as antibodies, 
the interaction between modules is represented by stimulation and suppression 
between antibodies.  

But AIS applications have evolved so far that they are able to improve the lives of 
human beings even in the most unexpected aspects. AIS are also applied to improve 
the comfort in our daily real life at a micro level. The AIS-based smart home 
technology is aimed to improve the technical facilities, including the security of a 
home not only against the burglars but against other external dangers too. Such an AIS 
was modeled as a multi-agent system where the sensors and actuators are taken as 
agents that prove to behave as the human immune system with respect to self 
organization and flexible reaction, with gradation, on dangerous events outside [31].  

But the AIS may act for improving our daily comfort even at a macro level. 
Potential applications of the AIS in some selected areas of physical infrastructure 
assessment and modeling at the national level, in particular for surface transportation 
(highways, railroads, air transportation facilities) are suggested in [32]. For example, 
an AIS relied on negative selection is proposed for condition assessment by analyzing 
the instances of a more general problem distinguishing itself (normal condition data 
not below a threshold value) from other (deteriorated data below the threshold). Also 
an AIS network model may implement the fault states diagnosis of infrastructure 
systems where each infrastructure subsystem is regarded as a distinct antibody, and 
the information about the state of the global infrastructure system is treated as an 
antigen. An AIS-based robotic system for infrastructure assessment may be applied 
for the maintenance activity in pavement infrastructure systems: the maintenance-
actions are acting as antibodies, whilst the infrastructure conditions behave as 
antigens.  

Most application areas in the major field of pattern recognition actually make use 
of AIS-based methods. Among them is the feature extraction in recognition of 
complex characters, such the Chinese characters [22]. An AIS model relies on the 
effect of diffusion of antibodies, namely the amount of diffused antibodies is 
calculated by adopting the (spatial) distribution of antibodies centroids as the virtual 
points where antibodies were concentrated and redistribution of antibodies is 
performed accordingly [22]. AIS based on the partial template method are effective 
for the personal identification with finger vein patterns [45]. 

A very interesting Multilevel Immune Algorithm (MILA) was proposed for novel 
pattern recognition and was tested with anomalous pattern problems [23]. This 
algorithm has four phases: Initialization phase, Recognition phase, Evolutionary 
phase and Response phase. Real-valued strings represent both antibodies and 
antigens, which is different to the Negative and Clonal selection. The 
antigen/antibody recognition is modelled by using a Euclidian distance measure as the 
degree of matching.  

Security systems for computers and the Internet work environment are another 
productive application area of AIS. Intrusion detection on the Internet – for internal 
masqueraders mainly, but for external ones too – is reported in [24]. The method was 
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inspired by the diversity and specificity of an immune system, namely each immune 
cell has a unique receptor featured by a high degree of matching a specific antigen. So 
each of the agents that are used in this approach has its unique profile and computes a 
high score against the sequential (command) set typed by the specific user matching 
this profile. By evaluating all the scores (for all the profiles), one of the agents 
determines whether a particular user is an intruder (masquerader) or not. AIS self-
monitoring approach has applicability also in solving specific problems to distributed 
intrusion detection systems [25]. 

Usually computer protection is referring to anti-virus protection and to intruders’ 
detection, but [26] applied AIS for immunity to unsolicited e-mail (spam or junk mail) 
where regular expressions, patterns that match a variety of strings, are used as 
antibodies. These regular expressions are grouped in a library of gene sequences and 
in their turn the regular expressions are combined to randomly produce other regular 
expressions to produce antibodies that match more general patterns. 

The AISs were proved to be superior to hybrid GA in function optimization  
[27]. Here the AIS algorithm inspired by clonal selection and called BCA (B-cell 
algorithm) got a high quality optimisation solution by performing significantly fewer 
evaluations than a GA. A unique mutation operator was used – contiguous somatic 
hyper mutation – that operates by subjecting the contiguous region of the operative 
element (vector) to mutation. The random length utilised by this mutation operator 
confer to the BCA individual the ability to explore a much wider region of the affinity 
(fitness) landscape than just the immediate neighbourhood of an individual.  

A hybrid clonal selection AIS was used more successfully than the evolutionary 
algorithms for solving a combinatorial optimisation application, the Graph colouring 
problem [28]. Here the use of a crossover operator was avoided by using a particular 
mutation operator combined with a local search strategy. In this way there was no 
embedding specific domain knowledge. 

AISs that are based on clonal selection have proven to be effective both for 
combinatorial optimisation and for machine learning problems. An AIS modelled as a 
noisy channel has applicability in adaptive noise neutralization [29], where the signal 
is the population of B-cells, the channel is the global AIS, the noise source is the 
antigen and the received signal E is the antibody. Regarding the machine learning 
methods that are used in implementing classification algorithms for “hard” 
applications as the gene expression of cancerous tissues, AIS proved to be superior to 
SVM and NN by a better error rate of the algorithm, despite of a longer amount of 
computational time [40]. 

4.2   AIS Applications in Optimization of ITS Multi-agent Environment 

A recent but promising area of HIS applications is focused on the Intelligent Tutoring 
Systems (ITS). These systems model instructional and teaching strategies, empowering 
educational programs with the ability to decide on “what” and “how” to teach students. 
A “stand alone” intelligent, HIS reliant, tutoring component is added to the usual 
learning environments, so the work that is done by lecturers and students is 
complemented ([34], [35]). Usually, learning systems require that the student change to 
fit the system, but the ITS radically differ by an added flexibility of performing an 
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intelligent learning strategy, namely the learning system “change to fit the students 
needs”. A good description of the basic structure of an ITS was made in [38]. 

The WITNeSS (Wellington Institute of Technology Neural Expert Student 
Support) is an original HIS using Fuzzy-Neural-GA techniques for optimising the 
presentation of learning material to a student [36]. WITNeSS works relied on the 
concept of a “virtual student”. This student model simulates the learning and 
forgetting that occurs when a human learning attempts to acquire knowledge. Its 
modelling was made by using fuzzy technologies so as to be useful for any ITS, by 
providing it with an optimal learning strategy for fitting the ITS itself to the unique 
needs of each individual student. More details giving a relevant image of WITNeSS 
working may be found in [3]. The Student Model is placed into a typical ITS system 
configuration [38] and a GA-based agent we call the “Optimizer” was added. The 
optimizer agent is used to “fine-tune” the linguistic variables of a fuzzy rule decision 
structure that is used by a Tutor model to decide on “what” should be presented next 
to a student and “how” it should be presented. There is a detailed description of how 
the concept of an “optimizer” works, see [39]. Here we just limit ourselves to 
represent the optimization methods as included into an ultra simplified hybridization 
flow of the Intelligent Technologies that works in WITNeSS as in Fig.4.  

 
WITNeSS, as a whole, works in the following way: 
 
– The human student interacts with WITNeSS, which presents a sequence of 

learning activities that result in the student learning the knowledge structure. The key 
to this learning sequence is the fuzzy rule decision structure used by the Tutor agent 
to decide on “what” to present and “how” to present it. However the “shape” of the 
linguistic variables held in these fuzzy rules doesn’t guarantee optimal learning. Each 
student learns differently so what we need is the system to find the best “shape” for 
the linguistic variables, for that particular student. Hence our motivation is for an 
“Optimizer” agent. 

 
– When the student first logs onto the system, the Optimizer agent makes its own 

copy of the main agents (Student, Tutor and Knowledge), including the current fuzzy 
rule structure. While the student is working with the main system, the Optimizer 
works in the background, trying different “shapes” to the linguistic variables in an 
effort to improve the current fuzzy rule structure. This would result in the Tutor 
deciding on a quicker, higher quality learning sequence. 

The Optimizer sends its “shape refined” linguistic variables back to the main Tutor, 
replacing its fuzzy rule structure with a more efficient one. The Optimizer then starts 
over, taking the latest information about how the student is performing, and works to 
find an even better “shape” to the linguistic variables. 

Our work regarding AIS involvement in WITNeSS, has an accurate aim. The actual 
task is to increase the optimization speed by using an AIS-based Optimizer agent that 
relies on the clonal selection process in performing significantly fewer evaluations 
than the GA-based agent does. Results are not presented in this paper. We actually are 
also encouraged in thinking to expand the AIS-based Optimization at the level of a 
System Optimizer that will produce learning complex cells implementing the 
dynamics of an AIS model at the global level of WITNeSS. 
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Fig. 4. The simplified hybridization flow of the Intelligent Technologies technologies as used in 
in WITNeSS 

5   Concluding Remarks 

This work try to convince that AIS conceptual philosophy revolutionizes the 
engineering of complex artificial intelligent systems indeed by extension of the 
concept of organization of multicellular organisms to the information systems: the 
AIS-based modern complex information systems are adaptive large-scale multi-agent 
ones that are open to the environment, they are not at all fixed just after the design 
phase, but are real-time adaptive to unpredictable situations and malicious defects. 
AIS offer the unique framework performing the defense of a complex system against 
malicious defects achieving its survival strategy. 

AIS application area has become already traditional and accurate in fields such as: 
computer and data security, image and other pattern recognition (including signature 
verification), fault and anomaly detection and diagnosis, noise detection, autonomous 
navigation and control, scheduling, machine learning, machine monitoring. The AIS 
feature some very effective general-purpose engineering and science design 
methodologies with a large applicability for search and optimization strategies and 
also for design of the multi-agent based systems. AIS actually penetrate some totally 
new and unconventional application area of our social-economic life, such as the 
modern instructional and educational tools of ITS or the smart home technology. AIS 
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proved to be an effective standalone CI paradigm for many engineering applications 
including computer science, but it strength is sensitively increased in aggregation with 
other CI paradigms in form of HIS. AIS-based HIS are applied in high tech areas as 
distribute autonomous robot systems, classification and prediction systems of high 
performance, or risk analysis evaluations featuring highly complex applications as the 
highway infrastructure deterioration at the national level. 

References 

1. Ishida, Y.: Immunity-Based Systems: A Design Perspective. Springer Verlag, Berlin, 
Heidelberg, New York (ISBN: 3-540-00896-9) (2004) 

2. de Castro, L N, Timmis, J. I.: Artificial Immune Systems: A New Computational 
Approach. Springer Verlag, London (ISBN: 1-85233-594-7) (2002) 

3. Negoita, M. Gh, Neagu, C. D., Palade, V.: Computational Intelligence – Engineering of 
Hybrid Systems. Springer Verlag , Berlin, Heidelberg, New York (ISBN: 3-540-23219-2) 
(2005) 

4. Jerne, N.K.: The Immune System. In Scientific American, 229 (1) (1973)52–60 
5. Jerne, N.K.: The Generastive Grammar of the Immune System. In The EMBO Jour nal, 

4(4) (1985) 847–852 
6. Percus, J.K., Percus, O., Person, A.S.: Predicting the Size of the Antibody Combining 

Region from Consideration of Efficient Self/Nonself Discrimination. In Proceedings of 
The National Academy of Science, 60, (1993) 1691–1695 

7. Ishida, Y.: The Immune System as a Self-Identification Process: a Survey and a Pro posal. 
Workshop Notes-Workshop 4: Immunity-Based Systems, International Conference on 
Multiagent Systems/International Symposium on Models for Software Architecture, 
December, Keihanna Plaza, Tokyo, Japan (1996) 2–13 

8. Dasgupta, D., Attoh-Okine, N.: Immunity-Based Systems: A Survey. Workshop Notes-
Workshop 4: Immunity-Based Systems, International Conference on Multiagent 
Systems/International Symposium on Models for Software Architecture, December, 
Keihanna Plaza, Tokyo, Japan (1996) 13–25 

9. Negoita, M.Gh.: Basics of Engineering the Hybrid Intelligent Systems — Not only 
Industrial Applications. In: Negoita M Gh, Reusch B (eds) Real World Applications of 
Computational Intelligence. Springer Verlag , Berlin, Heidelberg, New York (ISBN: 3- 
540-25006-9) (2005) 5–55 

10. de Castro, L.N., Von Zuben, F.J.: Immune and Neural Networks Models: Theoretical and 
Empirical Comparisons. International Journal of Computational Intelligence and 
Applications (IJCIA) 1(3) (2001) 239–259 

11. Dasgupta, D.: Artificial Neural Networks and Artificial Immune Systems: Simi arities and 
Differences. In: Proceedings of The IEEE Systems, Man and Cybernetics Conference, 1 
(1997) 873–878 

12. Forrest, S., Perelson, A.: Genetic Algorithms and the Immune Systems. In: Goos, C., 
Hartmanis, J. (eds) Proceedings of The Parallel Problem Solving from Nature. Springer 
Verlag, Berlin, Heidelberg, New York (1990) 320–325 

13. Hoffman, G.W.: A Neural Network Model Based on the Analogy with the Immune 
System. Journal of Theoretical Biology 122 (1986) 33–67 

14. Forrest, S., Javornik, B., Smith, R.E., Perelson, A.: Using Genetic Algorithms to Explore 
Pattern Recognition in the Immune System. Evolutionary Computation 1(3): (1993)  
191–211 



34 M. Negoita 

 

15. Yoo, J., Hajela, P.: Immune Network Simulations in Multicriterion Design. Structural 
Optimization 18 (2/3): (1999) 85–94  

16. Nikolaev, N. I., Iba, H., Slavov, V.: Inductive Genetic Programming with Immune 
Network Dynamics. Advances in Genetic Programming , MIT Press (3): (1999) 355–376 

17. Jun, J.-H., Lee, D.-W., Sim, K.-B.: Realization of Cooperative Behavior in Distributed 
Autonomous Robotic Systems Using Artificial Immune System. In: Proceedings of the 
IEEE of The IEEE System, Man, and Cybernetics. 4 (1999) 614–619 

18. Deaton, R., Garzon, M., Rose, J.A., Murphy, R.C., Stevens, Jr.S.E., Franceschetti, D.R.: A 
DNA Based Artificial Immune System for Self-Nonself Discrimination, In: Proceedings of 
The IEEE System, Man, and Cybernetics I: (1997) 862–866 

19. Bradley, D. W., Ortega-Sanchez, C., Tyrrell, A.: Embryonics + Immunotronics: A Bio-
Inspired Approach to Fault Tolerance. In: Proceedings of the 2nd NASA/DoD Workshop on 
Evolvable Hardware. IEEE Computer Society, Los Alamitos, California (2000) 215–223 

20. Bradley, D. W., Tyrrell, A.: The Architecture for a Hardware Immune System. In: 
Proceedings of the 3nd NASA/DoD Workshop on Evolvable Hardware. .IEEE Computer 
Society, Los Alamitos, California (2001) 193–200 

21. Ortega, C., Mange, D., Smith, S., Tyrrell, A.: Embryonics: A Bio-Inspired Cellular 
Architecture with Fault-Tolerant Properties. In: J Genetic Programming and Evolvable 
Machines 1–3: (2000) 187–215 

22. Shimooka, T., Shimizu, K.: Idiotypic Network Model for Feature Extraction in Pattern 
Recognition . In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based Intelligent 
Informa tion and Engineering Systems. Springer-Verlag, Berlin Heidelberg New York, 
Part I I (2003) 511–518 

23. Dasgupta, D., Yu, S., Majmudar, N.S.: MILA – Multilevel Immune Learning 
Algorithm.In: Cantu-Paz, E., Foster, J., Kalaynmoy, D., Lawrence, D.D., Rajkumar, R., 
O’Reilly, U-M., Beyer, H-G., Standish, R., Kendall, G., Wilson, S., Harman, M., Wegner, 
J., Dasgupta, D., Potter, M., Schultz, A., Dowsland, K., Jonoska, N., Miller, J. (eds) 
Genetic and Evolutionary Computation – GECCO 2003, Springer Verlag Berlin 
Heidelberg New York, Part I (2003) 183–194 

24. Okamoto, T., Watanabe, T., Ishida, Y.: Towards an Immunity-Based System for Detect ing 
Masqueraders. In: Palade V., Howlett J. R., Jain L. (eds) Knowledge-Based Intelligent 
Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg New York, Part 
II (2003) 488–495 

25. Watanabe, Y., Ishida, Y.: Immunity-Based Approaches for Self-Monitoring in Distrib uted 
Intrusion Detection System. In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based 
Intelligent Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg New 
York, Part II (2003) 503–510 

26. Oda, T., White, T.: Developing an Immunity to Spam. In: Cantu-Paz, E., Foster, J., 
Kalaynmoy, D., Lawrence, D.D., Rajkumar, R., O’Reilly, U-M., Beyer, H-G., Standish, 
R., Kendall, G., Wilson, S., Harman, M., Wegner, J., Dasgupta, D., Potter, M., Schultz, A., 
Dowsland, K., Jonoska, N., Miller, J. (eds) Genetic and Evolutionary Computation – 
GECCO 2003, Springer Verlag Berlin Heidelberg New York, Part I (2003) 207–242 

27. Kelsey, J., Timmis, J.I.: Immune Inspired Somatic Contiguous Hypermutation for 
Function Optimization. In: Cantu-Paz, E., Foster, J., Kalaynmoy, D., Lawrence, D.D., 
Rajkumar, R., O’Reilly, U-M., Beyer, H-G., Standish, R., Kendall, G., Wilson, S., 
Harman, M., Wegner, J., Dasgupta, D., Potter, M., Schultz, A., Dowsland, K., Jonoska, N., 
Miller, J. (eds) Genetic and Evolutionary Computation – GECCO 2003, Springer Verlag 
Berlin Heidelberg New York, Part I (2003) 207–218 



 AIS—An Emergent Technology for Autonomous Intelligent Systems 35 

 

28. Cutello, V., Nicosia, G., Pavone, M.: A Hybrid Immune Algorithm with Information Gain 
for the Graph Coloring Problem. In: Cantu-Paz, E., Foster, J., Kalaynmoy, D., Lawrence, 
D.D., Rajkumar, R., O’Reilly, U-M., Beyer, H-G., Standish, R., Kendall, G., Wilson, S., 
Harman, M., Wegner, J., Dasgupta, D., Potter, M., Schultz, A., Dowsland, K., Jonoska, N., 
Miller, J. (eds) Genetic and Evolutionary Computation – GECCO 2003, Springer Verlag 
Berlin Heidelberg New York, Part I (2003) 171–183 

29. Cutello, V., Nicosia, G.: Noisy Channel and Reaction-Diffusion Systems: Models for 
Artificial Immune Systems. In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based 
Intelligent Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg New 
York, Part II (2003) 496–502 

30. Ishiguro, A., Watanabe, Y., Kondo, T., Shirai, Y., Uchikawa, Y.: Immunoid: A Robot with 
a Decentralized Behavior Arbitration Mechanisms Based on the Immune System . Work 
shop Notes-Workshop 4: Immunity-Based Systems, International Conference on Multi 
agent Systems/International Symposium on Models for Software Architecture, December, 
Keihanna Plaza, Tokyo, Japan (1996) 82–92 

31. Dilger, W.: The Immune System of the Smart Home. Workshop Notes-Workshop 4: 
Immunity-Based Systems, International Conference on Multiagent Systems/International 
Symposium on Models for Software Architecture, December, Keihanna Plaza, Tokyo, 
Japan (1996) 72–81 

32. Attoh-Okine, N.: General Framework for Applying Artificial Immune Systems to a 
Highway Infrastructure Deterioration Modeling. Workshop Notes-Workshop 4: Immunity-
Based Systems, International Conference on Multiagent Systems/International Symposium 
on Models for Software Architecture, December, Keihanna Plaza, Tokyo, Japan (1996) 
25–37 

33. Ishida, Y.: Agent-Based Architecture of Selection Principle in the Immune System. 
Workshop Notes-Workshop 4: Immunity- Based Systems, International Conference on 
Multiagent Systems/International Symposium on Models for Software Architecture, 
December, Keihanna Plaza, Tokyo, Japan (1996) 93–105 

34. Negoita, M.Gh., Pritchard, D.: Testing Intelligent Tutoring Systems by Virtual Students. 
In: Arif Wani M (ed) Proc Int Conf on Machine-Learning and Applications (ICMLA’03). 
Los Angeles, USA (2003) 98–104 

35. Negoita, M.Gh., Pritchard, D.: Some Test Problems Regarding Intelligent Tutoring 
Systems. In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based Intelligent 
Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg New York, Part 
II (2003) 986–992 

36. Negoita, M.Gh., Pritchard, D.: Using Virtual Student Model for Testing Intelligent 
Tutoring Systems. J Interactive Technology & Smart Education 1 (2004) 3–10 

37. Negoita, M.Gh., Pritchard, D.: A “Virtual Student” Leads to the Possibility of  
Optimizer Agents in an ITS. In: Kantardzic M (ed) Proc. ICMLA’04, Louisville, KY, USA 
(2004) 

38. Mc Taggart, J.: Intelligent Tutoring Systems and Education for the Future. In: 512X 
Literature Review April 30, http://www.drake.edu/mathcs/mctaggart/ C1512X/ LitReview. 
pdf  (2001) 

39. Pritchard, D., Negoita, Gh.M.: A Fuzzy – GA Hybrid Technique for Optimisation of 
Teaching Sequences Presented in ITSs. In: Reusch B (ed) Proc 8-th Fuzzy Days. LNCS, 
Springer Verlag , Berlin Heidelberg New York (2004) 

 
 



36 M. Negoita 

 

40. Ando, S., Iba, H.: Artificial Immune System for Classification of Gene Expression Data. 
In: Cantu-Paz E, Foster J, Kalaynmoy D, Lawrence,D D, Rajkumar R, O’Reilly U-M, 
Beyer H-G, Standish R, Kendall G, Wilson S,Harman M, Wegner J, Dasgupta D, Potter M, 
Schultz A, Dowsland K, Jonoska N,Miller J (eds) Genetic and Evolutionary  
Computation – GECCO 2003, Springer Verlag Berlin Heidelberg New York, Part II 
(2003) 1926–1937 

41. Oeda, S., Ichimura, T., Yamashita, T., Yoshida, K.: A Proposal of Immune Multi-agent 
Neural Networks and Its Application to Medical Diagnostic System for Hepatobiliary 
Disorders. In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based Intelligent 
Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg New York, Part 
II (2003) 527–532 

42. Vizcaino, A., Favela, J., Piattini, M. A Multi-agent System for Knowledge Management in 
Software Maintemance. In: Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based 
Intelli gent Information and Engineering Systems. Springer-Verlag, Berlin Heidelberg 
New York, Part I (2003) 413–421 

43. Tianfield, H.: A Study on the Multi-agent Approach to Large Complex Systems. In: 
Palade, V., Howlett, J.R., Jain, L. (eds) Knowledge-Based Intelligent Information and 
Engineering Systems. Springer-Verlag, Berlin Heidelberg New York, Part I (2003) 438–
444 

44. Watanabe, Y., Sato, S., Ishida, Y.: An Approach for Self-repair in Distributed System 
Using Immunity-Based Diagnostic Mobile Agents. In: Negoita, M., Howlett, J.R., Jain, L. 
(eds) Knowledge-Based Intelligent Information and Engineering Systems. Springer-
Verlag, Berlin Heidelberg New York, Part II (2004) 504–510 

45. Shimooka, T., Shimizu, K.: Artificial Immune System for Personal Identification with 
Finger Vein Pattern . In: Negoita, M., Howlett, J.R., Jain, L. (eds) Knowledge-Based 
Intelligent Informa tion and Engineering Systems. Springer-Verlag, Berlin Heidelberg 
New York, Part I I (2004) 511–518 

46. Okamoto, T., Watanabe, T., Ishida, Y.: Mechanism for Generating Immunity-Based 
Agents that Detect Masqeraders. In: Negoita, M., Howlett, J.R., Jain, L. (eds) Knowledge-
Based Intelligent Information and Engineering Systems. Springer-Verlag, Berlin 
Heidelberg New York, Part I I (2004) 534–540 



 

V. Gorodetsky, J. Liu, and V.A. Skormin (Eds.): AIS-ADM 2005, LNAI 3505, pp. 37 – 49, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

Evolving Agents: Communication and Cognition 

Leonid Perlovsky 

Air Force Research Lab., 80 Scott Rd., Hanscom AFB, MA 01731 
Tel: 781-377-1728  

Leonid.Perlovsky@hanscom.af.mil 

Abstract. Computer programming of complex systems is a time consuming 
effort. Results are often brittle and inflexible. Evolving, self-learning flexible 
multi-agent systems remain a distant goal. This paper analyzes difficulties 
toward developing evolving systems and proposes new solutions. The new 
solutions are inspired by our knowledge of the human mind. The mind develops 
language and cognitive abilities jointly. Real-time sensor signals and language 
signals are integrated seamlessly, before signals are understood, at pre-
conceptual level. Learning of conceptual contents of the surrounding world 
depends on language and vice versa. This ability for integrated communication 
and cognition is a foundation for evolving systems. The paper describes a 
mathematical technique for such integration: fuzzy dynamic logic and dual 
cognitive-language models. We briefly discuss relationships between the 
proposed mathematical technique, working of the mind, applications to 
understanding-based search engines and evolving multi-agent systems. 

1   Cultural Evolution: Computers Versus Nature 

Computer capabilities for communication and cognition currently are developed 
separately, usually in different organizations. The nature does it differently. A child 
develops both capabilities jointly. We do not know if it is possible to code computers 
to be ‘cognitive’ or ‘language capable’, one capability separately from the other. 
Current engineering approaches could be invalid in principle. These considerations 
are prime motivations for this paper. Let us examine them in some details. Evolution 
of the human mind from pre-human ancestors occurred in three stages: genetic 
evolution, cultural evolution, and learning along with ontological development of an 
individual child into an adult. Cultural evolution and cognitive learning are much 
faster than genetic evolution. This paper concentrates on the mechanisms of cultural 
evolution and learning.  

As physical infrastructure for communication systems and the Internet matures, the 
information services are gaining in importance. Distributed integration of sensor 
signals with flexible communications, with data and text data bases would be 
necessary for the future Sensor web, an integrated operation of multiple users and 
agents using sensors and communications. However, computer systems today use 
inflexible models and ontologies. Communication systems use fixed protocols. 
Contents of communications are intended for human understanding, computers do not 
understand contents.  
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Practical implementations of complex multi-agent systems with communication 
and cognitive abilities are based on detailed models and protocols. These systems lack 
the flexibility of human cognition and natural languages.They integrate signals from 
sensors and communication messages only at high cognitive levels of logical 
predicates. First, information has to be extracted from sensor signals and formulated 
as logical statements at the appropriately high level of abstraction. Similar language 
or communication messages have to be pre-processed, the relevant data extracted and 
formulated as logical statements at a similar level of abstraction. Integration rely on 
models, ontologies, and protocols, which assume shared knowledge and 
understanding [1]. In practice, structures of these models have to be fixed. This is also 
true for ontologies being developed for semantic web. They are not as flexible as 
“shared knowledge” necessary for understanding among people. Specific 
mathematical reason for this inflexibility we discuss in section 2. The resulting 
systems are brittle. As requirements and hardware are changing, they become 
obsolete.  

Contrary to the brittleness of artificial fusion systems, the human mind improves 
with experience. We discuss in this paper that learning, adaptive, and self-evolving 
capabilities of the mind are closely related to the ability to integrate signals 
subliminally. For example, during everyday conversations, human eye gaze as well as 
visual processing stream and the type of conceptual information extracted from the 
surrounding world are affected by contents of speech, even before it is fully processed 
and conceptually analyzed. Similarly, speech perception is affected by concurrent 
cognitive processing. To some extent, we see, what we expect to see; verbal 
preconditioning affects cognition, and vice versa. This close, pre-conceptual 
integration of language and cognition is important not only in real-time perception 
and cognition, but also in ontogenesis, during child growing up, as well as in 
evolution of culture and language. Concepts used by individual minds evolve over 
generations in interaction among multiple agent-minds. As we attempt to develop 
intelligent systems, these lessons from biological systems and their evolution should 
be taken into account. 

Developing integrated systems with language and cognition abilities might seem 
premature. Even considered separately, these problems are very complex and far from 
being solved. Our systems for recognition, tracking, and fusion using sensor data 
often fall far short of human abilities. Similarly, our computer communication 
systems lack flexibility of language. Natural language understanding remains a distant 
goal. Let me repeat that the only way two computers can communicate at all, is due to 
fixed protocols. Communications among computers are intended for human users. 
Computers do not understand contents of communication messages, except within 
narrow domains. Everyone knows frustration of searching information on the Internet; 
Google and Yahoo do not understand our language. But, why should we hope to 
achieve progress in fusing two capabilities, neither of which is at hand?  

The answer was given at the beginning of the paper. The only system that we know 
capable of human level cognition and communication is the human mind. An 
individual human mind develops both capabilities in ontogenesis, during childhood, 
jointly. This is opposite to current engineering approaches, which attempt to develop 
these capabilities separately, usually in different scientific and engineering 
organizations. It is quite possible that coding a computer to acquire language and 
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cognitive abilities similarly to the human ways is an ‘easier’ task, possibly, the only 
way to go. We do not even know if it is possible to code computers to be ‘cognitive’ 
or ‘language capable’, one capability separately from the other. These current 
approaches could be invalid in principle.  

A similar argument is applicable to the ‘initial’ computer code, which we would 
like to be similar to inborn child’s capabilities, enabling joint learning of language 
and cognition. Human evolved this capability over at least two million years. It is 
possible, that simulating an accelerated evolution is an ‘easier’ scientific and 
engineering approach, than ‘direct coding’ into a computer of the current state of 
human baby mind. Moreover, we do not need to have to simulate evolution of culture; 
computers may learn from humans in collaborative human-computer environment. 
Therefore, along with smart heuristic solutions, we should try to uncover natural 
mechanisms of evolving language and culture, and to develop mathematical 
descriptions for these processes. 

Scientific understanding of relationships between language and cognition in the 
past went through several reversals. Close relationships between language and 
cognition encouraged equating these abilities in the past. Rule-based systems and 
mathematics of logic implied significant similarities between the two: Thoughts, 
words, and phrases, all are logical statements. The situation has changed, in part due 
to the fact that logic-rule systems have not been sufficiently powerful to explain 
cognition, nor language abilities, and in part due to improved scientific understanding 
(psychological, cognitive, neural, linguistic) of the mechanisms involved. Many 
contemporary linguists consider language and cognition to be distinct and different 
abilities of the mind [see [2] for further references].  

Language mechanisms of our mind include abilities to acquire a large vocabulary, 
rules of grammar, and to use the finite set of words and rules to generate virtually 
infinite number of phrases and sentences [3,4]. Cognition includes abilities to 
understand the surrounding world in terms of objects, their relationships (scenes and 
situations), relationships among relationships, and so on [5]. Researchers in 
computational linguistics, mathematics of intelligence and neural networks, cognitive 
science, neuro-physiology and psychology during the last twenty years significantly 
advanced understanding of the mechanisms of the mind involved in learning and 
using language, mechanisms of perception and cognition [3,4,5,6,7,8]. Much less 
advance was achieved toward deciphering mechanisms relating linguistic competence 
to cognition and understanding the world. Although it seems clear that language and 
cognition are closely related abilities, intertwined in evolution, ontogenesis, and 
everyday use, still the currently understood mechanisms of language are mainly 
limited to relations of words to other words and phrases, but not to the objects in the 
surrounding world, not to cognition and thinking. Possible mathematical approaches 
toward integrating language and cognition, words and objects, phrases and situations 
are discussed in this paper. This might be a foundation for cognitive learning and 
mechanisms of cultural evolution. 

The paper starts with a mathematical description of cognition, which still is an 
issue of much controversy. Among researchers in mathematical intelligence it has 
become appreciated, especially during the last decades that cognition is not just a 
chain of logical inferences [5,8]. Yet, mathematical methods describing cognition as 
processes in human mind involving concepts, instincts, emotions, memory, 
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imagination are not well known, although significant progress in this direction was 
achieved [5,8]. A brief historical overview of this area including difficulties and 
controversies is given in the next two sections from mathematical, psychological, and 
neural standpoints. It is followed by a mathematical description of cognitive 
processes, including image recognition, tracking, and fusion as variations of the same 
basic paradigm. Then the paper discusses the ways in which the mathematical 
description of cognition can be combined with language, taking advantage of recent 
progress in computational linguistics. It touches upon novel ideas of computational 
semiotics relating language and cognition through signs and symbols. Approaches to 
understanding-based web mining and building integrated multi-agent systems are 
discussed.  

In conclusion, I briefly touch on relationships between mathematical, 
psychological, and neural descriptions of cognitive processes and language as parts of 
the mind. It turns out that, far from being esoteric abilities far removed from 
engineering applications, these abilities are inseparable from a mathematical 
description of even simplest cognition processes. Their understanding is helpful for 
developing integrated multi-agent systems. 

2   Theories of the Mind and Combinatorial Complexity 

Understanding signals coming from sensory organs involves associating subsets of 
signals corresponding to particular objects with internal representations of these 
objects. This leads to recognition of the objects. Developing mathematical 
descriptions of this very first recognition step was not easy; a number of difficulties 
were encountered during the past fifty years. These difficulties were summarized 
under the notion of combinatorial complexity (CC) [9]. CC refers to multiple 
combinations of various elements in a complex system; recognition of a scene often 
requires concurrent recognition of its multiple elements that could be encountered in 
various combinations. CC is prohibitive because the number of combinations is very 
large: for example, consider 100 elements (not too large a number); the number of 
combinations of 100 elements is 100100, exceeding the number of elementary particles 
in a Universe; no computer would ever be able to compute that many combinations. 

The problem was first identified in pattern recognition and classification research 
in the 1960s and was named “the curse of dimensionality” [10]. The following forty 
years of developing intelligent systems faced CC in various forms. Self-learning 
systems encountered CC of learning requirements. Logic-rule AI systems [11] and 
the first Chomsky ideas concerning mechanisms of language grammar related to deep 
structure [12] encountered CC of rules. Model-based systems were proposed to 
combine advantages of adaptivity and learning with rules by utilizing adaptive 
models. Along similar lines were rules and parameters ideas of Chomsky [13]. 
Model-based systems encountered computational CC (N and NP complete 
algorithms). The CC became a ubiquitous feature of intelligent algorithms and 
seemingly, a fundamental mathematical limitation. 

CC was related to the type of logic, underlying various algorithms and neural 
networks [9]. CC of algorithms based on logic was related to the Gödel theory: It is a 
finite system manifestation of the incompleteness of logic [14]. Multivalued logic and 
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fuzzy logic were proposed to overcome limitations related to the law of excluded third 
[15]. Yet the mathematics of multivalued logic is no different in principle from formal 
logic. Fuzzy logic encountered a difficulty related to the degree of fuzziness: If too 
much fuzziness is specified, the solution does not achieve a needed accuracy, if too 
little, it becomes similar to formal logic.  

Various approaches to signal and communication integration are related to 
mathematical methods considered above. For example, an influential and general 
method of Multiple Hypothesis Testing (MHT) is a model-based method. Its 
combinatorial complexity is widely appreciated. Combinatorial complexity prevents 
these mathematical methods from achieving human-like flexibility and adaptivity. In 
section 4 we discuss a biologically inspired mathematical technique, which 
overcomes CC. The biological inspirations for this approach are briefly summarized 
in the next section 3. 

3   Mind: Instincts, Concepts, and Emotions 

Among fundamental mechanisms of the mind are instincts, concepts, emotions, and 
control of behavior. Instincts operate like internal sensors: for example, when a sugar 
level in blood goes below a certain level an instinct “tells us” to eat. Concepts are like 
internal models of the objects and situations; this analogy is quite literal, e.g., during 
visual perception of an object, an internal concept-model projects an image onto the 
visual cortex, which is matched there to an image projected from retina (this 
simplified description will be refined later). Emotions are neural signals connecting 
instinctual and conceptual brain regions. Whereas in colloquial usage, emotions are 
often understood as facial expressions, higher voice pitch, exaggerated gesticulation, 
these are the outward signs of emotions, serving for communication. A more 
fundamental role of emotions within the mind system is that emotional signals 
evaluate concepts for the purpose of instinct satisfaction [16]. This emotional 
mechanism described in the next section is crucial for breaking out of the “vicious 
circle” of combinatorial complexity. Conceptual-emotional understanding of the 
world leads to actions (or behavior) in the outside world or within the mind. In this 
paper we describe only one type of behavior, the behavior of learning that is 
improving understanding and knowledge of the language and world. 

4   Modeling Field Theory (MFT) 

The mind involves a hierarchy of multiple levels of concept-models, from simple 
perceptual elements (like edges, or moving dots), to concept-models of objects, to 
complex scenes, etc. Modeling field theory (MFT) [5], summarized below, associates 
lower-level signals with higher-level concept-models; a result is an understanding of 
signals as concepts. The difficulties of CC described in Section 2 are avoided. It is 
achieved by a new type of logic, the fuzzy dynamic logic. MFT is a multi-level, hetero-
hierarchical system. We start with a basic mechanism of interaction at a single level.  

At each level, the output signals are concepts recognized (or formed) in input signals. 
Input signals are associated with concepts according to the representations-models and 
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similarity measures at this level. In the process of association-recognition, models are 
adapted for better representation of the input signals; and similarity measures are 
adapted so that their fuzziness is matched to the model uncertainty. The initial 
uncertainty of models is high and so is the fuzziness of the similarity measure; in the 
process of learning models become more accurate and the similarity more crisp, the 
value of the similarity measure increases. This is a mechanism of fuzzy dynamic logic.  

Input signals {X(n)} are enumerated by n = 1,… N; concept-models h = 1,… H, 
are characterized by the models (representations) {Mh(n)} of the signals X(n); each 
model depends on its parameters {Sh}, Mh(Sh,n). In a highly simplified description of 
a visual cortex, n enumerates the visual cortex neurons, X(n) are the “bottom-up” 
activation levels of these neurons coming from the retina through visual nerve, and 
Mh(n) are the “top-down” activation levels (or priming) of the visual cortex neurons 
from previously learned object-models [17]. Cognition process attempts to “match” 
top-down and bottom-up activations by selecting “best” models and their parameters. 
Computationally, it increases a similarity measure between the sets of models and 
signals, L({X(n)},{Mh(n)}) [5].   

L({X},{M}) = 
n∈N
∏

h∈H
∑ r(h) l(X(n) | Mh(n));  (1) 

here, l(X(n)|Mh(n)) (or simply l(n|h)) is a conditional partial similarity between one 
signal X(n) and one model Mh(n); (1) accounts for all possible combinations of 
signals and models. Parameters r(h) are proportional to the number of signals {n} 
associated with the model h. Maximization of similarity has the following 
psychological and neurobiological interpretation: it is an instinctual behavior that 
evolved with the purpose of understanding the world, it is instinct for knowledge. 

Note, that (1) contains a large number of combinations of models and signals, a 
total of HN items; this was a cause for the combinatorial complexity of the past 
algorithms discussed in section 2. MFT solves this problem using the mechanism of 
fuzzy dynamic logic (DL) [5,18]. The DL iteration’s consist of two steps: first 
compute fuzzy association variables f(h|n), then improve parameters 

f(h|n) = r(h) l(n|h) /
h '∈H
∑ r(h') l(n|h'). (2) 

Sh = (1-α) Sh + α∑
n

f(h|n)[∂lnl(n|h)/∂Mh]∂M'
h/∂Sh, (3) 

r(h) = Nh / N;     Nh = ∑
n

f(h|n);   (4) 

Here, parameter α determines the iteration step and speed of convergence of the 
MF system; Nh can be interpreted as a number of signals X(n) associated with or 
coming from a concept-model n. After step (3, 4) the iterations returns to step (2) and 
continues until changes in parameters become negligible and similarity (1) stop 
increasing). The following theorem was proven [5]. 

Theorem. Equations (2) through (6) define a convergent dynamic system MF with 
stationary states given by max{Sh}L.  
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In plain language this means that the above equations indeed result in concept-
models in the “mind” of the MFT system, which are most similar [in terms of 
similarity (1)] to the sensory data. Despite a combinatorially large number of items in 
(1), a computational complexity of the MF method is relatively low, it is linear in N. 
This theorem is proved by demonstrating that similarity (1) increases at each iteration 
[5]. Psychological and neurobiological interpretation of this fact is that instinct for 
knowledge is satisfied with each iteration; MFT system ‘enjoys’ the process of 
convergence to better knowledge. 
Summary of the MF convergence: during an adaptation process, initial fuzzy and 
uncertain models are associated with structures in the input signals, fuzzy models are 
getting more definite and crisp. The type, shape and number of models are selected so 
that the internal representation within the system is similar to input signals: the MF  
 

 

 
 
 

Fig. 1. Finding ‘smile’ and ‘frown’ patterns in noise, an example of dynamic logic operation:  
(a) true ‘smile’ and ‘frown’ patterns shown without noise; (b) actual image available for 
recognition (signal is below noise, signal-to-noise ratio is between –2dB and –0.7dB); (c) an 
initial fuzzy model, the fuzziness corresponds to uncertainty of knowledge; (d) through  
(h) show improved models at various iteration stages (total of 22 iterations). At stage (d) the 
algorithm tried to fit the data with more than one model and decided, that it needs three models 
to ‘understand’ the content of the data. There are three types of models: one uniform model 
describing noise (it is not shown) and a variable number of blob-models and parabolic models, 
which number, location and curvature are estimated from the data. Until about stage (g) the 
algorithm ‘thought’ in terms of simple blob models, at (g) and beyond, the algorithm decided 
that it needs more complex parabolic models to describe the data. Iterations stopped at (h), 
when similarity (1) stopped increasing. This example is discussed in more details in [19] 

F E H G 
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concept-models represent structure-objects in the signals. Computations describing this 
process are given by fuzzy dynamic logic eqs. (2, 3, 4). It is illustrated in Fig. 1 for 
recognition of ‘smiles’ and ‘frowns’ in the background of a strong noise. In terms of the 
mind, it describes an elementary cognition process involving instincts, imagination, 
emotions and concepts, but before discussing this cognitive-psychological 
interpretations, lets us briefly look into integrating this process with language. 

By using concept-models with multiple sensor modalities, a MFT system can 
integrate signals from multiple sensors, while adapting and improving internal 
concept-models. Similarly, MFT can be used to integrate all sources of information, 
in particular, cognition and language. This requires linguistic MFT models, which can 
be developed using known linguistic structures [3,4,6,7,20]. Here, I briefly outline an 
approach to the development of MFT linguistic models.  

Let us discuss the development of models of phrases from words for the purpose of 
text understanding. The input data, X(n), in this “phrase-level” MF system, are word 
strings, for simplicity, of a fixed length, S, X(n)  = { wn+1, wn+2… wn+S }. Here wn are 
words from a given dictionary of size K, W = {w1, w2… wK}, and n is the word 
position in a body of texts. A simple phrase model is a subset of words from the 
dictionary, without any order or rules of grammar (computational linguists call it 
‘bag’ model), 

Mh(Sh,n) = {wh,1, wh,2… wh,S}; (6) 

the parameters of this model are its words, Mh(Sh,n) = Sh = {wh,1, wh,2… wh,S}. 
Language learning in this simplified context consists in defining models-concepts-
phrases best characterizing the given body of texts in terms of a similarity measure. 
Extension of DL to language was considered in [21]. It can be applied to bag models 
and to other known structures of natural languages, such as noun and verb phrases, 
tree structures, etc. [3,4,6,7,20,22,23]. This accomplishes the goal of the language 
acquisition project without combinatorial complexity. This technique can be applied 
to the development of understanding-based web search engines. A hierarchical 
language-MFT is developed with higher levels of the hierarchy extending ‘above’ 
phrases to learning the contents of paragraphs, pages, documents.  

Integration of language and cognition in MFT is attained by characterizing objects 
and situations in the world with two types of models, cognitive and language models; 
so that in eqs. (1) through (4) Mh(n) = {M1h1(n), M2h2(n)}, M1 for cognitive and M2 
for language models. Indexes h1 and h2 innumerate cognitive and language models; 
but it is not necessary to consider combinations of h1 and h2, because initially all 
models are same, fuzzy blobs, just placeholders for future knowledge. The above 
equations describe a single agent with a MFT-mind.  

A MFT agent can be used in a particular application alone or as a part of 
collaborative multi-agent environment. A single MFT agent can utilize complex 
adaptive models, and can learn from data and signals. Several applications of this type 
were developed [5,22]. The more specific the models are, the less data will be 
required for learning. A different evolutionary approach can start with simple models 
and develop complex models and abilities as a result of evolution of a multi-agent 
MFT system. Multiple agents can learn from their environment along with 
communicating among themselves or within a collaborative environment with human. 
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First steps toward the development of evolving systems with cognitive and 
communicating multiple agents with a MFT mind are described in [24,25]. 

An integrated MFT system learns similarly to human, in parallel in three realms: 
(1) language and cognitive models are learned jointly, when language data are present 
in association with perception signals, like during mother talking to a baby: “this is a 
car” (perception-models and word-models), and like during more complicated 
conversations: “Look at Peter and Ann, they are in love” (cognitive-models and 
phrase-models); (2) language models are learned independently from cognition, when 
language data are encountered for the first time with no association with perception 
and cognition (most of language learning during the age 2 to 7); (3) similarly, 
cognitive models are learned independently from language, when perception signal 
data are encountered for the first time without association with linguistic data. In (2) 
and (3) above it is important to emphasize that cognitive and language learning 
enhance each other. The original, inborn models are fuzzy structures equally and 
poorly matching any sensory or language data. In the process of learning fuzziness 
decreases, crisp models get associated with specific situations and phrases, and 
cognitive models always remain associated with language models. Due to the 
integrated (cognitive, language)-model structures, association between language and 
cognition begins at a “pre-conceptual” fuzzy level, inaccessible to consciousness. 
Similarly a child learns a large number of language models, which association with 
real life is very fuzzy; throughout later life they facilitate learning of corresponding 
cognitive models; similarly, cognitive (say visual) models facilitate learning of 
language models; eventually h1 and h2, cognitive and language models are properly 
associated (that is similar across the system, so that people and computers understand 
each other).  

5   Conclusion 

At the beginning of this paper I summarized some justifications for following 
biological examples in engineering system design. Still, often one can hear a question: 
Why does an engineer need to know about concepts and emotions? After 
mathematical equations are derived, why not just use them for developing computer 
code, why should an engineer be concerned with interpretations of these equations in 
terms of instincts and emotions? This question is profound and an answer can be 
found in history of science and engineering. Newtonian laws can be written in few 
lines, but an engineering manager cannot hand these few lines to a young engineer 
and ask to design an airplane or rocket. Similarly, Maxwell’s equations contain the 
main principles of radar and communication, but radars and communication systems 
cannot be built without knowledge of electromagnetic phenomenology. For the same 
reason, MFT and dynamic logic equations need to be supplemented by understanding 
phenomenology of the mind signal processing to be efficiently applied to design of 
high level fusion systems. For this reason in conclusion of this paper we summarize 
the main aspects of working of the mind as described by the equations given in this 
paper. 

Equations in section 4 describe elementary processes of perception or cognition, in 
which a number of model-concepts compete for incoming signals, model-concepts are 
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modified and new ones are formed, and eventually, more or less definite connections 
[high values of f(h|n), close to 1] are established among signal subsets on the one 
hand and some model-concepts on the other, accomplishing perception and cognition. 

A salient mathematical property of this process is the correspondence between 
uncertainty in models and fuzziness in associations f(h|n). In perception, as long as 
model parameters do not correspond to actual objects, there is no match between 
models and signals; many models poorly match many objects, and associations 
remain fuzzy (between 0 and 1). Eventually, one model (h') wins a competition for a 
subset {n'} of input signals X(n). In other words, a subset of data is recognized as a 
specific object (concept). Upon convergence, the entire set of input signals {n} is 
divided into subsets, each associated with one model-object, uncertainties become 
small, and fuzzy concept-models become crisp concepts. The general mathematical 
laws of cognition and perception are similar and constitute a basic principle of the 
mind organization. Kant was the first one to propose that the mind functioning 
involves three basic abilities: Pure Reason (concept-models), Judgment (emotional 
measure of correspondence between models and input signals), and Practical Reason 
(behavior; we only considered here the behavior of adaptation and learning) 
[26,27,28]. We now briefly discuss relationships between the MFT theory and 
concepts of mind originated in psychology, philosophy, linguistics, aesthetics, neuro-
physiology, neural networks, artificial intelligence, pattern recognition, and intelligent 
systems. 

A thought-process or cognition involves a number of sub-processes and attributes, 
including internal representations and their manipulation, attention, memory, concept 
formation, knowledge, generalization, recognition, understanding, meaning, 
prediction, imagination, intuition, emotion, decisions, reasoning, goals, behavior, 
conscious and unconscious [5,8]. We discuss how these processes are described by 
MFT. 

A “minimal” subset of these processes, an elementary thought-process, has to 
involve mechanisms for afferent and efferent signals [8], in other words, bottom-up 
and top-down signals. According to Carpenter and Grossberg [29] every recognition 
and concept formation process involves a “resonance” between these two types of 
signals. In MFT, at every level in a hierarchy the afferent signals are represented by 
the input signal field X, and the efferent signals are represented by the modeling fields 
Mh; resonances correspond to high similarity values l(n|h) for some subsets of {n} 
that are “recognized” as concepts (or objects). The mechanism leading to the 
resonances between incoming signals and internal representations is given by 
equations in section 4.  

A description of the workings of the mind as given by the MFT dynamics was first 
provided by Aristotle [30], describing cognition as a learning process in which an a 
priori form-as-potentiality (fuzzy model) meets matter (sensory signals) and becomes 
a form-as-actuality (a logical concept). Jung suggested that conscious concepts are 
developed by the mind based on genetically inherited structures, archetypes, which 
are inaccessible to consciousness [31] and Grossberg [8] suggested that only signals 
and models attaining a resonant state (that is, signals matching models) reach 
consciousness. Fuzzy uncertain models are less accessible to consciousness, whereas 
more crisp and certain models are better accessible to consciousness. 
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Recognizing objects in the environment and understanding their meaning is so 
important for human evolutionary success that an instinct has evolved for learning 
and improving concept-models. This instinct (for knowledge and learning) is 
described in MFT by maximization of similarity between the models and the world, 
eq. (1). Emotions related to satisfaction-dissatisfaction of this instinct we perceive as 
harmony-disharmony (between our understanding of how things ought to be and how 
they actually are in the surrounding world). Since Kant [27], emotions that are not 
related directly to bodily needs are called aesthetic emotions. Aesthetic emotions in 
MFT correspond to changes in the knowledge instinct (1). The mathematical basis for 
the theorem in section 4 can be interpreted psychologically: during dynamic logic 
iterations the aesthetic emotion is always positive. MFT system ‘enjoys’ learning. 

Signs and symbols are essential for the workings of the human mind, as well as for 
accumulation and transmission of knowledge in human culture. They are also used 
extensively in intelligent and multi-level fusion systems. Scientific theories of signs 
and symbols, however, are not well developed, and even the exact meaning of these 
words is often confused. According to [32], “symbol” is the most misused word. We 
use this word in trivial cases referring, say, to traffic signs and in the most profound 
cases of cultural and religious symbols. In mathematics and in “Symbolic AI” there is 
no difference between signs and symbols. Both are considered to be notations, 
arbitrary non-adaptive entities with axiomatically fixed meaning. This non-
differentiation is a “hangover” from an old superstition that logic describes mind, a 
direction in mathematics and logical philosophy that can be traced through the works 
of Frege, Hilbert, Russell, to its bitter end in Gödel theory, and its revival during the 
1960s and 1970s in artificial intelligence. Profound use of the word “symbol” in 
general culture, according to Jung, is related to symbols being psychological 
processes of sign interpretation. Jung emphasized that symbol-processes connect the 
conscious and unconscious [31]. Pribram wrote of symbols as adaptive, context-
sensitive signals in the brain, whereas signs he identified with less adaptive and 
relatively context-insensitive neural signals [33]. Deacon [32] thought that the essence 
of the human symbolic ability is two interacting parallel hierarchies, like described in 
section 4 hierarchy of cognitive models and a hierarchy of sign (language) models; he 
called it symbolic reference. 

Combining mathematical developments in sections 4 with the above discussion, we 
reach the following conclusion for consistent meanings of signs and symbols. The 
essence of a sign is that it is an arbitrary notation, which can be interpreted by our 
mind or by an intelligent system to refer to something else, to an object or situation. 
Symbols are psychological processes of sign interpretation, they are equivalent to 
elementary thought processes, and they integrate unconscious (fuzzy models) with 
conscious (crisp models). A simple symbol process is mathematically described by a 
single MFT level, like in section 4. A complex symbol-process of cognition of 
culturally important concepts may take hundreds of years in human societies and 
many generations of MFT agents; it may involve multiple levels of MFT or the mind 
hierarchy. Future sensor-webs will be designed using this biological knowledge. They 
will participate in human-computer collaborative networks. They will evolve through 
generations of agents. They will integrate the learning of language with the learning 
of complex cognitive concepts. They will integrate communication with sensor signal 
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processing, and instead of quick obsolescence, their performance will improve with 
time and experience by accumulating knowledge similar to human cultures. 
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Abstract. This paper tells a story of synergism of two cutting edge
technologies — agents and data mining. By integrating these two tech-
nologies, the power for each of them is enhanced. Integrating agents into
data mining systems, or constructing data mining systems from agent
perspectives, the flexibility of data mining systems can be greatly im-
proved. New data mining techniques can add to the systems dynamically
in the form of agents, while the out-of-date ones can also be deleted from
systems at run-time. Equipping agents with data mining capabilities, the
agents are much smarter and more adaptable. In this way, the perfor-
mance of these agent systems can be improved. A new way to integrate
these two techniques –ontology-based integration is also discussed. Case
studies will be given to demonstrate such mutual enhancement.

1 Introduction

Agents (adaptive or intelligent agents and multi-agent systems) constitute one
of the most prominent and attractive technologies in Computer Science at the
beginning of this new century. Agent and multi-agent system technologies, meth-
ods, and theories are currently contributing to many diverse domains. These
include information retrieval, user interface design, robotics, electronic com-
merce, computer mediated collaboration, computer games, education and train-
ing, smart environments, ubiquitous computers, and social simulation.

This is not only a very promising technology, it is emerging as a new way
of thinking, a conceptual paradigm for analyzing problems and for designing
systems, for dealing with complexity, distribution and interactivity, and perhaps
a new perspective on computing and intelligence.

Agent-based computing has been a source of technologies to a number of
research areas, both theoretical and applied. These include distributed planning
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and decision-making, automated auction mechanisms and learning mechanisms.
Moreover, agent technologies have drawn from, and contributed to, a diverse
range of academic disciplines, in the humanities, the sciences and social sciences.
The fundamental research issues in agent technologies include multi-agent plan-
ning, agent communication languages, coordination mechanisms, matchmaking
architectures and algorithms, information agents and basic ontologies, sophisti-
cated auction mechanism design, negotiation strategies, and learning [8].

Agent technologies are a natural extension of current component-based ap-
proaches, and have the potential to greatly impact the lives and work of all of us
and, accordingly, this area is one of the most dynamic and exciting in computer
science today [9].

Data mining (also known as Knowledge Discovery in Databases - KDD) has
been defined as “The nontrivial extraction of implicit, previously unknown, and
potentially useful information from data.” [10]. Using a combination of machine
learning, statistical analysis, modeling techniques and database technology, data
mining finds patterns and subtle relationships in data and infers rules that allow
the prediction of future results. Typical applications include market segmenta-
tion, customer profiling, fraud detection, evaluation of retail promotions, and
credit risk analysis.

Data mining is a powerful new technology with great potential to help com-
panies focus on the most important information in their data warehouses. Data
mining tools predict future trends and behaviors, allowing businesses to make
proactive, knowledge-driven decisions. The automated, prospective analyses of-
fered by data mining move beyond the analyses of past events provided by retro-
spective tools typical of decision support systems. Data mining tools can answer
business questions that traditionally were too time consuming to resolve. They
scour databases for hidden patterns, finding predictive information that experts
may miss because it lies outside their expectations.

The large variety of data mining techniques which have been developed over
the past decade includes methods for pattern-based similarity search, cluster
analysis, decision-tree based classification, generalization taking the data cube
or attribute-oriented induction approach, and mining of association rules [11].

Recent years saw a new trend in the combination of the multi-agent system
approach, data mining and KDD. It could be observed that recent research areas
in multi-agent systems (agent behavior adaptation and reinforcement learning,
collective behavior learning, e.g., through modification of collective behavior
protocols, etc.) utilize data mining and KDD as a source of innovative ideas. In
return, multi-agent technology is used to address architectural and implementa-
tion issues in engineering and software implementation of data mining and KDD
systems.

In this paper, we will tell a story of synergism of agent and data mining
technologies based on our research as well as other peer colleagues. In Section
2, how agent technology can be used to facilitate the construction data mining
systems is discussed. Section 3 presents how to enhance the capabilities of agents
by equipping data mining ability. Section 4 demonstrates ontology-based inte-
gration of agents and data mining – a new way to integrate these two cutting
edge technologies. Finally, Section 5 concludes this paper.
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2 Agent-Based Data Mining

Most of the existing data mining techniques were originally developed for cen-
tralized data and need to be modified for handling the distributed case. This
motivated the development of parallel and distributed data mining. However,
current techniques developed for parallel/distributed data mining failed to meet
the requirements of the problems. The inherent feature of agents of being au-
tonomous, capable of adaptive and deliberative reasoning seems to fit quite well
with the requirements of coping with the challenges of distributed data min-
ing. Agent techniques play an important role in distributed data mining. Some
typical work in this area is summarized in Section 2.1.

On the other hand, data mining systems are typical complex systems and
difficult to construct due to many techniques and iterative steps involved in
the process [12][13][14]. An agent is a computer system capable of flexible au-
tonomous action in a dynamic, unpredictable and open environment. Agents
offer a new and often more appropriate route to the development of complex
systems, especially in open and dynamic environments [9]. Thus agent approach
is particularly well-suited for data mining construction. Our work related to this
topic is reported in Section 2.2.

2.1 Agents in Distributed Data Mining

Autonomous data mining agents as a special kind of information agents may
perform various kinds of mining operations on behalf of its user(s) or in collab-
oration with other agents. Systems of cooperative information agents for data
mining tasks in distributed, heterogeneous and massive data environments ap-
pear to be quite a natural vision for the near future to be realized. In [1], Klusch
et al. discussed the advantages by using agents for distributed data mining.
They argued that employing agent techniques to build distributed data mining
systems can bring the following benefits:

– Remaining the autonomy of data sources. A data mining agent can be consid-
ered as a modular extension of a data management system to deliberatively
handle the access to the underlying data source in accordance with given
constraints on the required autonomy of the system, data, and model. This
is in full compliance with the paradigm of cooperative information systems.

– Facilitating interactive distributed data mining. Pro-actively assisting agents
can drastically limit the amount a user has to supervise and interfere with
the running data mining process. For example, data mining agents can an-
ticipate the individual limits of the potentially large search space and proper
intermediate results particularly driven by their individual users’ preferences
with respect to the particular type of data mining task at hand.

– Improving dynamic selection of sources and data gathering. One challenge
for data mining systems used in open distributed data environments is to
discover and select relevant sources. In such settings data mining agents can
be applied to adaptively select data sources according to given criteria such
as the expected amount, type and quality of data at the considered source,
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actual network and data mining server load. Such data mining agents can
be used, for example, to dynamically control and manage the process of
data gathering to support any online analytical processing and business data
warehouse application.

– Having high scalability to massive distributed data. One option to reduce
network and data mining application server load is to let data mining agents
migrate to each of the local data sites in a distributed data mining sys-
tem on which they can perform mining tasks locally, and then either return
with or send relevant pre-selected data to their originating server for further
processing.

– Stimulating multi-strategy distributed data mining. For some complex appli-
cation settings and appropriate combination of multiple data mining tech-
niques can be more beneficial than applying just one particular one. Data
mining agents can learn in due course of their deliberative actions which one
to choose depending on the type of data retrieved from different sites and
mining tasks to be pursued.

– Enabling collaborative data mining. Data mining agents can operate inde-
pendently on data they have gathered at local sites, and then combine their
respective models. Or they can agree to share potential knowledge as it is
discovered, in order to benefit from additional opinions of other data mining
agents.

Recently agent techniques have been applied to distributed data mining. The
most prominent and representative agent-based distributed data mining systems
include BODHI, PADMA, JAM, and Papyrus.

In [16] and [17], the authors describe a parallel/distributed data mining sys-
tem PADMA (PArallel Data Mining Agents) that uses software agents for local
data accessing and analysis and a Web based interface for interactive data visual-
ization. PADMA has been used in medical applications. In [18], an agent-based
meta-learning system for large-scale data mining applications, which is called
JAM (Java Agents for Meta-learning), is described. JAM was empirically eval-
uated against real credit card transaction data where the target data mining
application was to compute predictive models that detect fraudulent transac-
tions. However, these works are focusing on one of the many steps in data min-
ing. Papyrus [19] is a Java-based system addressing wide-area distributed data
mining over clusters of heterogeneous data sites and meta-clusters. It supports
different task and predictive model strategies including C4.5. Mobile data mining
agents move data, intermediate results, and models between clusters to perform
all computation locally and reduce network load, or from local sites to a central
root which produces the final result. Each cluster has one distinguished node
which acts as its cluster access and control point for the agents. Coordination
of the overall clustering task is either done by a central root site or distributed
to the (peer-to-peer) network of cluster access points. Papyrus supports vari-
ous methods for combining and exchanging the locally mined predictive models
and metadata required to describe them by using a special markup language.
Klusch et al. also proposed a kernel density estimation based clustering scheme
for agent-based distributed data clustering [1].
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2.2 Building Data Mining Systems from Agent Perspectives

It is well known that there are variety of methods related to different main
tasks in data mining, and outputs of different data mining methods also have
different forms. However, a single data mining technique has not been proven
appropriate for every domain and data set. Instead, several techniques may need
to be integrated into hybrid systems and used cooperatively during a particular
data mining operation. Therefore, hybrid intelligent systems are required for
data mining tasks. For further justifying this statement, a simple example is
now provided.

The example is about how to identify a set of “promising” securities to be
included in an investment portfolio based on the historical fundamental and tech-
nical data about securities. This is a very appropriate domain for data mining for
two reasons. First, because the number of available securities being traded in the
various exchanges is very large. Identifying appropriate securities for the goals
of a particular portfolio is based on the close examination of the performance of
these securities. Without the use of data mining techniques, analysts can only
closely examine small amounts of such data. Second, analysts are able to state
criteria for identifying securities that can potentially meet a set of investment
goals. However, they cannot identify all the necessary criteria. Furthermore, even
after a set of securities is identified, large volumes of data relating to these se-
curities still has to be examined in order to fine-tune the stated performance
criteria, as well as identify others not previously considered by the analyst. For
this simple task, no single data mining technique is adequate. Methods to for-
mulate a pattern (hypothesis) and test its validity on the target databases are
needed. Methods to discover other relevant patterns from target databases are
also required. Some other methods including classification method to classify
each security, inductive learning methods, and visualization techniques are also
helpful for this task. If we construct a computer system to perform this task, it
is evident that this system is a hybrid system integrated different techniques.

Once again, data mining is iterative sequence of many steps, while many
techniques are involved in each step. These techniques need to be integrated
into hybrid systems and used cooperatively for data mining tasks.

We have argued that agent perspectives are well-suited to hybrid intelli-
gent systems construction, and proposed an agent-based framework for complex
problem solving [20]. This framework was successfully applied to build a hy-
brid intelligent system for data mining [4]. The data mining systems built from
agent perspectives have the following crucial characteristics that differentiate
from others:
– New data mining techniques can be added to the system and out-of-date

techniques can be deleted from the system dynamically;
– Data mining related agents and other agents can interact at run-time with

ease under this framework, but in other non-agent based systems, these
interactions must be determined at design-time.

For demonstration purpose, we show the Weka system [15] re-implemented
from agent perspectives. The main focus of Weka is on classifier and filter algo-
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rithms. It also includes implementations of algorithms for learning association
rules and for clustering data for which no class value is specified.

To re-implement the programs in Weka from agent perspectives, the programs
in Weka (written in Java) were compiled into .DLLs (dynamic link library)
first. The Java Native methods and JATLite KQML layer templates were then
employed to wrap these programs in .DLL. In this way, all the programs in Weka
were equipped with KQML communication capability and are ready to add to
the agent system.

In this agent-based data mining experimental system, in addition to the sup-
porting agents (interface agent, planning agent, middle agent, and so on) there
are 7 attribute selection related agents, 25 classifier related agents, 9 filter related
agents, and 2 cluster related agents.

Figure 1 shows the user interface of the system, which can start from any
Internet Browser or appletviewer.

Fig. 1. User Interface of the System

To use the system, the user needs to type the user name and the password
he likes in the corresponding fields and click “register new user” to register for
the first time. Thereafter, just input the registered user name and password and
click “connect”. If the user wants to leave the system, click “disconnect” and
“unregister”.

The system can work in two modes. In one mode, all the data mining related
agents can run individually, which is similar to execute the original Weka pro-
grams from the command line. In this mode, the user provides the system with
the “agent type” and corresponding “parameter string” information in the cor-
responding input fields, and then click “SendMessage” button. The system will
activate the given agent and display the results in the “result display” window.
For example, if we type in “weke.classifiers.m5.M5Prime” in the “agent type”
field, and “-t data\cpu.arff” in the “parameter string” field (“data\” was added
before the data file as all data files in the system is in the “data” subdirectory),
the system will display the following results (Figure 2), which are the same as
running this program from the command line in Weka.
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Fig. 2. Output from the M5 agent for numeric prediction

Another mode is to provide the planning agent with a work plan. The system
then activates different agents based on the work plan. The work plan can be
generated automatically based on meta-knowledge of the task in the planning
agent. A work plan can also be edited manually according to the work plan spec-
ification and loaded into planning agent. Currently, only the latter implemented
in the experimental system.

This example and other experimental systems we implemented indicate that
flexible and robust data mining systems can be constructed with ease under the
unified agent framework.

3 Agent Systems with Data Mining Capabilities

In this section we present an example to demonstrate that equipping agent sys-
tems with data mining abilities, the performance of agent systems can be im-
proved. In the agent-based system for portfolio selection [7], data mining tech-
niques were integrated.

Before we discuss the integration, we describe the process of analyzing large
set of security data to discover the “promising” securities.

Assume the target database the analysis based contains monthly data of 2000
securities over a period of ten years.

Our goal is trying to create a “promising” security set of 15 − 20 securities
which the portfolio selection models will use (and also the investor will subse-
quently trade). Such data may be purchased from stock exchange Inc. such as
Australian Stock Exchange Limited or downloaded from the corresponding Web-
sites. Suppose we are interested in stocks with high earnings-per-share growth
and high dividend growth, where “high” in both instances means greater than
50%. We define the concept of strong security as one whose earning-per-share-
growth and dividend-growth is greater than 50%. We define “promising” security
as one its return on investment two quarters later will be greater than 5%.
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Next, we need to formulate a pattern (hypothesis) and test its validity on the
target database. The hypothesis states that “IF a security is strong at time t,
THEN its return on investment two quarters later will be greater than 5%.” In
addition to selecting the concepts that will be included in this pattern, we must
also specify the bindings between the attributes of the selected concepts.

Once we instruct the system to validate the hypothesis, the system returns
two sets of answers based on randomly selected sample data set: the records
(securities) that support the hypothesis and those that refute it.

We then test the discovered patterns by applying them to another data set,
called the test set, that was not originally used to discover the patterns. With
each security to be classified the system returns its prediction, along with the
confidence level associated with the prediction, as well as the actual return on
investment.

By examining the evidence for incorrect predictions, we can identify rules that
are suspect. We may iteratively apply top-down and bottom-up data mining to
obtain more correct and complete models and higher prediction accuracy.

The collection of patterns created through the pattern validation and data
exploration operations forms the rule-based model. This model is then applied
on the set of securities that are targeted. The top 20 of the securities whose
return on investment is predicted by the model to be “high”, i.e., greater than
5% over a six month period are included in the “promising” security set.

In the whole process to determine the “promising” security set from large
volumes of data, different data mining techniques such supervised symbolic in-
ductive learning etc. are used.

By incorporating data mining techniques into the system, such a system
can closely examine far more securities than manual approaches when creating
“promising” security set. This laid a sound foundations for finding good portfo-
lios.

Combining agent and data mining these two cutting edge technologies to-
gether can improve the performance of portfolio selection. Such agent-based
portfolio selection system with data mining ability is very promising to find
portfolios which best meet the objectives of the investors.

4 Ontology-Based Integration of Agents and Data
Mining

From the discussions of previous two sections, it is evident that agent technology
and data mining technology need each other. These two cutting edge technologies
can enhance each other significantly by integration. In this section, we discuss
an effective and efficient way to integrate agent and data mining, which is called
ontology-based integration.

The key point in ontology-based integration is a view of ontological engi-
neering in agent-based system analysis and design. The ontological engineering
normally deals with the following processes [21]:
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– building ontology profiles for the domain problem,
– defining ontological semantic relationships,
– representing ontologies, and
– aggregating and transforming ontologies in one or cross-domains. This actu-

ally is the foundation for system analysis, design and implementation.

The application process of ontological engineering is as follows.

– Understanding business ontology and user personalization in terms of busi-
ness and user profiles.

– Extracting domain ontologies and problem-solving ontologies in terms of
business processes, work flow, requirements engineering, and agent-oriented
methodology.

– Abstracting semantic relationships among ontology concepts for different
ontological domains.

– Representing ontologies visually and formally in terms of semantic relation-
ships, ontological domains, and implementation techniques.

– Defining aggregation and transformation rules for ontology concepts, which
support semantic aggregation, transformation and mapping between ontol-
ogy concepts and key words, from one ontological item to another, or cross
ontological domains.

According to the above process, an agent-based data mining infrastructure
called F-TRADE (Financial Trading Rules Automated Development and Eval-
uation) was developed. F-TRADE is a web-based automated enterprise infras-
tructure for evaluation of trading strategies and data mining algorithms with
online connection to huge amount of stock data. The current version F-TRADE
2.0 can be accessed at http://datamining.it.uts.edu.au:8080/tsap.

F-TRADE can provide financial traders and researchers, and miners on fi-
nancial data with a practically flexible and automatic infrastructure. With this
infrastructure, they can plug their algorithms into it easily, and concentrate on
improving the performance of their algorithms with iterative evaluation on a
large amount of real stock data from international markets. All other work, in-
cluding user interface implementation, data preparation, and result output etc.
is maintained by this platform. For financial traders, for instance, brokers and
retailers, the F-TRADE presents them a real test bed, which can help them
evaluate their favorite trading strategies iteratively without risk before they put
money into the real markets. On the other hand, the F-TRADE presents a large
amount of real stock data in multiple international markets, which can be used
for both realistic back-testing of trading strategies and mining algorithms.

The F-TRADE looks also like an online service provider. As a systematic in-
frastructure for supporting data mining, trading evaluation, and finance-oriented
applications, the F-TRADE encompasses comprehensive functions and services.
They can be divided into the following groups: trading service support, mining
services support, data services support, algorithm services support, and system
services support. From the ontological engineering perspective, there are two key
functions in F-TRADE that support all these services. One is soft plug-and-play
[22], the other is ontology transformation in cross-domains [23].
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Soft plug-and-play is essential in F-TRADE. It gets involved in plug in of
data sources, data requests, trading or mining algorithms, system functional
components, and the like. As a matter of fact, it has been a significant feature
which supports the evolution of the F-TRADE and the application add-ons on
top of the F-TRADE. The analysis, design, and implementation of soft plug-
and-play are mainly supported by the agent service-oriented technique, which
includes the analysis and design of the role model and the agent services for the
plug-and-play. Refer to [22] for the details.

There are multiple heterogeneous ontological domains existing in F-TRADE.
Flexible and efficient transformation, mapping and discovery of ontologies from
multiple heterogeneous ontological domains are essential for the success of such
systems.

The ontology processing engine in F-TRADE semantically aggregates and
transforms user-defined business-oriented (or domain-oriented) special terms to
internal standard items used by the problem-solving system. Three aspects must
be followed in order to do the semantic aggregation and ontological transfor-
mation from user-defined keywords to ontological elements in problem-solving
ontological domain. They are (i) semantic aggregation between semantic rela-
tionships, (ii) semantic aggregation of ontological items, and (iii) transformation
from one ontology domain to another. All the above three types of transforma-
tions can happen in either one ontological domain or multiple domains.

Semantic Aggregation of relationships is to study whether there are rules
for transitivity, additivity and anti-symmetry which can be performed between
ontological semantic relationships. The aggregation of multiple semantic rela-
tionships can simplify the combination of semantic relationships, and supports
to find the final reduced semantic relationships. This will reduce the problem-
solving sample space, and speed up the work of the engine.

Another situation of semantic aggregation is to aggregate ontological items
which are linked by logic connectors associated with some semantic relationships.
The objective of aggregating ontological items is to reduce items, and generate
the resulting ontological items.

Transformation from ontological item to another in one or many domains
could be a mapping from an arbitrary keyword in the business ontological do-
main to its relevant items in the problem-solving domain. The basic idea for
transformation of ontological items is as follows: given an input item, checking
candidate ontological items by semantic relationships, and finding the suitable
candidate as the output item.

The rules for the three types of transformations are discussed in [23].

5 Concluding Remarks

This paper told a story how agents and data mining can enhance each other, and
how these two cutting edge technologies can be integrated through an ontological
engineering point of view.
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Integrating agents into data mining systems, the flexibility of data mining
systems can be greatly improved. New data mining techniques can add to the
systems dynamically, while the out-of-date ones can also be deleted from sys-
tems at run-time. It is a real plug-and-play. Equipping agents with data mining
capabilities, the agents are much smarter and more adaptable. In this way, the
performance of these agent systems can be improved.

This paper is a brief summary of what we have done in the practice of com-
bining agents and data mining techniques. Obviously, more efforts are required
to explore this new trend of research.
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Abstract. Soft-devices are configurable and adaptive software virtual 
mechanism, representing distributed network software and devices. Soft-
devices and human users constitute a cyber-world in the Knowledge Grid 
environment⎯an intelligent interconnection environment that enables people 
and machines to work in cooperation. The cyber world determines its social 
evolution mode according to the development of nature, science, technology 
and human society. New soft-devices are generated by fusing or inheriting  
from existing ones. Soft-devices evolve according to the optimization and 
effectiveness principles. Interactions of different types in this cyber world form 
the self-organization structure. This keynote presents the framework of the soft-
device world, the method for soft-device inheritance in the environment, and 
demonstrates the application in culture heritage exhibition. 

1   Introduction 

The future interconnection environment will be a cyber world where human society 
and the machinery interconnection world will interact each other, co-exist, and co-
evolve [18].  

The Knowledge Grid is a future intelligent interconnection environment. It enables 
people and machines to effectively capture, publish, share and manage knowledge 
resources. It also provides appropriate on-demand services for scientific research, 
technological innovation, cooperative teamwork, problem-solving, and decision 
making [17].  

The Knowledge Grid involves in the following three basic scientific issues:  

– Interconnection semantics―the study of the semantics in the interconnection 
environment for supporting intelligent applications by meaningfully 
interconnecting resources in semantic spaces where machines and human can 
understand each other.  

– Normalized Resource Organization―the study of organizing resources in 
semantic normal forms to eliminate redundant, disorder and useless resources so 
as to ensure the correctness and accuracy of resource operations, and to realize 
complete and effective resource sharing. 

– Intelligent clustering and fusing―the study of self-organization and 
optimization of complex systems.  
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This paper intends to answer the following fundamental questions:  
What are the individual and community, and their structure in the Knowledge Grid 

environment? And, how the individuals are generated? How they evolve? And how 
they are organized to perform tasks?  

To simplify complex systems is a task of science. Object-oriented methodology 
and programming languages use the notions of object and class to simplify the 
conceptualization of complex objective existence [3, 4]. The only way to generate a 
new object is by inheritance. But the object is too passive to represent active and 
adaptive organisms in real world.  

Along with the simplicity, the Knowledge Grid environment also needs the 
diversity and effectiveness. On one hand, we need to ensure the simplicity by 
uniformly structuring the versatile resources. But on the other hand, we also need to 
guarantee the diversity of individuals by enabling adaptation and inheritance. To 
uniformly specify versatile passive and active resources in the Knowledge Grid 
environment, the framework of soft-device mechanism is proposed [16]. Soft-devices 
interact with each other and with human to form an evolving cyber world. 
Establishing competition mechanism in the world helps improve the effectiveness of 
the cyber world. 

Inheritance is a natural phenomenon in the biological world. The heredity 
information keeps the evolution of species, and the mutation of the hereditary 
information makes the diversity of species.  

Human society assigns inheritance social characteristics. For example, law and 
morals set the condition for marriage and inheritance. An individual is assigned the 
right to own the heritage of his/her parents. These social characteristics of inheritance 
differentiate human society from the animal world.  

The rapid development of Internet applications challenges traditional software 
structure and development methodology. Previous inheritance mechanism is only 
suitable for stable and local environment [9]. How to realize inheritance mechanism 
in dynamic and distributed Knowledge Grid environment challenges software 
engineering in the global networking age. 

2   Related Work on Inheritance 

Inheritance in biology is about the principles that govern the inheritance of genes on 
sex chromosomes. Males and females differ in their sex chromosomes. Inheritance 
patterns for X-chromosome linked genes vary between sexes. Evolutionary 
computing borrowed this idea in finding solutions to problems of optimization. As a 
special relationship, inheritance was investigated in artificial intelligence and relevant 
areas [7, 10, 11, 12]. 

In object-oriented programming, inheritance mechanism is mainly for software 
reuse. Inheritance relationship forms class hierarchy, in which a subclass can inherit 
the states (variable declarations) and methods from the super-class. Subclasses can 
add variables and methods to the classes they inherit from the super-class. Subclasses 
can also override the inherited methods and provide specialized implementations for 
those methods. Inheritance enables programmers to reuse the code in the super-class 



 

and implement subclasses by specializing the super-class. Such inheritance 
mechanism could raise the efficiency in software development. 

From the viewpoint of interface management, inheritance was regarded as a 
combination operation R=P⊕∆R on record structures P and ∆R with possibly 
overlapping identifiers [13]. The combination operation ⊕ relates the interface of 
descendant R to the interface of parent P. Computer memory only has two relationships: 
references or contiguity. Therefore, two elementary strategies for implementing 
inheritance can be distinguished: delegation and concatenation. Delegation is a form of 
inheritance that implements interface combination by sharing the interface of the parent, 
i.e., using references. Concatenation achieves the same effect by copying the interface 
of the parent into the interface of the descendant. So, the descendant’s interface will be 
contiguous. Due to different implementation, the way of message sending is different. In 
delegation, those messages that are not accepted by the most specialized part of the 
object must be delegated to parents. In concatenation, the interface of every object is 
self-contained, and thus no forwarding is needed.  

There are different views on inheritance in object-oriented programming. One is 
that inheritance can only take place between classes. Object-oriented systems are built 
on classes. A class holds the similarities among a group of objects, dictating the 
structure and behavior of its instances, whereas instances hold the local data 
representing the state of the object. To add a new kind of object to a class-based 
system, a class describing the properties of that object type must be defined first.  

Another alternative for traditional class inheritance is prototype inheritance, or 
object inheritance [3]. A prototype represents the default behavior for some concepts. 
There are no classes in prototype-based systems. Therefore, there is no notion of 
instantiation either. New object types are formed directly by constructing concrete, 
full-fledged objects (prototypes or exemplars). The distinction between the two types 
of inheritance reflects the philosophical dispute concerning the representation of 
abstractions. Some object-oriented languages like Smalltalk use classes to represent 
similarity among collections of objects. Prototype-based approaches view the world 
by exploiting alikeness rather than classification.  

A characteristic of inheritance is sharing. There are two fundamental forms of 
sharing: life-time sharing and creation-time sharing [5]. Life-time sharing refers to 
physical sharing between parents and children. Once the sharing relationship between 
parent and child has been established, the child remains sharing the properties of its 
parent until the relationship is removed. Any change to the parent is implicitly 
reflected to the child. The creation-time sharing implies that sharing occurs only while 
the receiving process is in progress. It is characterized by the independent evolution 
of the parent and the child. Delegation discussed above results in life-time sharing, 
whereas concatenation results in creation-time sharing. 

3   Soft-Device World 

A soft-device is a network software virtual mechanism that can be configured for 
different purpose, can actively provide with services by automatically seeking 
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requirements, and can adapt to change [16]. The configurable feature develops early 
special-purpose computer as general-purpose computer that can run software of 
different types. The process of configuring a soft-device is similar to installing 
software in computer, which contains multi-step human-computer interactions.  

The soft-device takes the advantages of the active and intelligent features of the 
intelligent agents, the semantic-based features of the semantic web, the advantages of 
the Knowledge Grid, and the configurable feature of general-purpose computers. 
Soft-devices hide versatile forms of resources like text, image, services etc, and could 
actively provide services according to the content of the resources specified inside 
and the configure information related to the resources.  

A soft-device world consists of the self-organized soft-device society and the 
requirement space, and two roles: producer and consumer. The producer could add 
the resources to a soft-device and then configuring it. The consumers could enjoy 
the service provided by any soft-device in two ways: push and subscribe. Soft-
devices could actively push services to the consumers, and can also accept 
subscription from consumers to provide long-term services. People could either 
play the role of producer to produce soft-devices by putting in the contents of 
relevant resources, or could play the role of consumer to enjoy the proper services 
by just posting their requirement or selecting and using an operable browser (soft-
device) to get the required services. A soft-device could play the roles of both the 
producer and the consumer. A soft-device could accept content definition from 
multiple providers and provide services for multiple consumers with the 
consideration of a certain economic cost.  

There are no central controls in the soft-device world, so the soft-device world is 
completely peer-to-peer [1]. Any hard device accessible across the Internet is 
regarded as a soft-device that provides the same service. The operation of a hard 
device is implemented by a corresponding soft-device. 

A soft-device consists of the following components:  

– The detector detects the requirements in the requirement space, processes the 
informal requirements and transforms them into formal, and then seeks 
solutions in resource spaces.  

– The interface supports interaction between soft-devices and between 
components. It also supports the producer in defining resources’ content and 
offers services to others by appropriate means. A browser is a kind of interface 
for conveying the output of the explainer to the consumer. 

– The explainer explains requirements, information, knowledge and services. 
– The multiple built-in workflows enable the soft-device to work according to 

requirements. The workflow should be time sensitive and adaptive. A control 
flow operates the soft-device by coordinating the execution of components.  

– The reasoning mechanism inferences according to the knowledge specified in 
the knowledge space, a specialization of the resource space. The explainer 
interprets the reasoning result and submits it to the interface. 

– The coordinator coordinates and adapts above components. 



 

– The Resource Space. It specifies versatile resources represented in a machine-
understandable way, which could be realized by markup languages and 
ontology mechanisms [18]. The knowledge space supports the operation of the 
explainer, the detector, and the coordinator. It also contains meta-knowledge for 
adapting the processes according to the changing situation. The meta-
knowledge is specific to the type of soft-device. 

The resource space in a soft-device (i.e., local resource space) has two parts: a 
private resource space and a sharable resource space where resources are accessible 
to other soft-devices. All the sharable resource space constitutes a peer-to-peer 
global resource space. The local sharable resources can be shared in the following 
two ways:  

− Merge or join relevant local resource spaces to get the entire view where 
resources are uniformly classified.  

− Establish semantic links between resources, and then locate the required 
resources by using peer-to-peer locating algorithms. 

Fig. 1 shows the reference structure of soft-devices.  

 

Fig. 1. The reference structure of soft-device 

At the abstraction level, a soft-device can be defined as the encapsulation of 
processes (programs) on resource spaces, represented as Soft-Device=<Resource-
Space, Processes, Constraints> and as Soft-Device=<Resource-Space, Operations, 
Detector, Interface, Explainer, Workflows, Reasoning, Coordinator, Constraints> in 
detail. The operations manage resources in the resource space under integrity 
constraints. The processes realize the functions of the soft-device by operating the 
detector, explainer, interface, coordinator, workflows, and reasoning mechanism. The 
resource spaces specify and organize information, knowledge and other resources in a 
normalized form [18]. Database and knowledge base are the instance of the resource 
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space. The processes defined in the soft-device should satisfy the constraints to ensure 
the process integrity [18]: a process output its result either to another process or to the 
resource space, and ensure that the input of a process is either from another resource 
or the resource space. 

The soft-device world is a society that contains a market mechanism for pricing, 
exchanging, evaluating and rewarding the services that the soft-devices provided. 
Soft-devices organize themselves according to their relationships and interactions 
during service process. The society evolves with the addition of new soft-devices and 
the removal of the soft-devices that have never served for others. Soft-devices 
compete each other in the market to contribute service and to obtain reward (increase 
its rank) through the service evaluation and reward mechanism. Our experiment 
shows that the distribution of the ranks of soft-devices in the society is close to the 
power-law [2, 18], but the highest ranks will be blocked and average out under the 
limitation of social regulations. 

 

Fig. 2. The soft-device world 

The soft-device world has a generation mechanism. New soft-devices are 
generated by getting a framework from the soft-device framework repository and then 
adding the variable part according to the request from the market mechanism. 
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4   Soft-Device Fusion and Inheritance 

Two soft-devices can be loosely and tightly fused into a new one for a definite 
purpose by operations ⊕ and ⊗ as follows: 

Soft-Device⊕Soft-Device’=<Resource-Space⊗Resource-Space’, Operation ∪Operation’, 
Processes∪Processes’, Constraints∨Constraints’>, where ⊗ is the join or merge operations 
of two resource spaces [18]; ∪ is the union of two operation sets; ∪ also represents the 
merge of two processes such that processes(ξ)=processes∪processes’(ξ) for any input ξ in 
the input field of the process; and, Constraints∨Constraints’ is the logic “or” of two 
constraints. 

Similarly, Soft-Device⊗Soft-Device’=<Resource-Space⊗Resource-Space’, Operation 
∩Operation’, Processes∩Processes’, Constraints∧Constraints’>. 

A soft-device can be minimized under certain conditions, represented as Soft-
Device/Condition=<Resource-Space/Condition, Operation/Condition, Processes/ 
Condition, Constraints∧Condition>, where Resource-Space/Condition, Operation/ 
Condition and Processes/Condition are the minimization of the Resource-Space, 
Operation and Processes under the Condition. 

Inheritance is an important way to generate new soft-devices in the soft-device 
world. Different from previous inheritance mechanisms, soft-device inheritance is 
dynamic in nature due to continuous evolution of soft-devices. The children inherited 
from the same soft-device at different time could be different and they will keep 
evolving after generated. 

A new soft-device is generated by inheriting from an existing soft-device denoted 
as: New.Soft-Device→Soft-Device.  

New.Soft-Device= <Resource-Space⊗∆Resource-Space, Operation∪∆Operation, 
Detector∪∆Detector, Interface∪∆Interface, Explainer∪∆Explainer, Workflows∪ 
∆Workflows, Reasoning∪∆Reasoning, Coordinator∪∆Coordinator, Constraints 
∧Constraints’>. 

The above inheritance relationship is transitive, i.e., New.New.Soft-
Device→New.Soft-Device→Soft-Device⇒ New.New.Soft-Device→Soft-Device. 

A new soft-device can also inherit from two or more soft-devices denoted as: 
New.(Soft-Device’⊗Soft-Device’’) → Soft-Device’⊗Soft-Device’’. 

New.(Soft-Device’⊗Soft-Device’’)= <Resource-Space’⊗Resource-Space’’⊗ ∆Resource-
Space, Operation’∪Operation’’∪∆Operation, Detector’∪Detector’’ ∪ ∆Detector, 
Interface’∪Interface’’ ∪ ∆Interface, Explainer’∪ Explainer’’ ∪ ∆Explainer, Workflows’ 
∪Workflows’’ ∪ ∆Workflows, Reasoning’∪ Reasoning’’∪ ∆Reasoning, Coordinator’ 
∪Coordinator’’ ∪ ∆Coordinator, Constraints’∧Constraints’’ ∧ ∆Constraints>. 

A soft-device evolves with three dimensions: time, inheritance, and variety. A soft-
device can have a hierarchy of varies descendants, and changes itself with time due to 
the change of requirement and its status. The change of a soft-device automatically 
induces the upgrading of its children. The changed soft-device could also have new 
children. Fig 3 depicts the evolution of a soft-device in the three dimensional space.  

Soft-device inheritance can take different forms: 

1. Time-sensitive inheritance. New.Soft-Device(t+∆t)= <Resource-Space(t) 
⊗∆Resource-Space(t+∆t), Detector(t)∪ ∆Detector(t+∆t), Interface(t)∪ 
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∆Interface(t+∆t), Explainer(t)∪ ∆Explainer(t+∆t), Workflows(t)∪ ∆Workflows 
(t+∆t), Reasoning(t)∪ ∆Reasoning(t+∆t), Coordinator(t)∪ ∆Coordinator(t+∆t), 
Constraints(t)∧Constraint(t+∆t)>. 

2. Partial inheritance. The ancestor can only allow its descendent to inherit a part 
of it, or the descendent only need to select a part of its ancestor to inherit, by 
using the minimization operation with given conditions. Inheritance rules can be 
derived to support advanced features based on the definition of the partial 
inheritance [14]. The constraint here is the selected part and the newly added 
part should satisfy the integrity constraints within a soft-device. 

 

Fig. 3. Evolution of soft-devices 

A soft-device society evolves with its social and market rules, which can be made 
with the reference to human society, as they need to harmoniously co-exist and evolve 
[18]. In the market mechanism, soft-device inheritance has the following social 
features: 

− An evolving soft-device always tends to raise its rank (or reputation) in the 
society. 

− The higher rank soft-devices tend to own higher rank descendents. 
− A soft-device always intents to maximize its profit from the market if the soft-

device society selects the free competition mechanism to organize themselves. 
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5   Self-organization and Self-adaptation of Soft-Devices 

Self-organization has been investigated in Web structure, Web Services, and agent 
coalition formation [2, 8]. Soft-devices are self-organized through the dynamically 
evolved service spaces and the requirement space as well as the inheritance, 
knowledge and information flows as shown in Fig.4. The arrows in the soft-device 
space represent information and knowledge flows [15], the dashed arrows represent 
the operations for posting requirements, and the bi-arrows represent the matching 
between requirements and services. Applications initialize and add requirements in 
the requirement space. The person who posts a requirement needs to pay in the market 
and determines the initial price of the requirement. The fulfilled requirements will be 
removed from the requirement space. The requirement space evolves with the 
addition of new resources and removal of old requirements. 

 

Fig. 4. Self-organization of soft-devices 

Soft-devices will actively compete for providing services for the detected 
requirements and then get the reward. To ensure the justification in competition, a 
market mechanism selects soft-devices and logically organizes them together to fulfill 
the requirement. A selected soft-device can also post requirements in the requirement 
space to acquire services from other soft-devices.  
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Information and knowledge flow through soft-devices to enhance behaviors [15]. 
Competition in a large-scale soft-device world leads to unequal rank distribution 
among soft-devices [2]. Knowing the distribution law helps make routing strategy to 
enhance the efficiency of information and knowledge flows. The driving force of 
information and knowledge flows is the common interest in the involved soft-devices. 
The impact of the soft-devices in information and knowledge flow networks provide a 
reference evidence for them to make decisions to participate the market competition. 

A soft-device will make decisions to survive during its life cycle under the 
regulations in the soft-device world. Decisions should benefit itself and the 
community it involved. To maximize the benefit, a soft-device should adapt its 
functions to meet the change of the society. It needs to consider the following factors 
when making decisions: 

– Adaptation cost. Adaptation takes time for providing service to get profit. To 
own some necessary functions, the soft-device needs the cost for posting 
requirement and rewarding the services provided by others. 

– Market share and trend. According to the market information and the 
competition, the soft-device will make the market share and trend analysis to 
determine the time for adaptation.  

– Profit. The soft-device makes profit estimation according to the possible market 
shares and the adaptation cost. 

The outcome of the decision is the adaptation target⎯the specification of new 
function. The coordinator mechanism will re-organize its functions according to the 
adaptation target. 

6   Implementation 

Since soft-device inheritance would carry out in a dynamic and distributed 
environment, using the delegation approach can facilitate the implementation because 

– the parent and child can be loosely coupled (some object-oriented languages 
adopt the concatenation inheritance, but it is bounded so tight that any change 
on parent and child is not allowed), and,  

– dynamic change of the parent can be facilitated.  

A real example of the delegation approach is the proxy, which is a server that 
works between a client application and a real server. It intercepts all requests to the 
real server to see if it can fulfill the requests before it forwards the request to the real 
server. Proxy servers can filter requests and improve performance for groups of users 
because it saves the results of all the requests for a certain amount of time. The proxy 
server is often on the same network as with the user, so it can offer a much faster 
operation. Real proxy servers support hundreds or thousands of users. Some major 
online services such as America Online uses an array of proxy servers.  

Since the services of a soft-device are offered through the interface, we can realize 
the proxy for soft-device interface. The interface services can be realized by using the 
 

 



 

Remote Method Invocation (RMI), which allows the definition and the 
implementation to remain separately and to run on separate Java virtual machine. It 
processes as follows: 

– The RMI server contains the implementation and interface of the remote soft-
device.  

– The RMI registers the remote soft-device.  
– The RMI client finds the appropriate remote soft-device.  
– The interface of the remote soft-device dynamically loads into local machine as 

a proxy.  
– The RMI client uses the remote soft-device like local soft-device through the 

proxy. 

The soft-device inheritance carries out as follows: 

– The owner posts the static description of his/her soft-device in the requirement 
space.  

– The child searches in the requirement space, and finds the required soft-device.  
– According to the static description of the parent, add incremental part, and then 

form the static description of the child.  
– The static description of the child is parsed to form a dynamic instance. The 

parent and child establish the message pipe in the meanwhile. 

The changing of parent can be realized by changing the proxy with the 
consideration of two situations: the updated parent soft-device informs children, and 
the child changes its parent actively. In either situation, the child just needs to repeat 
the former two steps for updating itself. All operations can be done dynamically 
without recompiling and redeploying. But the children need to check the 
compatibility because some former services would still be used by its child even if 
they do not exist at present.  

7   Application in Culture Heritage Exhibition 

7.1   Using Soft-Devices to Animate Artifacts 

The proposed approach is applying to animate Dunhuang cave culture⎯the precious 
world culture heritage. The artifact soft-device is a framework that can be configured 
to host programs for animating artifacts. A new artifact soft-device can be defined by 
inheriting from existing one. Fig.5 shows the effect of animating a wall-painting in 
Dunhuang cave (the up-left-hand image is the original). Fig. 6 shows another example 
of animating another Dunhuang wall-painting. The angels in the painting are 
animated by soft-devices, which can fly with different postures to form different 
meaningful patterns and interact with users upon pointed and clicked. The advantages 
of using soft-device technology include the following three aspects: 

– The roles (e.g., angels) in the painting can actively and intelligently find clues 
among different roles in the same cave and in different caves made in different 
dynasty by querying each other and the sharable resource spaces. The advanced 
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features of the resource space model support the effectiveness of information 
and knowledge shared among soft-devices. 

– The roles can be generated by inheriting from one predefined artifact soft-
device. Such dynamic inheritance relationship structures the soft-device society, 
establishes the basis for culture evolution, and can raise the efficiency of 
animation.  

– The artifact soft-devices provide applications and designers with components to 
create the animation. For example, the implementation of the posture of the 
same types of roles can adopt similar operations. 

In the soft-device society, we have used the market selection mechanism (i.e., the 
utility) to measure the fitness in the competition environment. The problem is how to 
interpret the fitness in culture selection during the evolution of culture. Considering 
the features of the artifacts in the distributed caves, we use the amount of occurrence 
of culture features with the development of dynasties as the selection criteria based on 
the following two basic assumptions of evolutionary game theory 
(http://plato.stanford.edu/entries/game-evolutionary/):  

– Individuals always want more rather than less, and 
– Interpersonal comparisons are meaningful. 

 
Fig. 5. Demo 1: animation of wall-paintings of Dunhuang 

 

 



 

 

Fig. 6. Demo2: animation of wall-painting of Dunhuang 

7.2   Culture Representation and Inheritance 

Paintings tell stories and reflect artists’ idea, feeling, and emotion. The roles in wall 
paintings can be made as soft-devices encapsulating the semantics of authors. The 
soft-devices can then actively communicate with each other and with human users 
when activated. Fig.7 shows an example of the artifact soft-devices, where the roles 
in the painting can perform like actors and explain themselves upon being clicked 
by users. 

The scene of a wall painting can be also made as a soft-device composed by 
multiple soft-devices. By discovering the soft-device inheritance relationship between 
scenes, we can find the inheritance relationship between cultures of different 
dynasties. 

A scene soft-device can be described by a semantic space and a set of operations as 
follows: Scene-soft-device=<Semantic-Space, Operations>. The semantic space here 
consists of the orthogonal multi-dimensional semantic space and the semantic links as 
shown in Fig.8 [17]: Semantic-Space=<{<Author, Dynasty, Actors, Content, Cave, 
Resource-type, Artifact-type>, <Link-to-scenes, Link-to-resources, link-to-story, link-
to-reality, link-to-knowledge, Semantic-relationship>}, where the resource type refers 
to the text, image and sound. The artifact type refers to the building, color statue, and 
wall painting. The operations include {<Move(from <x, y> to <x’, y’>)>, 
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Explanation(resource), rotate-at(<x, y>), zoom-in(<x, y>), zoom-out(<x, y>), 
focus(<x, y, Radius>)}>. 

 

Fig. 7. Demo 3: Artifact soft-devices 

 

Fig. 8. Semantic Resource Space for Dunhuang Cave 

Culture is represented by features like color, layout and architecture. Culture 
inheritance focuses on these features. 

Cultural Inheritance. For two sets of features that describe scenes A and A’: 
A=<{Color, Style, Layout, Architecture}, Time> and A’=<{Color’, Style’, Layout’, 
Architecture’}, Time’>. If the Color, Style, Layout, and Architecture is similar to 
Color’, Style’, Layout’, and Architecture’ respectively, and A’ is created after A (i.e., 
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Time’>Time), then we can say that A’ is cultural inheritance from A. Fig. 9 shows an 
example of cultural inheritance. 

The key to determine the culture inheritance relationship is to find similarities 
between corresponding features. The following are some examples that help 
determination: 

– Color X appears in A for describing Y also appears in B for describing Y. 
– Shape X is similar to Y if they are geometrically similar to each other. 
– Structure X is similar to Y if there exists an isomorphism between them. 
– Layout X is similar to Y if there exists an isomorphism between them. 

 

Fig. 9. From soft-device inheritance to culture inheritance 

8   Conclusion 

Soft-devices are configurable and adaptive, and can organize themselves to 
effectively perform tasks. Different from passive objects and active agents, soft-
devices represent both passive and active resources in network environments. They 
can be as hard as hardware, as soft as software, and can even be a knowledge model 
that can actively detect problems and can fuse with and inherit from other knowledge 
to solve problems. The soft-device world obeys social and economical principles to 
ensure its simplicity, diversity and effectiveness. Soft-device inheritance is dynamic 
in nature. It enables the generation of new soft-devices in an evolving environment.  

Research on soft-device will challenge current software structure and 
methodology. Incorporating domain features, soft-devices can be used to model any 
content-rich object. The cultural inheritance relationship can be automatically 
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discovered by finding the inheritance relationship between artifact soft-devices. This 
keynote also demonstrates the real application of the proposed soft-device approach in 
the animation of Dunhuang cave culture. 
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Abstract. This research paper gives an overview of several clustering
methods and presents their application in formation and recon�guration
of coalitions of agents cooperating in dynamically evolving environment.
Our experimental generator of coalitional structures takes into account
both the stability of resulting coalitions and e�ciency of computations. It
focuses on providing average-case optimal solution and generates coher-
ent stable groups with respect to agents beliefs, intentions, capabilities
as well as the current environmental state. Clustering based approach
leads to a robust adaptation of existing structure in response to chang-
ing environmental conditions, even in case of complex, high-dimensional
models. Among numerous future research challenges listed in the last
section, an adaptive approach based on evolutionary models is outlined.

Keywords: adaptation and self-organization, agents coalitions, recon-
�guration, hierarchical clustering.

1 Introduction
A coalition formation process, in which a number of independent, autonomous
agents come together to act as a collective, is an important form of interaction
in multiagent systems. Cooperation in an e�ective coalitional structure can im-
prove the performance of the individual agents and the system as a whole can
reach goals which are beyond individual capabilities. There are numerous real-life
applications in which e�cient formation and re-formation of coalitional struc-
tures in dynamically changing environment is needed (to mention only e-business
[Tsvetovat00] or grid computing [Foster01]). However, the main problem is the
computational complexity of coalitional structure generation. The problem of
partitioning a group of agents in order to maximize the social payo� has been
shown to be NP-hard [Sandholm98] and even �nding a suboptimal solution (that
can establish a worst-case bound from the optimal) requires searching the expo-
nential number of solutions [Sandholm99, Shehory98,Klusch02]. Our approach
focuses rather on providing e�cient solution for coalitional structure generation
which is average-case optimal and generates coherent stable groups with respect
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to agents beliefs, intentions, capabilities and the current environmental state
[Keplicz02,Keplicz03a,Keplicz03b]. Another important issue here is to provide
methods for a fast and conservative recon�guration of existing structure in case
of collective task execution failure [Keplicz01]. Conservativeness means to change
an existing structure as little as possible with respect to context-dependent sim-
ilarity measure between teams and agents.

2 Our Approach to Coalitions Management
The main goal of this project is to apply clustering methods to discover rela-
tionships and patterns of agents beliefs, intentions and capabilities and to �nd
coalitional structure which is close to optimal (at present state). This structure is
computed by adapted BIRCH algorithm [Zhang97], supplemented by heuristics
establishing optimal algorithm parameters values. From the algorithmic point
of view, coalition formation is construction of CF-tree of agents characteristics
(represented as vectors of attributes). Next, a global grouping of CF-tree leaves
[Alsabati98] is performed and coalitions are assigned to active tasks in a way
that minimizes distance measure between coalition capabilities (as a whole) and
given task speci�cation.

The latter problem (so called optimal assignment problem) is solved by ran-
domized greedy algorithm, but it is planned to adapt di�erent methods, espe-
cially required when we permit agents to participate in more then one coalition
at the same time (fuzzy coalitions [Alsabati98]). Informational (beliefs) as well as
motivational (intentions) factors are taken into account during coalition forma-
tion to assure cohesion of coalition behavior as a whole. During task assignment
phase only capabilities of individual coalitions (which are product of capabilities
of agents constituting given coalition) are considered.

BIRCH is an incremental algorithm, which means that it is possible to add
or remove agents to existing coalitional structure and dynamically modify it, if
needed. Having the coalitional structure built, we take advantage of some spe-
ci�c features of PAM and Clarans clustering algorithms [Ng94] to conservatively
rebuild it in response to dynamically changing internal and external conditions.

2.1 Global Clustering
Global methods need access to the whole information about clustered objects
during processing, which means they are not incremental and not directly ap-
plicable in multi-agent context. We would exploit some of their features, as
discussed later, but global methods itself will not be suitable for grouping (and
re-grouping) dynamic sets of agents.

2.1.1 K-MEANS
K-MEANS is a direct technique: the desired number of clusters K has to be given
as an input parameter. Cluster is represented by geometrical center of gravity of
object in a given subset (so called centroid) Another possibility (K-MEDOIDS
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algorithm) is to represent cluster by centrally placed object from a given subset.
In the sequel we will treat terms coalition and cluster as synonyms and use it
interchangeably.

Algorithm 1 K-MEANS
1. Select K random agents (objects)

{−→
Xj

}
j=1,2,...,K

from the MAS consisted of N
agents and set them as initial centroids

2. Assign each agent in MAS to the cluster represented by the nearest of K centroids
3. Recompute new centroids as Xj =

∑
X∈Cj

X

|Cj |
4. Calculate error measure of present partition E =

∑K

j=1

∑
X∈Cj

|X −Xj |2 =∑N

i=1
MIN

{
|X −Xj |2 : j ∈ {1, ..., K}

}
5. Repeat steps 2-4 until the change of error value E is insigni�cant or the cluster

structure is not changing

This method (Algorithm 1) is relatively tolerant of outliers (agents which
should not be included in �nal coalitional structure; we will discuss this issue
later), independent of unfavorable order of agents characteristics processing and
invariant to translation and orthogonal transformations of data vectors. But the
main disadvantage is complexity of a single iteration, which is in order ofO(N2).
As we can have many such iterations, it makes K-MEANS not directly applicable
in clustering huge groups of agents.

However, we have applied some additional optimizations. In particular, mak-
ing use of Fibonacci heaps enabled us to �nd the nearest cluster fast. Still, infor-
mation calculated in previous iterations should be exploited (taking advantage
of the fact the cluster membership in a single iteration changes insigni�cantly).
The latter is included in PAM algorithm.

2.1.2 PAM
K-MEANS is ignoring the information calculated in single iteration step and
repeating clustering process almost from the beginning. Next three algorithms
are free of this drawback. Assuming that one has initial (random) partition of N
agents into K coalitions (represented by cluster centroids), it is modi�ed by mov-
ing single agents between clusters to improve coalitions quality (Algorithm 2).

If we treat search space as a graph where each node is a K-element subset of
the agent set (possible con�gurations of coalition groups partitions) and edges
connects con�gurations which di�er exactly one element (i.e. one agent changes
its allocation) then PAM is hill-climbing search algorithm in such graph.

Main drawbacks of PAM algorithm are:

1. complexity of search space: PAM works well for moderate size systems (about
100 agents divided into 5 groups)
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Algorithm 2 PAM (Partitioning Around Medoids)
1. Select K random agents (objects) from MAS and assign each agent to one of such

initial medoids
2. Calculate the cost function of this con�gurationTCih =

∑
j
Cjih for every pair of

agents such that Ai is one of medoids and Ah is not
3. Find pair 〈Ai, Ah〉 which minimizes value of the cost functionTCih . If this mini-

mum is negative, replace medoid Ai with Ah and go to step 2
4. If no cost function lowering is possible stop and assign agents to one of the previ-

ously found medoids

2. very high graph branching factor: second step of algorithm have to dispose
of K ∗ (N − K) pairs of objects. So the complexity of single iteration is
O(K ∗ (N −K)2)

3. algorithm converges only to local minimum of cost function, which - in gen-
eral case - can be arbitrary distant from optimal partition

2.1.3 CLARA
CLARA [Ng94] is a modi�cation of PAM, which tries to overcome �rst of PAM
drawbacks. It randomly selects subgroup of agents (sub-graph) and runs PAM on
such sample. Repeating this procedure several times we expect to �nd minimum.
Resulting con�guration is the one which minimizes the cost over the original
agent set (i.e. in original space of agents attribute vectors).

CLARA is a trade-o�: it signi�cantly reduces the complexity [toO(n)], but
it is also unlikely that it will �nd real optimum in original search space. Another
di�culty is a choice of proper sample size. Authors suggest values proportional
to the number of expected clusters (e.g. 40 + 2 ∗K).

2.1.4 CLARANS
Basic idea of CLARANS is to combine the best features of PAM (�nding the
true minimum at the expense of searching in the full space) and CLARA (being
fast while searching only randomly sampled subspaces). Idea of CLARANS is
to search only dynamically chosen subset of neighbors starting from a given
con�guration (a set of potential medoids). It has two input parameters:

1. maxneighbor: the number of randomly chosen neighbors in a single iteration.
The bigger this value is the more similar CLARANS is to original PAM ap-
proach (empirically estimated optimum ismaxneighbor = max(250, 1.25%∗
K(N −K)))

2. numlocal: the number of algorithm iterations. The lowermaxneighbor value
is, the higher should be the number of algorithm iterations to increase the
probability of �nding the global minimum. For above-given maxneighbor
value it is enough to set numlocal to 2.
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In each step it considers maxneighbor random neighbors of current node
and evaluate the reduction of cost function value that would be obtained by
moving to con�guration represented by these nodes. If moving to any of them
would reduce the cost then the best node found becomes the current node. This
process is repeated until no further coalitional structure improvement can be
made. In such case it is restarted (numlocal times) from randomly chosen node.

Above-mentioned algorithm can be reinforced by introducing some kind of
system's memory (in a manner similar to evolutionary strategies approach) and
switching between heuristically chosen node from a memory in case of encoun-
tering poorly evaluated path. It can also be computed in parallel, making use of
distributed environment.

2.1.5 Conclusions
Although all the above described algorithms stand signi�cant progress comparing
with original K-MEANS approach, they still have many disadvantages:

1. they are very sensible to initial partition (con�guration) and order in which
agents data is processed

2. they �nd only local minimum (Clarans not always), searching in exponential
complexity solutions space

3. they are not incremental: appearance of a new agent (or disappearance of
one) requires starting the whole clustering from the very beginning

4. they treat all agents equally, in particular they don't cope with outliers
5. they are global: every decision requires complete information (impractical in

MAS context)

In problem of searching for optimal agents coalitional structure and recon�g-
uring this structure conservatively (with respect to the appropriate distance or
similarity measure, guiding local changes), most troubling drawbacks are the last
three. Hierarchical approach presented below and based on BIRCH algorithm is
free of these drawbacks.

2.2 Hierarchical Clustering
In order to avoid previously mentioned �at (single-level) methods de�ciencies,
numerous hierarchical solutions have been proposed: agglomerative techniques
(clustered objects are gradually joined), divisive techniques (gradually splitting
bigger clusters into smaller ones) and a direct techniques (the number of clusters
is given a priori). BIRCH is a hybrid approach, combining direct, agglomerative
and divisive features.

2.2.1 Algorithm Properties
BIRCH [Zhang97] (Balanced Iterative Reducing & Clustering using Hierarchies)
algorithm has the following features:

1. the ability to operate on huge agents characteristics data (numerous and
high-dimensional attribute vectors)
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2. the ability to operate on summary of agents data, not only on single object
(and, in particular, taking care of outliers)

3. optimization of I/O operations cost [O(n)]: algorithm exploits data struc-
tures similar to widely-known B-trees

4. low sensibility to unfavorable (skewed) order of agents characteristics pro-
cessing

5. incrementality - algorithm allows to include or exclude agent and then modify
clusters con�guration, if needed

6. possibility of distributed and parallel execution

In our project hierarchical approach has an additional advantage, since we
plan to integrate it with hierarchical contract net, which explicitly represents
hierarchy of task bidders and their subcontractor groups.

2.2.2 Clustering-Feature Trees
The conception of CF-tree is based on widely used B-trees, which is balanced
search-tree minimizing the cost of I/O operations [search, insertion and deletion
of an object (agent) requires O(h(T )) = O(logt(N)) disk access operations and
O(T ∗ h(T )) = O(T ∗ logt(N)) processor time; T - node capacity, N - tree size
(the number of agents)]. A single inner CF-node consists of B-tuple in the form
of B [CFentry(i), childnode(i)] entries. The whole CF-tree de�nes hierarchy of
clusters, which, in turn, de�nes hierarchy of agents coalitions.

CF-entry is a triplet
〈
N,
−→
LS,

−→
SS

〉
, where N is the number of object in cluster,

LS - vector sum of these objects (represented as points in Euclidean space),
SS - square sum of these points. It is straightforward conclusion, that all basic
clustering measures can be e�ectively computed solely on the basis of CF-entries
representing individual clusters. Moreover, it can be shown that if CF1 and
CF2 are CF-entries representing two disjoint clusters, then CF1+CF2 represents
merged cluster.

CF-tree is parameterized by two parameters: branching factor B (de�ning
maximum size of CF-entry) and threshold value T, which de�nes maximum
cluster diameter. If cluster diameter exceeds T, then it has to be splitted. It can
be easily shown that if T1 ≤ T2 are threshold values of trees C1 and C2 respec-
tively (having the same branching factor B) thenheight(T1) ≥ height(T2). The
higher threshold value is, the smaller input data have to be clustered and the
less computation is required. On the other hand, lower threshold value leads to
higher clustering accuracy. We will brie�y discuss this issue later.

2.2.3 BIRCH
BIRCH algorithm is executed in four stages:

Detailed reference on BIRCH algorithm can be found in [Zhang97].
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Algorithm 3 BIRCH
1. CF-tree build: insert objects (representing agents) one by one into the tree, de-

scending on path from root to leaf. On each level choose entry most similar (with
respect to a certain similarity or distance measure) to a given object, in manner
similar to B-tree insertion algorithm [Zhang97]. One should note that further com-
putations operate solely on summary of agents data instead of original dataset,
so we can expect smaller impact of agents insertion order on clusters structure. It
also facilitates identi�cation of possible outliers during coalition formation.

2. Optional CF-tree condensation: shrink CF-tree (via CF-tree rebuild algorithm
[Zhang97], which increases threshold value T and then successively, one by one,
in dictionary order, copies all paths to a newly created tree) to a size, which is
adequate for global clustering algorithm, applied in third stage (e.g. 5000 objects
in case of Clarans)

3. Global clustering: apply global clustering algorithm to all leaf entries. Complexity
is this step is in the order of O(m2) , m - the number of CF-entries

4. Optional partition re�nement: redistribute (re-cluster) original agents character-
istics (vectors of attributes) using centroids of clusters found in previous step as
seeds. The purpose of this step is to avoid anomalies, where the same object agents
to CF-tree twice (during di�erent phases of insertion procedure) can be included in
di�erent clusters. It also allows to get rid of remaining outliers: agents too distant
from the nearest seed will not be included in �nal structure.

2.3 Coalitional Structure Management
Our application is designed to work as a part of multi-agent system (in particular
real-time MAS), incorporating all above described methods of e�cient coalitional
structure recon�guration into a mechanism coordinating agents cooperation. A
suitable solution here is a contract net [Smith80, Ferber99,Weiss99].

2.3.1 Cooperation via Contract Nets
Contract net is a mechanism utilizing principles of real-world auctions and ten-
ders market. Communication between the client (manager) and the suppliers
(bidders) consists of interleaved phases of requests for bids, proposals submis-
sions and evaluations of proposals. Cooperation between manager and agent (or
a coalition) is based on bilateral agreement, which makes possible to take ac-
count of a large number of parameters, such as agents capabilities, its current
workload, the type of task to be carried out, the description of operations, the
type of data and resources to be supplied, expected task execution time and cost
etc.

Initiating agents, working inside contract net module, exploit their beliefs
about current state of environment as well as up-to-date models of agents beliefs,
intentions (desires) and capabilities and collects alternative solutions of optimal
coalitional structure. Next, optimal coalition is created and agents are collec-
tively committed to solve presented tasks. Collective commitment [Keplicz03a,
Keplicz03b] is the basis of motivational attitude of a group of agents and re�ects
the way in which a social plan will be executed.
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Contact net module copes with multiple, concurrent recon�guration demands
and allows to run many parallel grouping processes with di�erent parameters and
on di�erent subsets (or subspaces) of agents characteristics. It is naturally de-
signed for a distributed architecture so there is no need to create any additional,
separate control mechanism.

The request for bids has four stages:

1. the manager broadcasts a description of the task which has to be carried
out to all agents considered as potential bidders (i.e. potentially capable and
willing to carry out particular task)

2. on the basis of this descriptions the bidders (that in fact had intention to
execute the task) draw up proposals and submit it to the manager

3. the manager collects and evaluates submitted proposals and commissions
best bidder to execute the task

4. contracting party sends a message to the manager to indicate that it is still
prepared to carry out the required task and that it is committing itself to do
it. If not, the protocol backtracks to one of previous stages (broadcast, retry,
announcement revision, alternative decomposition [Weiss99]).

Taking into consideration all above features, contract net (and a hierarchi-
cal one in particular) seem to be adequate control mechanism to complement
it with our own approach to problem of creation and recon�guration of opti-
mal (with respect to agents cooperation) coalitions of agents. Since we consider
generalization of the presented approach to tasks decomposition, allocation and
reallocation issues, all the most important cooperation coordination tasks could
be included in one MAS control module.

2.3.2 Coalitional Protocol
State of environment, agent models and the dynamics of environmental changes
are all described by scripts de�ning so-called coalitional protocol. Complete pro-
tocol speci�cation can be found in [Ciesielski03]. Here we describe only the
most important RECONFIGURE command, triggering actual recon�guration
in present environmental state.

Present state is de�ned by the execution of a sequence of commands and
their combined in�uence on the initial environment state. From the algorithmic
point of view recon�guration is a construction (or modi�cation) of CF-tree of
CF-entries representing subgroups of agents and performing a global grouping
(or regrouping, in case of Clarans algorithm) of CF-tree leaves. Next, coalitions
are assigned to active (pending) tasks in a way that minimizes distance measure
(e.g. weighted average) between coalition capabilities (as a whole) and given task
parameters. The latter problem (so calledoptimal assignment problem) is solved
by randomized greedy algorithm, but it is planned to apply di�erent approaches
(maximum net �ow and maximum bipartite graph match), especially required
when we permit agents to participate in more then one coalition at the same
time (so called overlapping or fuzzy coalitions).



Formation and Conservative Recon�guration of Agents Coalitions 87

Informational (beliefs) as well as motivational (desires) factors are taken into
account only during coalition formation (with appropriate weights, de�ned by
WEIGHTS command) to assure cohesion of coalition behavior as a whole. During
task assignment phase only individual coalitions capabilities (which are product
result of capabilities of agents constituting given coalition) are considered.

The whole procedure is executed in the following cycle:

1. coordination module (contract net) passes on coalitional script to the agents
that are capable of recognizing of potential for cooperation [Keplicz01] and
will initiate coalition formation procedure

2. initiators verify script syntactic and semantic correctness and prepare (or
update, in case of recon�guration) data structures required by clustering
process (maps of tasks descriptions and agents models); these structures are
prepared on the basis of initialization section of the script

3. clustering parameters are determined (by user or by execution of heuristic)
on the basis of current recon�guration requirements (e.g. resource and time
limitations)

4. executional section of the script (modelling dynamic changes in environmen-
tal state) is parsed and corresponding grouping or regrouping processes are
triggered

5. if the coalition formation procedure succeeded, initiator returns optimal
coalitional structure to the coordination module (contract-net); at this stage
all necessary collective commitments [Keplicz03a,Keplicz03b] should already
be established.

2.3.3 Additional Remarks
It should be stressed that not every agent in a given situation is interested (with
respect to his desires or intentions) or should be taken into consideration (with
respect to his capabilities) to be a member of any coalition [Keplicz02]. These
agents should be identi�ed as outliers and excluded from �nal structure. Not
taking care of outliers and forcing agents which are not capable or not willing
to cooperate (under present environmental conditions) within any coalition can
negatively impact stability of resulting coalitional structure. Identi�cation and
management of such cases is important and not trivial problem.

A constructed CF-tree is gradually compressed (by CF-tree rebuild algo-
rithm), when available time or space resources turn out to be insu�cient. A
priori knowledge of proper threshold value can essentially reduce running time.
Threshold value should be estimated carefully: too high values lead to inaccu-
rate partitions, whereas too low increase required computation time and space.
Estimation of optimal value of new threshold Tt+1 requires heuristic approach.
There is not enough room to describe possible solutions in details; brie�y, we
search for Tt+1 which is proportional to the portion of agents data processed so
far, to the average CF-leaf cluster radius series in the former iterations and to
minimum distance between two closest entries in most dense CF-leaf (found by
greedy tree search). By approximation of radius growth rate we can extrapolate
value of rt+1 as well as Tt+1 using weighted regression methods. Application of
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such heuristics can be iteratively repeated, in order to �nd optimal, with respect
to available time or resources, value of Tt+1.

Also further I/O optimization heuristics are possible. Outlier can be tem-
porarily saved in external memory; periodically heuristic is started to check if
agent classi�ed as potential outlier is still outlier (with respect to appearing co-
operation opportunities). If it is not, we incorporate agent into existing CF-tree.
After clustering we can check it again and eventually remove from �nal structure.
Similarly, we can delay threshold value change and CF-tree condensation.

Formed coalitions are often sub-optimal; typically to determine the coali-
tion that best approximates the optimal, multiple sub-optimal coalitions can be
formed in parallel (running clustering processes with di�erent set of parame-
ters and heuristics, or on di�erent subsets of agents). Having partition similarity
and evaluation measures, one can choose the best structure from proposed alter-
natives. It is particularly important in multi-agent applications context, where
recon�gurations are frequent and can appear simultaneously (which means that
a single agent can be a manager and a "bidder" at the same time, for a di�er-
ent tasks). Moreover, requests for bids can be carried out recursively, leading
to a hierarchical structure of sub-contractors (sub-coalitions) and a hierarchical
structure of tasks.

3 Experimental Results
Experiments have been divided into two separate groups: qualitative and com-
putational tests.

3.1 Qualitative Tests
The aim of qualitative tests was to determine whether system behaves ratio-
nally (i.e. consistently with theory-based intuitions). As a test data we created
small groups of agents (10-20) and several tasks speci�cation, such that capa-
bilities of each agent in unambiguous (but di�erent for individual agents) way
corresponded to the speci�cation of one of the task. The purpose was to as-
sert whether at the beginning of coalitional protocol execution agents will form
expected initial coalitional structure.

Subsequently, multiple variants of coalitional protocol were executed, varying
in dynamic change of environmental conditions (i.e. tasks settings) and agents
parameters (i.e. their motivational attitudes, as well as capabilities). As we as-
sumed, recon�gurations of coalitional structure were executed in conservative
manner and at the same time it tended to �nd solutions near optimal under
present environmental conditions.

Important observation is ability to exploit speci�c feature of PAM and Clarans
algorithms, i.e. transition of con�guration graph edges connectingsimilar coali-
tional structures, to model situations in which neither environmental conditions
nor agents parameters have not changed, but nevertheless collective task real-
ization has failed. This means a conservative recon�guration in face of objective
failure of collective task execution [Keplicz01].



Formation and Conservative Recon�guration of Agents Coalitions 89

Test were also diversi�ed with respect to mutual importance levels (priori-
ties) of informational factors (agent beliefs), motivational factors (agent goals)
and agent capabilities. The aim was to verify our hypothesis that increasing
(during coalition formation step) role of agent beliefs and desires at the cost
of decreasing importance of their capabilities can be treated as an analogy and
model for di�erent possible mutual commitment strategies (blindly-committed,
single-minded and open-minded [Rao91]).

As expected, decreasing importance of the fact that agents capabilities un-
ambiguously correspond to demands reported by environment (i.e. appearance,
disappearance or modi�cation of tasks to be executed) and, at the same time,
increasing role of their individual beliefs and desires caused reduction of sys-
tem behavior conservativeness and more dramatic recon�gurations of coalitional
structure during coalitional script execution.

Detailed results of various qualitative experiments can be found in [Ciesielski03].

3.2 Performance Tests
Also performance tests, examining execution time of implemented algorithms,
heuristics and optimizations under various input parameters, gave good results.
Application of very e�ective clustering methods to heuristic search of suboptimal
coalition structure is fast even in case of complex, high-dimensional models.
Crucial to recon�guration execution time was the model size value (S), which is a
product of agents group quantity (sizeN ) and attribute space dimension (dimD);
the hybrid BIRCH + K-MEANS approach (using in its 3rd phase optimized K-
MEANS algorithm) complexity is O(S ∗ log(S)). For instance, for model size
in order of 50000 (and initial CF-tree threshold value tresT equal to 0, which
means the highest computation precision), average computation time is about
8 seconds [AMD Athlon 1.8GHz, 256Mb RAM]. Such results let us to think of
future applications to real-time multi-agent systems recon�guration.

Exploitation of other global clustering algorithms (PAM, Clara, Clarans) led
to execution times over 50% longer than optimized K-MEANS. It is planned
to implement additional, optimized data structures, analogous to those imple-
mented in K-MEANS (Fibonacci heaps), so we can expect to decrease di�erences
between the algorithm and even a change in favor of Clarans. It would be espe-
cially useful for the sake of its previously mentioned advantages in application
to conservative recon�guration.

4 Conclusions and Future Research
Our application is implemented as an open module, allowing future develop-
ment. After few modi�cations, in particular formalizing protocol for produced
results (at present, results are �rst of all oriented towards readability for appli-
cation user) it will be possible to integrate it with a real multi-agent system.
It will enable us to verify �rst experimental results and full evaluation of e�ec-
tiveness and �exibility of our approach in various domains. It would also sug-
gest further requirements with respect to coalitional protocol syntax extensions,
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such as dynamically changing commitment strategies or externalities [Ferber99]
modelling.

We put emphasis on system �exibility, which enables (by algorithm param-
eterizations) to control time and precision of computation, depending on par-
ticular application, needs, available resources etc. Attention should be paid to
ability of �nding optimal (for a particular application) value oftresT parameter,
de�ning maximal diameter of CF-cluster in CF-tree leaves and in�uencing size
of the tree on one hand and computation accuracy on the other. It should also
be noted that for a �xed hardware con�guration, given model size (i.e. quantity
of agents set and dimension of attribute space) and distance measure function
threshold value is constant, so it has to be computed only once.

We haven't yet examined impact of various agents attributes encoding
strategies on application performance. Necessity to map attributes into real-
valued vector space is a de�ciency of presented method, nevertheless any coali-
tion building approach needs to utilize some variant of evaluation function,
which enables comparison of similarities and dissimilarities among di�erent
groups of agents. Presented heuristic approach, based on hierarchical clus-
tering, allows to do even quite wasteful encoding (i.e. high-dimensional at-
tribute spaces, taking into account diverse aspects of internal [agent] and ex-
ternal [environment] features), while retaining operation e�ectiveness. How-
ever, research on encoding techniques, analogous to some evolutionary algo-
rithms approaches [Goldberg95,Wierzchon01], is one of major future research
directions.

Other important future challenges include:
1. realization of continuity postulate [Keplicz01] by taking advantage of speci�c

features of PAM and Clarans algorithm (transition of con�guration graph
edges connecting similar coalitional structures)

2. research into possibility of generalization of the presented solution to issues
of conservative adaptation of existing collective plans, coping with task de-
composition, allocation and reallocation (Partial Global Planning) as well as
means-end analysis [Weiss99, Jennings98]

3. integration with hierarchical contract nets (i.e. explicitly representing hierar-
chy of task bidders and subcontractor coalitions) and research into in�uence
of various possible commitment strategies (early commitment, late commit-
ment, commitment by hiring [Ferber99])

4. extension of model speci�cation to dynamically changing agent commitment
strategies (by means of heuristically adjusted weights) and simulation of
external events in�uence on a work of group of cooperating agents [Ferber99]

5. further optimization of Clarans algorithm by exploiting data structures en-
abling e�ective computation and search of cost matrix (binomial heaps or
AVL/red-black trees)

6. modi�cation of algorithm �nding optimal task allocation: at present it is
realized by randomized greedy search, but alternatively it could be done
by application of maximum �ow algorithms (e.g. Fulkerson-Ford algorithm),
adaptation of algorithms solving problem of maximum matching in bipartite
graphs or application of simplex algorithm and linear programming methods
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7. designof context-dependent outliers identi�cationandmanagement algorithms.

Currently we are working on the extension of clustering methods to similarity-
based (versus measure-based) techniques such as self-organizing maps [Kohonen01],
growing neural gas (GNG) [Fritzke98]1 and arti�cial immune-based networks
[Wierzchon01].

All three models have numerous advantages:

1. possibility of visual introspection of coalitional structure recon�guration dy-
namics

2. straightforward adaptation to fuzzy (overlapping) coalitions recon�guration
and to model agents ability to participate in more than one coalition simul-
taneously

3. implicit representation of a social memory, enabling detection of agents be-
havioral and cooperational patterns and adaptation of coalitional structure
based both on present environmental state and past experience.

The latter feature is particularly promising as it can take a priori problem-
domain knowledge into account (including it in �t measure de�nition) and could
constitute basis of previously mentioned context-dependent outliers identi�ca-
tion method. Application of attractor-distractor fuzzy clustering algorithms al-
lows to include the task speci�cation directly in the clustering process, without
dividing computations into two phases: group formation and task allocation.
Another important (and common in multi-agent context) issue, which could
be handled in this model is information incompleteness and uncertainty during
coalition formation.
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Abstract. We present CoLe, a model for cooperative agents for min-
ing knowledge from heterogeneous data. CoLe allows for the cooperation
of different mining agents and the combination of the mined knowledge
into knowledge structures that no individual mining agent can produce
alone. CoLe organizes the work in rounds so that knowledge discovered
by one mining agent can help others in the next round. We implemented
a multi-agent system based on CoLe for mining diabetes data, includ-
ing an agent using a genetic algorithm for mining event sequences, an
agent with improvements to the PART algorithm for our problem and
a combination agent with methods to produce hybrid rules containing
conjunctive and sequence conditions. In our experiments, the CoLe-based
system outperformed the individual mining algorithms, with better rules
and more rules of a certain quality. From the medical perspective, our
system confirmed hypertension has a tight relation to diabetes, and it
also suggested connections new to medical doctors.

1 Introduction

In recent years, data mining has been a hot topic that attracts both database
and machine learning researchers. With the rapid development of data storage
capacity, data mining calls for methods to handle large quantities of data, which
could be heterogeneous with various types of data. However, most of the existing
data mining methods are only capable of processing homogeneous data. Even
many large-scale distributed data mining methods do not consider much about
the heterogeneity of data. Another problem in data mining is that methods are
more and more specialized (as was indicated in [1]). They perform well on ideal
data sets. But when applied to real-world data, they often cause unsatisfactory
results. Quite often different parts of a same data set are heterogeneous in char-
acteristics. And a particular method may need different tuning for those parts.

Therefore it is necessary to propose a data mining model that allows for
multiple different methods (or differently tuned methods) to work on one data
set to handle its heterogeneity. This model should be a multi-agent system model
so that we can use multiple agents to employ the different methods and consider
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the interaction and cooperation of these mining agents to produce integrated
results as the knowledge discovered from the whole heterogeneous data set.

In this paper, we present a cooperative multi-agent data mining model, in
which the agents use different methods to handle different types or parts of in-
formation in heterogeneous data sets. The results are combined to get integrated
results. Critically, this model implies that agents cooperate with each other, so
that our multi-agent mining model is not merely applying multiple algorithms
to a data set, but trying to gain synergetic effects through the cooperation.

The rest of this paper is organized as follows: Our cooperative multi-agent
mining model is introduced in Sect. 2. A concept-proving implementation in min-
ing medical data is described in Sect. 3 and experimental results are presented
in Sect. 4. Section 5 compares our model with some related work in distributed
data mining. Finally Sect. 6 concludes this paper and potential work is given.

2 CoLe: Our Model for Cooperative Data Mining

To describe CoLe — our generic model of cooperative data mining, we need
some basic definitions. First of all, our model works on different types of data.
We can take them altogether as a “super data set”. This super data set is called
a heterogeneous data set (denoted by D). The individual single-type data sets
are called simplex data sets (denoted by Di) in this heterogeneous data set.
Two simplex data sets of a heterogeneous data set do not necessarily need to be
different. They are mainly used for showing the miners’ ownerships (for miners,
see below) of the simplex data sets. It is quite possible that the same simplex
data set is worked on by several different mining algorithms.

From the data set we expect to discover knowledge. Although knowledge is
an abstract concept and in many cases the knowledge representations depend
on the specific mining method, we can represent (or convert) the knowledge in
the majority of cases into an “if. . . then. . . ” rule form. So we take a piece of
knowledge as a rule, in the format of condition ⇒ conclusion.

In our model, we have several mining methods employed to discover different
rules from a given heterogeneous data set. For each simplex data set in it, we
can have one or more suitable mining methods to discover knowledge from it.
Such a mining method implementation is called a miner. It resembles a function
m : D∗

i → K∗
i , where Ki is the set of possible rules (knowledge) to be discovered

by the miner. The rules expected to be discovered from different miners should
have some conclusions in common (i.e. describing the same concept), so that we
can combine the rule sets learned by different miners. Otherwise, the rules never
have any conclusion in common, which gives us no hope to combine the rules.

In our cooperative multi-agent mining system, there are two types of agents.
One type are miners, which implement the mining methods. The other type of
agents are agents that combine the different types of rules. We assume there is
only one such agent in a system (multiple such agents can be taken as a super
agent). We call this agent combination agent (AgCBN). It is at the core of the
cooperation in our model.
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AgCBN decides how the miners cooperate. Its main task is to receive the
learned rule sets from individual miners, use some strategies to combine them,
evaluate the combined rules against the whole heterogeneous data set and put
the satisfactory ones into a final rule set, and at the same time extract helpful
information from the rule sets and send it back to the miners so that each miner
can utilize the discoveries from other miners.

The implementation of AgCBN can vary according to the different needs. It
can be a simple agent that only validates the different combinations of the rule
sets. It can also be a group of agents (forming a super AgCBN) to achieve complex
interaction and cooperation strategies with the miners.

Basically our cooperative mining model contains the following elements: A
heterogeneous data set D (whose simplex data sets decide what miners to use),
a set of miners M, and the combination agent AgCBN. And we name this model
CoLe (Cooperative Learning):

CoLe =< D,M,AgCBN >

The agent interactions in CoLe are illustrated in Fig. 1: Given a heteroge-
neous data set D, each miner mi learns on the simplex data set (Di) it can
handle. The mined set of rules (Ri) are sent to AgCBN, which combines the
rules and considers their quality in the whole heterogeneous data set D, and
puts the combination results to the final rule set R. At the same time, for each
miner mi, AgCBN extracts useful information from R1, · · · ,Ri−1,Ri+1, · · · ,Rn

and sends this feedback to mi to help its work. The feedback could be rule con-
dition fragments to help form good rules, data set clusters to help concentrate
on uncovered data cases, etc.. In this model, the miners are cooperating via the
intermediate AgCBN.

Fig. 1. CoLemodel
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In the above description, we propose a mine-and-feedback way of cooperation.
In this way, the miners are synchronized to send their partial results after an
iteration ends. AgCBN can then do its combination work and send feedbacks to
help the miners’ work in future iterations. The iterations continue until some end
condition is met (e.g. an iteration number limit, or some rule quality threshold).

3 Application Problem and CoLe Solution

As a proof of concept for the CoLe model, a cooperative mining system was
developed and implemented for mining diabetes patient data from the Calgary
Health Region. This data set, originally used for public health insurance and
billing purpose, contains very complete medical records. To identify the real
disease cases from such data, the medical experts are not only interested in the
diagnoses the individuals ever had, but, more over, they are also interested in the
chronic development of the diseases. The CoLe mining model, with the ability
to learn from different types of data, is very promising for their needs.

3.1 Problem Definition

In Sect. 2, the general CoLe model has already been discussed. When we fit the
application problem — discover knowledge from medical history for identifying
future diabetics — into the CoLe model, we have the instantiation as follows.

The heterogeneous data set in this problem is the public health data, which
contains two different simplex data sets. One simplex data set Ds is the medi-
cal records of the individuals. These timestamped records can be interpreted as
discrete temporal sequences. The other simplex data set Dc is the non-temporal
version of these medical records (with only boolean fields for each possible di-
agnosis) and their annual statistics of the number of medical services, together
with the personal information.

For Ds, we have a sequence miner (AgS) to work on it. AgS identifies key
diagnosis sequences that are the indication of future diabetics. These key di-
agnoses are called events. We only care about the relative order of the events.
AgS’s results are actually rules that use temporal sequences as conditions and
the conclusion is always “diabetes”. Such rules are called sequence rules.

For Dc, the miner is called conjunctive miner (AgC) because its results are
rules with conjunctions of predicates as conditions. The predicates are in the
form “attribute rel op value”, where rel op is a relation operator such as “=”,
“>”,“<”, and the order of these predicates in a rule is of no consequence. These
rules are called conjunctive rules.

We use a single combination agent AgCBN to combine the rules from AgC

and AgS respectively. The combined rules may contain both sequence conditions
and conjunctive conditions. Thus we call them hybrid rules.

In summary, in this problem of mining diabetes data, we have the data set
D = Ds �� Dc, three types of rules: sequence rules, conjunctive rules and hybrid
rules, the miner set M = {AgS,AgC}, and the combination agent AgCBN.
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3.2 System Design

As already stated, there are three major components, AgS, AgC and AgCBN in
our system. Each miner receives its simplex data set, and learns rules from it.
Both types of rules are sent to AgCBN, which combines them into hybrid rules
and then validates them against the heterogeneous data set. The hybrid rules
with higher quality than a pre-defined threshold are put into the hybrid rule set
as the result of the combination. At the same time, AgCBN also gives help to
the two miners — generate the simplex data sets for the next iteration and send
useful information extracted from AgC’s results to AgS to help its future work.
Such mining iterations will continue until our predefined iteration number limit
has been reached.

Data Sets. The data set our system is going to work on is considerably large.
To make the miners run efficiently, we do not let the miners run directly on
the whole data set. Instead, we introduce working data sets with a smaller size
for the miners to work on. In each of our mining iteration, AgCBN generates
working data sets for AgS and AgC. The working data sets contain the same set
of instances but different types of data, fitting the two miners respectively. The
details of generating the working data sets are presented in AgCBM’s design.

Sequence Miner. The sequence miner (AgS) is the agent that does mining on
the temporal simplex data set, and finds the sequence rules. AgS uses a genetic al-
gorithm to achieve temporal rule mining. We designed a Michigan-like approach
(see [2]) with sequence rules as individuals. A Michigan-like approach has a
smaller granularity and its average run time is shorter than that of Pittsburgh
approaches. This is suitable for dividing the whole genetic algorithm process into
many short runs — more suitable for cooperation as required by CoLe.

Besides the commonly used genetic operators crossover and mutation, we de-
signed an “intelligent” genetic operator called intellicut to make the evolutionary
process more targeted. In intellicut, each event in the middle of an individual is
checked to see if the quality of the individual can be increased by cutting off the
events after this point, i.e., it will cut off a bad “tail” in the sequence. In this
way, even if an individual is not very good, the good parts of it are preserved.

The fitness of an individual is evaluated according to its accuracy — the ratio
of true positives to all instances it matches, and coverage — the ratio of true
positives to all cases in the data set. These two factors are both considered to
make sure the individuals contain valid knowledge and they will not overfit the
data. We propose the following equation to calculate the fitness:

fitness = 10 ×
(

tp

tp + fp

)x

× ln(tp)
ln(case num)

(1)

In (1), tp and fp are the true positives (cases matched by this individual)
and the false positives (controls matched by this individual) respectively, and
case num is the number of all cases in the data set. Here in the coverage cal-
culation, the logarithm calculation makes the fitness less sensitive to coverage
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when the coverage is big enough. The fitness is the product of the two factors
so that neither the accuracy nor the coverage can be low. The exponent x of the
accuracy controls the weight of the two factors in the fitness. In fact, (1) is used
as a global assessment of rule quality throughout the system. Different x values
are chosen for specific situations based on our experiments with various x values
in these situations.

Conjunctive Miner. The conjunctive miner (AgC) is the agent that mines on
the non-temporal simplex data set to discover conjunctive rules.

The base mining algorithm used for AgC is the PART algorithm (see [3]). It
forms rules from pruned partial decision trees built using C4.5 ’s learning method
(for C4.5, see [4]). The resulting rules are in the form of conjunctive rules. PART
has no global optimization and therefore can return a rule immediately after
discovering it. This gives us the ability to interrupt it halfway with partial results,
allowing run time limits for AgC and easy synchronization with other miners. In
our system we use an implementation of PART directly from a machine learning
package called WEKA (see [5]).

As PART is designed for creating rule sets for classification problems, it
is necessary to do some pre- and post-mining work to make the results more
suitable for our cooperative mining problem. The pre-mining tasks are mainly
used for data reduction. We use a relevance factor :

RF (A) = Pr(A) × log
(

Pr(A|case)
Pr(A|control)

)
(2)

(inspired by [6]) to identify relevant possible diagnoses and eliminate irrelevant
ones to reduce the number of attributes. The post-mining task is to generalize
the results — generate simpler rules based on the results and use fitter (measured
by (1)) ones in the simpler rules to replace the original ones.

Subrule Checking in Both Miners. Subrule checking is done in both AgS

and AgC before sending their results to AgCBN to prepare more candidates
for combination. A subrule is one whose condition is a subset of the original
condition (and for sequence rules, the events should also appear in the same
relative order as the original rule). For each rule, all the subrules of this rule will
be checked against a fitness threshold over the entire data set D. All qualified
subrules are sent together with the original result set to AgCBN as the result of
an individual miner. This brings more “materials” for the combination while the
earlier tasks increase the overall rule quality.

Combination Agent. The cooperation is mainly achieved by AgCBN combin-
ing the results from the miners to produce hybrid rules.

In AgCBN, the combination inputs are srules and crules, which are the result
rule sets of AgS and AgC, respectively. The combination is done in several stages:

1. Direct combination: Combine a sequence rule with a conjunctive rule (in-
cluding subrules)
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2. Crossing combination: Convert a predicate to an event (or vise versa) and
combine with existing hybrid rules

3. Rule pruning: Remove duplicates and unnecessary parts
4. Working data set generation: Generate the working data set for the next

iteration to the miners
5. Hints to AgS: Give hints to AgS according to AgC’s results.

In these stages, a rule’s quality is also measured by the fitness calculated by
(1). A fitness threshold ft is set before hand. The combined rules with fitness
greater than ft will be put into the hybrid rule set hrules. We assume all these
rule sets contain only rules with a conclusion “diabetes”, because the knowledge
we intend to discover is “what a diabetes patient should be like” instead of “what
a diabetes patient should not be like”.

In direct combination, if a rule in srules or crules already has greater fitness
than ft, it will be put to hrules directly. Then new hybrid rules are created by
putting a sequence rule’s condition and a conjunctive rule’s together. The new
hybrid rules with higher fitness than ft are put into hrules as well.

The second stage, crossing combination, uses the hybrid rules in hrules after
the first stage, together with srules and crules, as the base. The basic idea
of crossing combination is to convert some diagnostic predicates in conjunctive
rules to events and put them into the sequence parts of a hybrid rule to see if the
hybrid rule’s fitness increases. A similar event-to-predicate combination is also
done. The conversions can be made because both the diagnostic predicates and
events are on the same set of possible diagnoses. For example, we can convert a
predicate “Diagnosis A = true” to an event “[Diagnosis A]”. In this way, the use
of one miner’s result to help the other is maximized. A hill-climbing method is
used in the iterations to find the best results for each hybrid rule’s combination.

After the combination stages, the resulting rule set hrules is pruned to elimi-
nate duplicate rules and useless conditions. Single-event sequences are converted
to a predicate since a single event cannot indicate any temporal order. A predi-
cate that has a counterpart in the sequence part is erased because the condition
in the sequence part is stronger than the conjunctive part. And finally duplicate
rules are erased.

AgCBN then generates the working data sets for the two miners. The first
working data set is generated randomly from the whole data set before the min-
ing work starts. Later ones are generated according to the combination results,
based on the previous working data set. We denote the previous working data
set and the new (currently generating) one as Wo and Wn respectively. AgCBN

first eliminates the correctly covered instances (true positives), as well as the
true negatives covered by conjunctive rules predicting controls, from Wo. The
remaining instances can take only up to 80% in Wn. The rest pending instances
in Wn are randomly picked from the whole data set. By doing this, AgCBN can
guide the miners to focus on the cases that have not been covered by existing
rules without driving the miners into smaller and smaller corners.

The predicates of the conjunctive rules from AgC may contain some key
indicators of diabetes. So they can act as domain specific knowledge to AgS.
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After the combination, AgCBN will extract the predicate attributes from AgC’s
result, and make some candidate sequence segments from them in order to help
AgS’s work. These candidate segments can be used by the mutation operator
in AgS’s genetic algorithm. For example (shown in Fig. 2), we have conjunctive
rules cr1 and cr2 coming from the conjunctive rule miner. Let evt1, · · · , evt5
correspond to pre1, · · · , pre5. We have sequence segments ss1, ss2, · · · , ss8 to be
used as candidate individual parts in AgS. We do not have a counterpart for
giving hints to AgC, because AgC is using an existing implementation and we
have few ways to influence the PART algorithm directly.

cr1:pre1 ∧ pre3 =⇒ disease cr2:pre2 ∧ pre4 ∧ pre5 =⇒ disease
can generate sequence segments:

ss1: evt1 → evt3 ss2: evt3 → evt1 ss3:evt2 → evt4 → evt5
ss4:evt2 → evt5 → evt4 ss5:evt4 → evt2 → evt5 ss6:evt4 → evt5 → evt2
ss7:evt5 → evt2 → evt4 ss8:evt5 → evt4 → evt2

Fig. 2. Hints from AgC to AgS example

4 Experimental Evaluation

Our cooperative mining system has been tested with different experiments to
show the advantage of cooperation.

4.1 Data Preparation

The diabetes medical control data for our mining system comes from the Calgary
Health Region. The data contains population born before 1954 and have been
living in Calgary continuously since 1994. We want to analyze the medical records
5 years prior to the identification of diabetes. So we keep only the individuals
who have no diagnoses of diabetes before 2000 but have at least one diabetes
diagnosis in 2000, i.e., first diagnosed as diabetes patients in 2000. They are the
cases in our data. For each of the cases, we also give 2 controls who are in the
same sex and similar age but have no diabetes diagnoses at all.

In the original data set, there are three tables. One is the registration table
(REG table) containing ID, age, gender, and class (case or control). The other
two are medical records, one for hospital (HOSP table) and the other for clinical
services (MD table). The medical records are mainly the diagnostic codes given
by the doctors, together with the date of service. In Table 1 the sample data
tables are shown (some unused fields are omitted). We put the clinical and
hospital medical records together and only extract the records from 1995 to
1999 — the 5-year period before diabetes diagnoses.

The diagnostic codes are defined by the International Classification of Dis-
eases, 9th revision (ICD-9, see [7]). We use a higher-level abstraction, the ICD-9
Basic Tabulation List ([8]), to aggregate the diagnostic codes to 307 disease
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Table 1. Sample data tables

REG

ID CC GENDER YEAR

2 0 M 1921
3 0 F 1922
5 0 F 1946
6 0 F 1930
7 1 M 1938

18 1 F 1950
19 1 M 1940

... ...

HOSP

ADMIT DX 1 DX 2 DX 3 DX 4 DX 5 ... ID

1996-12-21 9975 5968 E8788 7140 36610 ... 3
1997-06-19 57420 ... 3
1997-06-30 57410 V1301 ... 3
1998-04-08 9962 E8781 ... 7
1999-04-16 99677 72709 2851 E8781 ... 7
1999-08-12 5409 ... 7
1998-04-27 9962 99813 E8781 ... 7

... ...

MD

... SERV SDATE DIAG1 DIAG2 DIAG3 ID

... 2000-03-06 2

... 2000-03-25 595 2

... 1997-06-27 594.9 788.0 3

... 1995-12-07 466 5

... 1999-12-14 733 717.8 719.4 5

... 1999-10-08 174 5

... 2000-02-25 780.5 6
... ...

types in about 70 categories, to condense the data. Then we split the data set
into sequence and conjunctive simplex data sets. For the sequence simplex data
set, we order each instance’s diagnoses, both hospital and clinical, by the date
of service. For the conjunctive simplex data set, we put the basic information
of the instances — age, gender, etc. — together with a boolean table for the
diagnoses. If an instance ever had a diagnosis, the corresponding field has the
value true, and vice versa.

There were two data sets prepared for the tests. A small data set contains
1800 instances, with 600 cases and 1200 controls. The corresponding working
data set for the miners contains 900 instances. This small data set is used for
most of the tests and comparisons in Sect. 4.2. We also prepared a large data set
with all valid instances we have, containing 9450 instances (3150 cases and 6300
controls). The corresponding working data set size is 3150 instances. Test runs
on this larger data set were made to get rules for evaluation of the knowledge
discoveries in Sect. 4.3.

4.2 The Effect of Combination

Our first evaluation is the comparison of the single miners and the combinations
so that we can show the effect of combination in our system. We had five test runs
with different fitness thresholds in AgCBN. These fitness thresholds control how
a rule is qualified (see Sect. 3.2). Other parameter values were decided by some
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experiments before hand so that their values used in the tests were reasonable
and the same for all our tests here. Results of these tests are shown in Table 2.
The run time for each of the tests was within 15 hours, which is quite acceptable.
As our concentration is on the cooperation and combination, we do not put too
much focus on the run time.

Table 2. Tests with different thresholds

Test No. 1 2 3 4 5

Fitness threshold 3.8 3.9 4.0 4.1 4.2

AgS 263 104 25 13 5
Rule AgC 0 0 3 0 0
origins Combination 5745 1852 743 287 72

Total 6008 1956 771 300 77

AgS 3.973 4.089 4.162 4.282 4.251
Fitness AgC N/A N/A 4.183 N/A N/A
averages Combination 4.054 4.117 4.258 4.312 4.344

Overall 4.051 4.116 4.254 4.311 4.338

AgS 67.18 61.73 65.36 26.62 33.00
True positive AgC N/A N/A 46.333 N/A N/A
averages Combination 56.55 55.66 45.92 26.49 25.25

Overall 57.02 55.98 46.55 26.49 25.75

The first comparison is the number of rules with different origins. AgS or AgC-
origin rules include both qualified original rules from a miner and the qualified
subrules in subrule checking. The rules with contributions from both miners take
“Combination” as their origins. When our system records the origins, single-
miner origins have higher priority, i.e. when a rule discovered by a single miner
happens to be re-discovered by AgCBN, we give credit to the single miner instead
of AgCBN. In Table 2 we can clearly see that the combined rules are much more
than the ones with origins AgS or AgC. This is the first indication that the
combination can produce more potential good rules according to our fitness
measure.

The average fitness of the rules by origin are calculated as well. The averages
differ as the thresholds are different. The average fitness of the combined rules is a
bit higher than the ones from single miners. This again indicates the combination
increases the quality of the discovered knowledge, or in another word, produce
better knowledge from two types of materials.

In each test run the combined rules have comparable true positive coverage
with the ones from single miners. This shows that our combination strategies are
not overfitting the given data. Although the true positive coverages of combined
rules are a bit lower than the ones of individual miners, this shows that the com-
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bined rules have higher accuracy, because our fitness measure in (1) is balanced
between coverage and accuracy and the combined rules have higher fitness.

In addition to the summaries for the whole rule sets, summaries for the top
10 (by fitness) rules in each test are also presented here in Table 3. From this
table we can see that most of the top 10 rules are combined rules. And in the
only test with rules from AgS in the top 10, the combined rules have a higher
average fitness than the ones from AgS. For the same reason indicated above, in
Test No. 2 the true positive average of rules from AgS is a bit higher than that
of the combined rules, indicating combined rules have higher accuracy.

Table 3. Tests with different thresholds (top 10 rules)

Test No. 1 2 3 4 5

Fitness threshold 3.8 3.9 4.0 4.1 4.2

AgS 0 2 0 0 0
Rule AgC 0 0 0 0 0
origins Combination 10 8 10 10 10

Total Top 10

AgS N/A 4.594 N/A N/A N/A
Fitness AgC N/A N/A N/A N/A N/A
averages Combination 4.769 4.684 4.821 4.696 4.491

Overall 4.769 4.666 4.821 4.696 4.491

AgS N/A 24.50 N/A N/A N/A
True positive AgC N/A N/A N/A N/A N/A
averages Combination 23.80 23.38 24.40 23.20 25.60

Overall 23.80 23.60 24.40 23.20 25.60

The use of hints to AgS was specially tested and evaluated to prove its con-
tribution.

The tests were to run AgS’s genetic algorithms with and without hints, to
see if the results will be different in quality. To get some valid hints for the
tests, the run log in test No. 3 in Table 2 was used and we extracted the hints
and working data set in the tenth iteration from it. The tests made here all
ran on this working data set, and the ones with hints used this hint set. To
make sure we have a general result without the interference of random numbers,
we repeat each test individually for five times. So totally we have 5 runs with
hints, and 5 without hints. In each run, we use a generation size of 300, evolve
the individuals for 50 generations, and finally filter out those individuals with
fitness greater than 2.8.

Table 4 shows the qualified individual numbers for each test run. From the
numbers and the averages, an obvious conclusion is that the runs with hints
generate more qualified individuals. More detailed observations are made on the
evolutionary process. In Fig. 3, average fitnesses of the first 10 generations in
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each test run’s evolutionary process are presented in a line chart. We can see
the average fitnessses for test runs with hints increase much faster than the ones
without hints.

Table 4. Number of qualified individuals

Generation size 300
Generation limit 50
Fitness threshold 2.8

Test No. 1 2 3 4 5 Average

With hints 13 33 33 51 63 38.60
Without hints 7 9 12 15 28 14.20

From the results shown in Table 4 and Fig. 3, we can conclude that AgS does
benefit from hints so that it can start faster and get more out of the data.
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Fig. 3. Average fitness with and without hints (first 10 generations)

4.3 Knowledge Discovered

In this section the discoveries of our test runs on the full data set are examined
and analyzed. We find in our results there are not only rules matching known
facts about diabetes, but also promising and interesting discoveries that were
new to the medical experts.

The most important discovery of our miner is the relation of hypertension
and diabetes. In the medical field, it is already known that diabetes has a tight
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relation with hypertensive diseases. In our test runs, 100% of the discovered
hybrid rules have either “hypertensive diseases” in the sequence part as an in-
dicative event, or “hypertensive diseases=true” in the conjunctive part. With
such high occurrences of hypertensive diseases diagnoses in our results, it is a
very exciting result to the medical experts.

Another discovery is about a general diagnose “signs, symptoms and ill-
defined conditions”. This diagnosis also has high occurrences in our results. How-
ever, unlike the hypertension diagnoses, this diagnosis cannot tell us about any
specific diseases or disorders, but only some indication in general that the patient
does not feel well. In particular, many rules come in the form like Fig. 4, where
the “signs, symptoms and ill-defined conditions” diagnoses appear repeatedly in
the sequence part. This is an indication that the patients may have been feeling
uncomfortable for long before diabetes related diagnoses are made. Among all
our cases there are about 25% who match the rule in Fig. 4.

Part Condition (ICD-9) Description

Conjunctive {466,480-519}=1 Other diseases of the respiratory system

{780-799} Signs, symptoms and ill-defined conditions
{780-799} Signs, symptoms and ill-defined conditionsSequence {780-799} Signs, symptoms and ill-defined conditions
{401-405} Hypertensive disease

Fig. 4. A hybrid rule

Another frequent diagnosis, “other diseases of the respiratory system”, has
an average of over 80% to appear in all the final hybrid rules (the rule in Fig. 4 is
one of them). In medical doctors’ eyes, this discovery does not have an obvious
explanation (according to the experts we have talked to so far). This should be
an interesting topic for the medical experts.

5 Related Work

According to the categories for cooperative search problems discussed in [9]
(knowledge-based search is essentially the core in data mining methods), the
CoLe model has characteristics from both dividing the problem into
subproblems — split of the heterogeneous data set into simplex data sets and
use of multiple miners — and improving on the competition approach — result
segments from different miners are competing to appear in the combined rules.
Depending on the way the heterogeneous data set is split and the strategies for
combination in AgCBN, the CoLe model’s similarity to dividing the problem into
subproblems and improving on the competition approach may vary.
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Compared to existing applications, the CoLe model presents some new ideas
and improvements.

In [10], a theorem proving system named TECHS is presented. Two types of
provers are used, namely universal provers and specialized provers respectively.
In the proving process, the provers exchange selected clauses periodically with
each other and integrate received clauses into their own search states. Our CoLe
model has some design similarities with TECHS. However, the major difference
is that CoLe’s combination of rules is done in a central agent AgCBN, while
in TECHS each agent is responsible for its own integration of others’ results.
The central combination agent in CoLe can have a global view on all the dif-
ferent types of results and thus has a better chance to gain good rules through
combination.

Viktor et al. developed CILT (see [11]), in which several agents form the co-
operative mining team. The agents are either machine miners or human miners.
The machine miners each employ a different data mining technique to discover
knowledge from data; and the human miners obtain knowledge from human
experts. Although in CILT different algorithms and different types of miners
are used, they all produce the same (compatible) type of results. This leads to
few potentials of strengthening knowledge through combination, and knowledge
cannot be represented in hybrid rule format, which fits the complex real world
better. In CoLe, we consider the results from the miners to be heterogeneous.
Combining these heterogeneous results can gain hybrid results that can not be
achieved by any single miner.

Most importantly, the CoLe model emphasizes the combination of the dif-
ferent types of rules, which is not a key characteristic in any of the existing
cooperative distributed methods. The combination is not only an effort to make
the cooperation more thoroughly but it also enhances the knowledge that is
discovered. This can lead to greater synergetic effects.

6 Conclusion and Future Work

We proposed a cooperative multi-agent mining model — CoLe. In CoLe, mul-
tiple miners use different algorithms to mine a heterogeneous data set. These
results are sent to a combination agent to create hybrid results and extract use-
ful information as feedbacks to the miners. CoLe highlights the interaction and
cooperation of different algorithms and the combination of different-typed re-
sults from different algorithms, resulting in synergetic improvements against the
single algorithms.

We implemented a mining system using our CoLe model, aimed at mining
knowledge from diabetes data with both temporal and non-temporal informa-
tion. We use a sequence miner and a conjunctive miner for mining. The combi-
nation agent in this system contains our strategies for combination and coopera-
tion. Experiments showed clearly how our combined hybrid results enhance and
strengthen the raw results from single miners. Additionally, in the medical field,
these results not only confirmed known knowledge about diabetes, namely that
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hypertension has a tight relation with diabetes, but also found some observations
new to the medical experts.

The implemented mining system is the first proof of concept for our CoLe
model. While it shows good results in the experiments, we have a lot of potential
work to do. First, more implementations of cooperative mining systems using
CoLe should be made to show that our CoLe model is a general paradigm for
various learning/mining problems. On the conceptual side, more ways are needed
to provide feedback from one miner (or the combination agent) to others. On
the medical data mining side, future work should include: making use of other
information together with diagnoses; mining on data sets where the distribution
of disease cases is more close to general population; and mining data on more
diseases.
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Abstract. The paper presents a technology for agent-based decision making 
system development using MASDK software tool implementing the well known 
and grounded Gaia methodology. An example of the software tool usage, and its 
mapping to the methodology are demonstrated via a case study from the area of 
computer network security. The principal attention is paid to consideration of the 
rule-based classifier that is a reusable component intended for classification 
problem solution. A specific feature of the methodology when applied to the 
decision making system development referring to training of rule-based 
classifiers and other problem-oriented reusable solutions are considered as well. 

1   Introduction 

Multi agent technologies due to their features are supposed to represent one of the most 
promising directions in the area of software engineering. For this, very substantial 
reasons could be listed, and here, it seems to be quite enough to just mention only 
some of them. Multi agent approach gives way to developing more tailored software 
systems for problem domains whose high complexity and the degree of the system’s 
elements distribution are their main characteristics. Multi agent systems allow 
describing more naturally business processes, different schemes of negotiations, etc. 
The said above and some other reasons are the grounds for the growing interest and 
attention of scientific community to the multi agent technologies.  

At present the three following trends of research and efforts in this area can be 
highlighted as the most actual from the practical point of view: 1) development of tools 
(environments, languages, specific components, etc), 2) development of methodologies, 
and 3) search for and development of reusable solutions and components. A full 
enough review of the results achieved in these directions can be found in [6]. At that, 
the most of them are viewed as not problem-oriented solutions. This paper focuses on 
how the specifics of any problem domain, more precisely, of the one for which 
decision making task is one of the primary importance, can enrich or somehow affect 
them. At that, MASDK (Multi Agent System Development Kit) [1] based on Gaia 
methodology [5] is considered to be the basis for this research.   

The remainder of the paper is structured as follows. Section 2 provides survey of 
MASDK software tool structure, the methodology of multi agent system (MAS) 
development in it and the mapping of this methodology with Gaia one. The use of 
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MASDK and methodology for development of MAS, aiming at anomaly detection in 
computer networks is described in section 3. Section 4 focuses on the reusable Rule-
based classifier (RBC) component which is one of the main components used in 
decision making systems (DMS) and the life-cycle of its development, including its 
training stage. Section 5 describes possible specifics of DMS development 
methodology related to development and training of the RBC components.  

2   General Description of MASDK and Methodology 

MASDK 3.0 software tool consists of the following components (Fig.1): (1) system 
kernel that is a data structure for XML-based representation and for storing of MAS 
formal specification; (2) integrated set of the graphical editors supporting the user's 
activity aimed at formal specification of MAS being analyzed, designed and 
implemented; (3) library of C++ classes constituting what is usually called Generic 
agent corresponding to the common reusable components of the MAS agents; (4) the 
communication platform to be installed in the corresponding computers of a network, 
and (5) the builder of software agent instances, who generates the source code in C++ 
and the executable code for the software agents as well as deployment of the software 
agents within the earlier installed communication platform.  

A MAS development process in MASDK can be technologically divided in to three 
stages. At the first stage a detailed design of the MAS is developed. In particular, this 
stage assumes the development of the models described in Gaia methodology [5], 
namely – role models, interaction model, agent models, service models, and 
acquaintance model. At that the service models of agent classes are described in 
greater detail than it is done with Gaia methodology. All activities at this stage are 
entirely carried out by the integrated set of editors (ISE) and the results (the detailed 
design of the MAS) are stored at the system kernel component in special XML-based 
language. The second stage consists in programming the particular components that 
can be derived from the detailed design of the MAS developed at the previous stage. A 
list of these components includes two groups: 1) a set of scripts comprising a 
specification of agent class services, and 2) a set of the activities to be carried out by 
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                 Fig. 1. MASDK software tool components and their interaction 
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the agent classes and described as external components in respect to the agent classes’ 
specification.  The former are developed using a respective editor of the ISE 
component and stored in the system kernel component, the latter – in a usual 
programming environment, in our case in Visual C++. The third stage consists in 
compiling and building the software agents. It is executed automatically by the 
software agent builder component and 1) the detailed specification of the MAS in the 
system kernel, 2) generic agent component, and 3) external components developed at 
the second stage are used as inputs. 

Thus, almost all development process is carried out based on the ISE component; 
so, let us discuss this component and the respective methodology of application 
systems development in detail. The set of editors comprising the ISE component can be 
divided into three categories (Fig.2): 1) the set of editors (MAS meta-model, Protocol, 
Ontology editors) aimed at describing abstract concepts and system organization, 2) the 
set of editors (Agent class meta-model, State machine, State, Private ontology editors) 
designed for description of concrete concepts and design of agent classes, and 3) the 
set of editors (Agents’ configuration and Agent mental model editors) aimed at 
building and deployment of the agents.  

The enumerated set of editors provides the following methodology for MASs 
development that starts from the two initial stages (analysis and design) which are 
parts of Gaia methodology [5]. 

1) Analysis. The development process is initiated with the requirements statement and 
the results of role and interaction models specification that comprise an organizational 
model of the MAS. The respective activities are supported by the MAS meta-model and 
the Protocol editors. 
2) Design. According to Gaia methodology the objective of this stage assumes 
development of agent, service and acquaintance models. The agent model 
development assuming determination of agent classes and instances of each from them 
is carried out using the MAS meta-model and the agents’ configuration editors. The 
service models are developed using the agent class meta-model editor and the 
acquaintance model with the aid of the MAS meta-model one.   
3) Ontology description. Domain ontology description is specified by means of the 
ontology editor and initially1 can be developed in parallel with stages 1 and 2. However 
there are relations between the models presupposes a certain sequence of their 
development. In particular, a detailed specification of communication acts of the 
protocols at later phases of development implies specifying of messages contents in 
terms of ontology notions. It means the respective notions of ontology have to be 
specified for doing it.  

The first three stages are designed for describing abstract concepts of the application 
system. The concrete concepts are developed through the following sequence of stages. 

4) State machine development (Service development). Each service identified at the 
design stage (stage 2) is developed as a state machine. At that, such a state machine is 
 
                                                           
1

  Development process in MASDK can have iterative character. It means each model developed 
in process of MAS development can be refined repeatedly.  
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described at the level of states and transitions between them without minor details of 
states implementation.  A service is associated with respective protocols and 
activitiesand, consequently, development of a state machine assumes relating each 
state to either communication act of some protocol or one of the activities. One 
communication act is related to only one state, while one activity can be related to 
several states. Transitions between states describe the scenario of the service execution. 
5) Private ontology development. Private ontology is required for specification of the 
notions used for describing the agent class mental model. At that, it involves private 
notions of the agent class and the notions inheriting ones from the shared ontology 
developed at stage 3. Private ontology development also assumes specifying a data 
storage scheme (or several storage schemes) of agent class.  
6) Agents initial mental model. This stage consists in describing initial data and 
knowledge of the agents. It must be noted that at the previous stages (namely – 4, 5) 
the agent classes have been specified and the agents of each class have no specifics 

Fig. 2. MASDK models and their mapping with Gaia methodology 
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except for their names. Therefore, the initial mental models of agents are their specifics 
that single out the agents of each class.  
7) Agent classes components programming. Components of each agent class that have 
to be specified in the usual way (in case of MASDK environment it consists in 
developing a code in C++ language) are identified as a result of stage 3 execution. All 
of them are either scripts of agent classes’ behavior in particular states of state 
machines or invoked from these scripts as external components. 
8) Agents code generating.  This function is executed automatically by Software agent 
builder component (Fig.1). Execution of it assumes the following sequence of 
activities. 1) XSLT-technology-based generation of a source code in C++ of 
components described at stage 4. 2) Compiling the executable agent class code that 
linking components: a) generated at stage 8.1, b) developed at stage 7, and c) generic 
agent component (Fig.1). 3) Automatic generation of agent classes’ storages according 
to their schemes developed at stage 6.  
9) Agents configuration and deployment. This stage assumes specifying the locations 
of agents, deploying of the agent according to the results, and filling in the storages of 
the agents with their initial mental models developed at stage 6. 

3   Case Study: Anomaly Detection in Computer Network 

This section briefly illustrates the use of MASDK for development of an agent-based 
decision making system in the area of computer network defence. The problem 
consists in what follows. Input data containing the logs of traffic and attacks, e.g. 
DARPA data set [7] are provided. It is required to develop an anomaly detection multi 
agent system (AD-MAS). For reason of brevity we will describe in detail only stages 1, 
2, and 4 of development. 

Analysis stage 
Let us remember that the objective of the analysis stage is development of a system’s 
organization that comprises development of role and interaction models. In many 
cases, there exist evident entities of the problem domain (such as departments, persons, 
etc) that can be regarded as the basis for role determination. Discovery of roles for the 
problem being solved has the following specifics. In the given case, the roles rather 
reflect the approach selected to development of the decision making system and 
respective activities related to it. The list of activities includes the following 8 ones. 

 Extractor role extracts five different objects designated as Cnc, W1, W2, W3, and 
W4 from the input traffic which comprise essential features and can be classified 
as either normal or abnormal objects. The Cnc objects comprise features of 
connection and other objects comprise different statistic data about the traffic.  

 BC_Cnc, BC_W1, BC_W2, BC_W3, BC_W4 roles classify respective objects as 
either normal or abnormal ones. 

 Meta_classifier role is responsible for combining the decisions of the above base 
classifiers. 

 Assistant role deals with current state representation of the host to the human expert. 
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Fig. 3. Meta model of anomaly detection MAS 

The list of the roles identified at this stage is depicted in the upper part of the MAS 
meta-model editor (Fig.3). The general diagram of the interaction model is shown in 
the lower part of the same editor. In the case it includes 7 protocols: Feature_inform, 
Cnc_inform, W1_inform, W2_inform, W3_inforn, W4_inform, Anomaly_inform. 
Graphic representation of the interaction model structure in this editor allows for 
identifying participants and the initiator 
of each protocol. E.g., the participants of 
Feature_inform protocol are Extractor, 
BC_Cnc, BC_W1, BC_W2, BC_W3 and 
BC_W4 roles. At that, the Extractor role 
consists in initiating this protocol. Each 
of the protocols identified in the structure 
of the interaction model is specified in 
MASDK by means of a respective graphic 
editor that allows to specify all 
communication acts and a scenario of their 
execution. Fig.4 is an example of 
Cnc_inform protocol representation in this 
editor. 

Fig. 4. Cnc_Inform protocol 
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Fig. 5.  Meta model of meta classifier agent class 

Here, we must somehow comment Gaia methodology implementation for the 
MASDK software tool. One of the main objectives of MASDK is the graphic designer 
support, and accordingly, the environment comprises an integrated set of editors (ISE 
component, Fig.1). The main component of the role model that can be depicted 
graphically is the liveness properties [5]. While MASDK has no respective editor that 
could realize this possibility at the analysis stage, it is specified in the dialog describing 
roles as expression. E.g., the liveness properties of the meta-classifier role are specified 
as the following list of expressions: 

CncMetaClassification = (Cnc_inform. Meta_classification, Anomaly_inform)w, 
W1MetaClassification = (W1_inform. Meta_classification, Anomaly_inform)w, 
W2MetaClassification = (W2_inform. Meta_classification, Anomaly_inform)w, 
W3MetaClassification = (W3_inform. Meta_classification, Anomaly_inform)w,  
W4MetaClassification = (W4_inform. Meta_classification, Anomaly_inform)w, 

where Meta_classification is the activity being executed by this role and the rest 
atomic components are protocols. Nevertheless, the graphic representation of the role 
liveness properties is carried out, at the design stage during specification of the agent 
class services using an Agent class meta-model editor. 

Design stage 
Design stage consists in generating agents, services and acquaintance models. A set of 
agent classes2 and the correspondence between them and roles are depicted in MASDK 

                                                           
2 In Gaia methodology agent classes are named as agent types. 
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with the aid of MAS meta-model editor. E.g., Fig.3 illustrates such a model generated 
for AD-MAS. It comprises 8 agent classes, each of them one-to-one corresponding to 
respective role. 

Service models are identified in terms of interacted state machines via Agent class 
meta-model editor. E.g., Fig.5 illustrates the services identified for Meta_classifier 
agent class. According to Gaia methodology they are derived from the liveness 
properties of the respective role. For a given case, the liveness properties of the 
meta_classifier role being played by a meta_classifier agent class are constructed 
using the five expressions given above. All of them and the respective services 
providing their execution are represented in this diagram in the following way. The 
services associated with the Cnc_inform, W1_inform, W2_inform, W3_inform, and 
W4_inform protocols are identified as Connection, Window_1, Window_2, 
Window_3, and Window_4 state machines respectively. The service executing 
meta_classification activity is identified as a meta_classification state machine. The 
service associated with the Anomaly_inform protocol is identified as 
Anomaly_inform state machine.  

State machine development (Service development)  
At this stage each of the services identified for the agent classes is developed in more 
detail. Per se, it is reduced to development of all state machines identified for  agent 
classes at the design stage. In MASDK this activity is executed with the aid of State 
machine editor. Fig.6 illustrates an example of the Meta_classification state machine 
specification in it. Inputs of the meta_classification state machine (service), derived 
from the Cnc_inform, W1_inform, W2_inform, W3_inform and W4_inform protocols 
are the decisions of based classifiers concerning the respective objects extracted 
from the traffic. Outputs of the state machine are decisions about the current state of  
 

Fig. 6. Service specification in form of state machine 
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a host. The states comprising the state machine are designed for executing the 
following functions. Input_data_preparation state preprocesses the inputs and forms 
inputs for the meta classifier. In more detail this task is described in section 4. In 
meta_vlassifier state the meta classification procedure is executed. Depending on 
which decision (normal or abnormal) is made, the respective state (either Normal or 
Inform_alert) forms the message content for human expert.  

Development of states in MASDK is supported by a set of different patterns that 
realizes reusable solutions for respective set of task classes. One of them used for 
specifying of classifiers is described in detail in the following section.  

4   Rule-Based Classifier Development 

In general case, a decision making system development in combination with creation 
of new solutions can deal with “standard” task statements and involve usage of 
reusable solutions (approaches, components, etc) for their realization. In the context of 
MAS development methodology this “standard” task statement can be associated with 
activities carried out by (tasks solved by) roles. These are found at the analysis stage 
and described in the role models. Examples of such task statements include object 
classification, time-series classification, etc. For solution of each of them there exist 
various approaches, methods, algorithms. Implement them in form of reusable 
solutions and software components can substantially support the process of agent-
based decision making system development. The rest of this section contains an 
example of such a component – Rule-based classifier (RBC) developed in MASDK 
environment for this purpose.  

The general statement of the problem that can be solved with the aid of RBC 
component looks as follows. There exist a class X of objects X that are specified by an 
attribute vector  

P = { P1, …, PN },  
and a set of alternative states  

S = { S1, …, SM }, M >1.  

The attribute vector P is viewed as an input which allows to classify objects X, i.e. – 
for each object X to choose a state from S in which the object has failed. Let us remark 
that such a statement of the problem corresponds to the tasks solved by respective roles 
(agent classes) in AD-MAS, namely – the classification of Cnc, W1, W2, W3, W4 
objects and the meta-classification. 

Development of RBC components in MASDK is associated with the specification 
of respective states of state machines. E.g., for the case of meta-classification service 
specification (Fig.4) it is associated with specification of the Meta_classification state. 
Let us illustrate an RBC component specification by an example of this state 
specification (Fig.7).  

First of all, the object class to be classified is identified. It is reduced to selection of 
a respective notion class (Fig.7, Object of classification field) in the agent class context 
that includes a set of notion classes (variables) for specifying of the agent class mental 
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Fig. 7.  Rule-based classifier framework 

model. At that, the attributes of the selected notion class (the Host_state class) 
constitute the attribute vector P. In this case, the vector includes attributes that specify 
possible solutions of all based classifiers.   

Then the possible classes of objects classification are identified in respective fields 
of the editor. In the case under consideration, these classes are Normal and Alert ones. 
The RBC components allow only to classify objects and are not aimed at specification 
of the agent class behavior for each possible solution. Such behavior is specified by 
means of other states of the state machine; so identification of classes implies 
identifying the respective states. At that, a set of these states has been determined 
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earlier, at the previous stage of the state machine specification (Fig.6) and, therefore, 
the identification of the respective states is reduced to selecting the necessary ones.  

The described bellow activity of the RBC component specification is a development 
of the rule set that can be divided into N subsets of rules, where N is number of classes 
of objects classification. Each subset of rules includes the rules (or in other words – 
arguments) in favor of respective class. E.g., for the case being analysed the set of rules 
is divided into two subsets of rules – in favor of Normal and Alert classes respectively. 
The rules are expressions for which the set of attributes of classifying objects 
comprises the atomic propositions, and all other expressions are formed with the aid of 
two logical connectives: “negation” (denoted by “-“symbol) and “logic and” (denoted 
by “&” symbol). E.g., the set of rules in Fig.7 includes one rule in favor of the Alert 
class (specified by the simplest expression “Cnc” composed of atomic proposition) 
and one rule in favor of the Normal class (specified by the “-Cnc & -W1” expression). 
The rules of RBC components in MASDK environment can be specified along two 
ways using one of the two techniques: automatically, or by the user. The first approach 
is based on the use of specific components realizing GK2 [2] and VAM [3] techniques 
of automatic rules generating. This approach assumes generation of training data. In 
case of AD-MAS development the DARPA data set [7] is considered to be such 
training data. The second approach is supported by a respective editor that allows the 
developer either to describe new rules or to edit the rules generated automatically by 
described above components.    

The last activity related to RBC component development consists in specification of 
a decision making technique designed for selecting a solution depends on specific 
inputs and the fired rules. The current version of the RBC component in MASDK 
realizes whilst only one of the known techniques, namely – the method of weighed 
voting [4]. According to it a specification of the RBC components supposes 
determining the weight of each rule. In case of training data existence the weight of 
each rule can be computed automatically and takes into account a) the volume of 
training data, b) the number of cases when a rule is fired rightly and c) falsely. At that, 
the object classification is computed according to the following algorithm. 

1) The total weight of all fired rules referring to each class is computed. 
2) The class with the largest total weight of fired rules is selected. 
3) If the total weight of rules for the selected class exceeds the corresponding 

weight for each other class more then by the value of the Threshold parameter 
(Fig.7), it means that the selected class is the real result of object classification.  

The RBC component examined in detail in this section is one of the reusable 
solutions that can essentially simplify the development process for different MASs in 
which decision making is considered as one of the main problems. Let us analyze an 
example of AD-MAS specification calling two more tasks that may need to be 
considered often enough in the problem domain and for which respective reusable 
components can be developed as well. These tasks are: 1) attribute vector’s 
computation, and 2) data stream’s synchronization. The first one is solved using the 
Meta classifier agent class, within the meta-model of which (Fig.6) this task 
corresponds to the Input_data_preparation state. The second task is treated as a part of 
each service described by Connection, Window_1, Window_2, Window_3 and 
Window_4 state machines. 
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The first task is connected to specific features of 
attribute vectors viewed as inputs for RBC 
components. Their attributes can only have values 
from the set – {“true”, “false”, “not defined”}. 
Evidently, these vectors do not allow to describe all 
variety of objects, related to which the classification 
problem is being solved. However, all of them can be 
transformed into attribute vectors. The general 
structure of this task can be explained by means of Table 1. According to it the 
transformation is reduced to development of expressions that are considered as 
predicates related to the objects being classified. At that, the values of these predicates 
are supposed to be the values of respective vector attributes.   

The task having been outlined takes into consideration another specific feature of 
the classification problem. Object classification can be based on the data received from 
different data sources asynchrono- usly. It 
means that a value of each attribute can have 
time mark (Table 2). In the course of time 
passing values of the attributes can lose their 
validity and, therefore, before an RBC 
component operation they must be checked 
and if it is necessary some of them must be 
updated (e.g., take “Not defined” value).    

5   Particular Features of MAS Making Decision Development 
Methodology 

The development methodology of MAS making decision, specifically – in case of 
using RBC components described in the previous section, can possess certain features 
related to identification and training of classifiers. Identification of classification 
problems is associated with the activities carried out by roles and therefore can be 
considered as a partial result of system organization, agents and service models 
development. In particular, in MASDK notations, achievement of such a result 
assumes specifying meta-models of all agent classes and all their state machines at the 
level of states and transitions between them. At that, several states in the state 
machines of different agent classes are associated with respective classifiers. Based on 
these models it is possible to represent the logic structure of a decision making system 
as a set of classifiers and a structure of their interaction. Such a representation of the 
AD-MAS system described above is illustrated in Fig.8. In fact, a decision making 
systems representation of this kind has also appeared at the analysis stage and can be 
used as an auxiliary model for system design. 

Training of classifiers is implemented at stages 5 through 8 of the methodology (see 
section 2) and carried out at the same level as development of other functions of 
agents. However, training of classifiers has a specific feature that consists in the 
possibility of considering it as a partial problem. The classifiers are characterized by a 
 

Table 2 

Attribute vector 
Attribute Time stamp Value 

A1 T1 V1 
A2 T2 V2 
… … … 

Table 1 

Attribute vector 
Attribute Expression 

A1 Exp1 
A2 Exp2 
… … 
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quality parameter. At that, the 
process of training may have 
repetitive character if the initial 
training could not provide the 
necessary quality of classifier. 
Besides, in several cases at the stage 
of classifiers identification it is 
impossible to assess the quality of a 
classifier that can be achieved in the 
process of training. At that, if 
training of the identified classifiers 
could not provide the necessary 
quality level of some of them, it can 
result in the necessity of modifying initial image of the decision making system and 
repeating the development process including the analysis and design stages. In 
particular, it can result in refining the system’s organization, the agents and service 
models.  

There exists another specific circumstance related to training of the classifiers that 
can affect the outcome of the analysis and design stages. The training process can be 
considered as a task of either the design-time or run-time stage of a system live cycle. 
It depends on how training data are formed. Indeed, training of classifiers can be 
carried out during the development of a system (agents) if the training data can be 
formed independently from both development and operation of the system. 
Development of AD-MAS is an example of such a case because the training data 
(DARPA data set) are considered to be the inputs for the development process. 

Yet another case assumes that the data for classifiers training can be accumulated 
during the system operation. Let us consider an abstract example of such a case (Fig.9). 
Here, Assistant, Classifier and Trainer agents are elements of the system supporting 
solving of the decision making problem. The assistant agent is interfaced with the 
human expert solving classification task and provides the following services: 
assistance, logging, testing, and decision making support. The classifier agent provides 
an object classification service. This service has a pre-condition consisting in that the 
set of the classifier rules is not empty. The trainer agent provides the training and 
reinforcement training of the classifier services.  

The function of the assistant agent includes receiving respective data, namely – the 
objects to be classified, and sending decisions (classification results) to consumers. At 
that, the human expert is responsible for decision making. The logging service sends 
the description of each decision making case at the address of the trainer agent. This 
agent solves the task of classifiers training (reinforcement training) and sends the 
results of training to the address of the classifier agent. 

The testing service of the assistant agent checks the quality of classifier training. At 
that, it sends the object to be classified at the address of the classifier agent, receives 
the results of classification from it and compares the results of classification carried out  
by the classifier agent and the human expert. Due to repeating execution of this 
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Fig. 9. Example of DMS-MAS assuming training classifiers during system operation 

activity, the assistant agent accumulates necessary statistics and decides either to use 
the classifier or to continue training. After the decision about using the classifier is 
made, the decision making support service provides support for the human expert.    

6   Conclusion 

This paper presents the results of an attempt to consider a methodology of agent-based 
system development when applied to the decision making problem. It analyses the 
reusable not-problem-oriented solutions proposed by MASDK 3.0 multi-agent 
software tool based on well grounded Gaia methodology, and the reusable solutions 
that are viewed as problem-oriented ones for the decision making problem.  

The primary goal of the paper has included analysis of the methodology specific 
features that must be taken into account during development of the systems in this 
problem domain and several problem-oriented reusable solutions one of them is rule-
based classifier.  

The proposed reusable solutions implemented within MASDK 3.0 software tool 
were practically used for development of a multi-agent system designed for anomaly 
detection in computer network. They are currently being used for development of flood 
monitoring and forecasting system, and as a component of an on-line target recognition 
system producing decisions based on infra red image fusion.  

The objectives of the future work are: raising the number of reusable solutions that 
would support development of the decision making system as much as possible, and 
experimental assessment of the resulting software tool, based on development of 
various applications.  
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Abstract. Advances in agent technologies have fueled interest towards
combining agent-based techniques with tools from data mining. Further-
more, the advent of the ubiquitous computing paradigm has introduced
a novel applications area, which offers new possibilities for further deep-
ening this bond. Ubiquitous computing solutions are often designed for
mobile environments, which poses additional requirements on practical
solutions. Providing a distributed architecture enables the distribution of
workload, while at the same time allowing the on-line processing of data.
Such an architecture ensures the pervasiveness of privacy and security
aspects in the overall design. In this paper we present an architecture for
distributed data preprocessing in ubiquitous environments, which sup-
ports the full distribution of processing tasks and enables the encapsu-
lation of privacy and security mechanisms within every component. As
our second contribution we discuss more thoroughly the usefulness of the
intelligent agent paradigm for context-aware systems.

Keywords: Agent technologies, distributed agents, software architec-
tures, preprocessing, ubiquitous and context-aware computing, privacy
and security.

1 Introduction

Advances in agent technologies have fueled interest towards combining agent-
based techniques with tools from data mining. However, at the moment the true
power of this combination has not been fully harnessed. Especially, the advent
of the ubiquitous computing paradigm [1], i.e. availability of computing services
anytime and anywhere, has introduced a novel applications area which offers
various possibilities for further deepening the bond between the two approaches.

Another relevant computing paradigm is context-aware computing. Accord-
ing to Dey and Abowd [2], any information that can be used to characterize the
situation of a person, place, or object that is considered relevant to the inter-
action between a user and an application is context. Respectively, a system is
said to be context-aware, if it uses contextual information to modify its behav-
ior. These kinds of context-aware systems are beginning to play an important
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role in software systems, especially in software for wireless information devices.
As these devices are typically carried by users, they are a potential source for
enormous amounts of contextual information, which can be further utilized by
different applications. A major part of such applications deals with the task of
interpreting (reasoning about) current contextual information, in order to pro-
vide a semantically flavored higher-level description of the context of an entity
[3], as this is often more useful for applications. Even though this step is common
to most applications, a standardized way for implementing this step has not yet
been found and research in this field can still be considered to be in its infancy.

In order to design an architecture for context interpretation in ubiquitous
environments, additional requirements arising from the environment need to be
taken into account. Especially, ubiquitous computing solutions are usually de-
signed for mobile environments and, in order to support mobility and the limited
capabilities of the devices, the system architecture must allow specific software
components to reside, at least potentially, on different devices. Another require-
ment is that, in contrast to traditional data mining, data is often processed in an
online fashion. Furthermore, the distribution of processing tasks makes privacy
and security aspects pervasive for the overall design.

According to Moran and Dourish [4] a possible way to implement context-
aware systems is to use interacting agents which are distributed over a network.
As practical implementations of context interpretation often require combin-
ing different reasoning paradigms (e.g. probabilistic and rule-based reasoning),
distributed agent-based architectures for data mining seem to offer a promis-
ing basis for practical solutions. In this paper we follow this idea further and
present a distributed agent-based architecture that provides support for imple-
menting mechanisms for preprocessing contextual data. The architecture has
been designed to meet the additional challenges discussed above and thus it
allows potentially distributing processing tasks over the network. Furthermore,
due to the pervasive nature of the tasks, security and privacy mechanisms have
to be encapsulated within each component. Because the proposed architecture is
only a part of a context-aware agent, as our second contribution we discuss the
role of the intelligent agent paradigm in context-aware systems more thoroughly.

The rest of the paper is organized as follows. Section 2 discusses existing con-
tributions to architectures of context-aware systems, while Section 3 introduces
our proposed architecture. Section 4 discusses preprocessing more thoroughly and
Section 5 introduces the overall framework, of which the proposed architecture is
a central part. Finally, Section 6 concludes the paper and describes future work.

2 Related Work

As Winograd [5] recognizes, so far only very few suggestions towards the ar-
chitecture of context-aware systems (see e.g. [6]) have been developed. In most
cases, systems that support the study of context-awareness are built to support
the specific study and it is usually very difficult to extend those systems for other
purposes, or to integrate them with existing applications [4].
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The approaches that have been taken to provide a common architecture for
context-aware applications are very different. According to Moran and Dourish
[4], current research focuses either on different versions of a blackboard-based
approach, or on widget-based approaches. Usually these approaches are imple-
mented in the form of middleware, or in the form of application frameworks.
Another possibility that Moran and Dourish mention is the implementation us-
ing interacting agents, which are distributed over a network.

Examples of middleware approaches include, e.g., the Reconfigurable Context-
Sensitive Middleware (RCSM) [7, 8], and the CORTEX middleware [9]. RCSM
is adaptive in the sense that, depending on the context-sensitive behavior of the
applications, it adapts its object discovery and connection management mecha-
nisms. CORTEX, on the other hand, introduces special entities, called sentient
objects, which are responsible for receiving, processing, and providing context-
related information. Sentient objects are defined as autonomous objects that are
able to sense their environment and act accordingly [9]. The advantage of this
approach is the possibility to re-organize them, e.g. depending on their primary
task. However, the sentient object model has been designed to use only rule-
based reasoning and, furthermore, the architecture offers no support for privacy
mechanisms. Also Siegemund [10] has presented a very interesting approach of a
communication platform for smart objects. Focusing on changing the communi-
cation mechanisms and the inter-object collaboration depending on the situation,
the platform allows for the specification and implementation of context-aware
communication services and adapts the networking structures according to the
context of an object.

While these approaches are interesting, they are focused on the communica-
tion mechanisms and their context-based changes. While this influences systems
built on such platforms, it is still very difficult for applications to gain access to
context information and benefit from it.

Also some application frameworks that support context-awareness have been
proposed. For example, Korpipää et al. [11] describe the implementation of a
framework that supports management of context information on mobile ter-
minals. The structure of this framework is centered around the blackboard
paradigm for communication, which is handled by a context manager. Most com-
ponents that use this framework, including the applications, act as clients for the
context management system on the device itself. Other services can run not only
on the device itself, but potentially also in a distributed environment. Unfortu-
nately this approach seems to be rather limited, as extendind the framework
with new context types is rather difficult. In addition, only little information is
available about the approach.

Another framework approach, which cannot be neglected here, is the Context
Toolkit [12]. Based on a widget approach, the framework separates acquisition
and presentation of context information from the application that is using it.
The focus of this work lays in the automatic inference of higher-level context
information from lower-level sensory data. While the Context Toolkit provides a
very flexible mechanism for the exchange of context information, the current im-
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plementation suffers from a large communication overhead between the different
components of the system and a very high complexity.

3 System Architecture

According to Russel and Norvig [13, p.33] anything that can be viewed as perceiv-
ing its environment through sensors and acting upon that environment through
actuators is considered to be an (intelligent) agent. This paradigm, especially
in combination with the distribution of the different functionalities of sensing,
recognition, decision making and acting, is also suitable for context-reasoning
tasks, as will be shown in the paper. However, the distribution of functionalities
requires additional support for, e.g., data management and storage. Further-
more, in ubiquitous environments also security and privacy issues must be taken
into account at all design levels.

The motivation for distributing the implementation of logical components is
that resources of mobile devices are rather limited. In particular, we are consid-
ering the processing power, which most of the reasoning mechanisms require, as
well as the accessability of data. Also communication issues, such as availabil-
ity, communication overhead, and delays, must be taken into account. However,
these problems, as well as issues of costs (e.g. monetary, power, etc.) that arise
from the distribution and the involved additional communication are not the
focus of the paper.

Preprocessor «interface»

PreprocessingAlgorithm
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DataSource Authenticator

Obfuscator
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PrivacyPolicy
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Controller
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Repository
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Fig. 1. UML class diagram of the architecture specification
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The main focus of the remainder of this section is on the practical consider-
ations regarding the implementation of the various supporting tasks and on the
sensing mechanisms of the agents. The different logical components and their
relationships are illustrated in Fig. 1 and a more thorough discussion about the
functionalities of the different components is given in the following subsections.
First, Subsection 3.1 discusses the sensing mechanisms. Subsection 3.2 discusses
aspects related to the management of data, and Subsection 3.3 discusses how
privacy and security issues are taken into account in the architecture. Finally,
in Subsection 3.4 we discuss shortly other components of the architecture. A
more thorough discussion about the preprocessing functionalities is presetned in
Section 4.

3.1 Data Gathering (Sensing)

In our setting the sensing part of the agent corresponds to gathering context data.
Typically the sources are very heterogeneous, which is why a flexible gathering
mechanism is required. To this end, each Context Source component allows to
encapsulate a combination of data source components, which are responsible for
gathering the data from individual sources. The gathered data can be, e.g., raw
context data (information from physical sensing-mechanisms such as tempera-
ture sensor, GPS-location etc.), data gathered from applications (e.g. calendar
entries, user-selected-profile etc.) or data gathered about the behavior of a user.
A similar approach for data gathering has also been adopted in the Context
Toolkit framework [12]. On the other hand, Mayrhofer [14] considers an alterna-
tive approach, where a generic interface for accessing context data is provided
only after preprocessing algorithms have been applied to the data.

3.2 Data Management

The responsibility of the Controller is to handle tasks related to data manage-
ment. First of all, it is responsible for gathering data from the different sources
and, furthermore, for distributing the data to different components that have reg-
istered for specific context information. Secondly, the Controller must be able to
provide other components information about the services it offers.

Different components can register their availabilit and their required services
to the Controller, using a subscription interface, which allows to subscribe to
a specific data source and a specific data-type. Besides the recipient’s address,
the interface also allows to specify additional parameters such as the quality of
service (e.g. realtime requirement levels), or information regarding the transport
mechanisms or protocols. Initially, the Controller is also responsible for provid-
ing an interrogation interface, which allows other components to find specific
Context Sources. Furthermore, the interface allows to inform the components
about requirements that a particular Context Source might have. When new
components subscribe to the controller, the security mechanisms are if necessary
adapted.
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The distribution of data is achieved by matching gathered data with requests
made by different subscribed components. According to the subscription, and by
using the privacy and security mechanisms, the context information is pushed to
the subscribed components, such as the different preprocessors. Our approach,
which is fully distributed to the different context sources, differs from the other
framework approaches. Namely, the framework proposed by Korpipää et al. [11]
uses a central data management structure, the blackboard. On the other hand,
the Context Toolkit framework is based on polling the individual sensors and it
does not offer any support for quality-of-service data publishing. Furthermore,
the polling approach easily results in communications overhead. On the other
hand, a similar kind of approach has been adopted within the CORTEX mid-
dleware [9].

3.3 Privacy and Security

Since gathered context data can often be linked to a particular user, it is nec-
essary to ensure the confidentiality of the information. At the same time it is
sometimes desirable to provide basic data to other components, while abstract-
ing, e.g., syntactical information. Both of these tasks are supported by specific
components that are linked to the Controller. The behavior of these components
is determined by policies that are expressed using a suitable policy language,
such as the Web-services policy language (WS-SecurityPolicy) [15] or REI [16].

The confidentiality of information is ensured using an Authentication mech-
anism, which match subscriptions and requests with existing Authentication
policies. Furthermore, before data is being sent out to other components, the
authentication mechanism is consulted and unauthorized requests are rejected.

Different security levels may allow the provisioning of some parts of the con-
textual information directly, while other parts of the contextual information need
to be obfuscated. As an example, components that reside on the same device
might be allowed to have access to the user’s name and the user’s location. On
the other hand, components that are located on other devices may receive the
user name only in an obfuscated form in order to ensure the user’s privacy. The
obfuscated data may then be converted back to the user’s name, once it has
been returned to the user’s device. On another level, as described by the Pri-
vacy Policy, also the user’s coordinates may be obfuscated, thus appearing to
other components only as random data. A reasoning or preprocessing compo-
nent however, may find a pattern in this kind of data and return it to the user’s
device, where it can be converted again to coordinates and used, for instance,
by an application.

In most current implementations of context-aware systems, privacy and se-
curity aspects are not usually considered at the architectural level, but it is
assumed that the used communications protocol and representation format (e.g.
XMLDSIG [17] or XMLENC [18]) provide the required support for these tasks.
However, although these mechanisms offer support for authentication, they do
not support obfuscation of the data. Furthermore, communication protocol level
authentication easily results in communication overhead for the devices.
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3.4 Other Components

Similar to the Context Source, also other components of the overall framework
contain a Controller, Authenticator and an Obfuscator. A preprocessing com-
ponent, for instance, may use different algorithms to fulfill the task of cleaning
different types of context data. The Controller in such a component would then
be responsible not only for providing the cleaned, preprocessed data to other
components, but it would be primarily responsible for subscribing to the specific
Context Sources, to authenticate itself to the source, and match the different
policies, transport mechanisms, etc.

In a similar way, a repository mechanism may connect to different sources
and store different context information over a longer period of time, in order to
provide it later on to different preprocessing, inference or learning mechanisms,
or to applications and middleware services.

4 Preprocessing

After an agent has sensed its environment, it needs to form an internal repre-
sentation. Furthermore, based on this representation, the agent selects which
action to perform, i.e. how to react to the state of the environment. However,
as in context-aware applications, the sensor measurements often contain errors
and some measurements might be missing, the raw signals often need to be
preprocessed before reliable inferences can be made.

In general, data preprocessing is defined as any type of processing that is per-
formed on raw data as preparation for further processing. However, as different
research fields analyze different kinds of data, also the methods that fall within
the scope of this definition are rather different. We adopt a pattern recognition
approach and refer to preprocessing as tasks that are done after sensing the data,
but before feature extraction methods are applied [19]. Thus for us preprocess-
ing includes, e.g., outlier removal, normalization and handling missing values.
In this section we first discuss shortly the different categories of algorithms after
which we discuss technical details about the preprocessor component of Fig. 1.

4.1 Preprocessing Algorithms

Outlier Removal. According to [19], an outlier is defined as a point that lies
very far from the mean of the corresponding variable. This kind of points of-
ten correspond to erroneous measurements and can be removed from futher
analysis. The simplest way to remove outliers is to assume that data is normally
distributed and use hypothesis testing techniques to recognize the outliers. How-
ever, in general this method has been found not to be very robust.

In the context of time series data, the commonly used methods originate
from signal processing. These methods include various filtering methods, such
as mean and median filtering and wavelet denoising [20]. Also Bayesian methods
have been developed for the task, but their effectiveness depends heavily on how
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well the used model family fits the data. For a more thorough overview of the
different approaches we refer to Quinn and Tesar [20].

Normalization. Normalization is a technique which transforms a set of features
to a similar range. Typically normalization is achieved by first estimating the
mean x and the variance σ2 of the data points xi using the well-known Equations

x =
1
N

N∑

i=1

xi and σ2 =
1

N − 1

N∑

i=1

(xi − xi)2 , (1)

where N is the number of data points. Secondly, the original values are trans-
formed using

zik =
xik − xk

σk
. (2)

The motivation for this procedure is that according to laws of probability theory,
the resulting random variable zik is approximately normally distributed with a
mean value of 0 and a variance of 1. Thus, all the values will have identical
mean and variance. If only the mean is subtracted (no division), the procedure
is called centering.

A special case of normalization is scaling, which attempts to reduce the values
to a predefined interval (typically either [−1, 1] or [0, 1]). A widely used scaling
technique is sigmoid scaling, which squashes all values to the interval [0, 1] using
a non-linear transformation

zik =
1

1 + exp(−xik)
(3)

on the original variables. A further refinement is data transformation which,
instead of trying to force the values to a predefined interval, simply uses some
function g(·) on the data points. A common transformation is the logarithmic
(scaling) function, which transforms the original variables to a logarithmic scale.
The reason why this is commonly used is that the logarithm has certain nice
mathematical properties and because small differences are easier to spot on a
logarithmic scale.

Handling Missing Values. The most complicated task of preprocessing is
how to handle missing values. Unfortunately, most of the techniques are rather
heuristically motivated. However, some authors have also developed methods
that attempt to discover statistical properties of the underlying distribution of
data and infer likely figures for the missing values. A thorough discussion about
the different methods can be found for instance in Hand et al. [21].

4.2 Preprocessor Component

As described in Subsection 3.4, the internal implementation of a Preprocessor
component contains a Controller, Authenticator and an Obfuscator. In addition,
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Fig. 2. The processing phases of an intelligent agent

several Preprocessing Algorithm components can attach themselves to the Con-
troller of the preprocessor and thus the internal structure of the preprocessor is
similar to that of the context source.

An important issue which often complicates the implementation of reusable
context reasoning mechanisms is that the representation of data often varies
across different domains. In addition, the nature of the data and the way it is
handled usually vary, depending on the practical implementation. The architec-
ture copes with the situation by requiring that each preprocessor supports a
specific representation which is described in terms of a meta model. The meta
model also defines the way data is fed to the preprocessing algorithms. To this
end, the preprocessing algorithms are components that encapsulate a specific al-
gorithm for data preprocessing, e.g. one of those mentioned earlier. Furthermore,
the algorithms are required to implement a common interface which determines
the way in which the data is represented. However, as the framework allows to
use various preprocessors, there can also be different interfaces for the different
preprocessors and thus for the algorithms.

5 The Overall Framework

In Section 3 we defined an agent as an entity which perceives its environment and
acts on its changes through actuators. Thus far we have discussed in detail only
the sensing mechanisms and preprocessing. Preprocessing is an intermediate step
that takes place before the state of the environment is recognized and decisions
are made. Due to page constraints, detailed descriptions about the other phases
are out of the scope for the paper, but a short description of each remaining
phase is given in this section.

In our setting, the recognition phase of the agent corresponds to interpreting
the context of the user, i.e. giving semantically flavored higher-level descriptions
about the situation of a user. Also this phase includes several subtasks such as
feature extraction, feature (subset) selection, aggregation and classification. In
our overall framework these tasks are implemented using entities which are called
Context Providers. The internal structure of the components inside a Context
Provider is basically very similar to what we have described here. However,
the differences arise from the actual reasoning tasks that are performed, the
representation of data after each phase and the chaining of the different reasoning
tasks, i.e. the order in which they are performed.
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In the decision making phase, the goal is to select which actions to perform
in the recognized context. Depending on the used applications framework, the
decision making phase can be implemented as part of the actual applications
and services, or a separate personalization engine can be used. In either case the
goal is to determine the most suitable actions to perform in a particular context.
These actions include, e.g., the adaptation of a multi-modal user interface and
the proactive launch of services.

Finally, the acting phase of the agent is realized by the applications that mod-
ify their behavior, based on the actions selected in the decision making phase.
Thus in our setting the sensors used to gather data are the sensing mechanism of
the agent and the personalized applications and services are the actuators of the
agent. Since all these phases of the overall context-reasoning process are covered,
we can see that the intelligent agent paradigm provides a suitable framework for
implementing intelligent context-aware systems.

6 Conclusions and Future Work

In this paper we have shown the suitability of the intelligent agent paradigm for
implementing intelligent context-aware systems. Furthermore, we have focused
on a specific part of the overall architecture, which supports distributed prepro-
cessing in ubiquitous environments. In addition, we have also included details
about the sensing mechanisms of the agents.

While the interface definition is not yet finalized, a first, non-distributed
version of this approach has been implemented, in order to verify the presented
approach. Current work concentrates on the refinement of the different interfaces,
as well as on the implementation of the presented structures in such a way that
they can provide the framework for a distributed system.
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Abstract. Intention modelling in self-interested and adversarial communities of
agents is a challenging issue. This contribution discusses the role of modelling
and meta-reasoning in intention modelling. The formal model of deductive and
inductive meta-reasoning is presented and supported by experimental implemen-
tations. This research has been motivated by the problem of intention detection in
semi-collaborative multi-agent system for OOTW (Operation Other Than War).

1 Introduction

This paper presents a specific technology based on meta-agents and meta-reasoning for
detecting agents private and semi-private knowledge, intentions and future
commitments.

1.1 Domain Settings

This research has been motivated by a specific domain of the war avoidance opera-
tions such as peace-keeping, peace-enforcing, non-combat evacuation or disaster relief
operations. Unlike in classical war operations, where the technology of decision making
is strictly hierarchical, operations other than war (OOTW) are very likely to be based
on cooperation of a number of different, quasi-volunteered, vaguely organized groups of
people, non-governmental organizations (NGO’s), institutions providing humanitarian
aid, but also army troops and official governmental initiatives.

Collaborative, unlike hierarchical, approach to operation planning allows greater
deal of flexibility and dynamics in grouping optimal parties playing an active role in
the operation. New entities shall be free to join autonomously and involve themselves
in planning with respect to their capabilities. Therefore any organization framework
must be essentially ”open”. OOTW have, according to [1], multiple perspective on plan
evaluation as there does not need to be one shared goal or a single metrics of the op-
eration (such as political, economical, humanitarian). From the same reason, the goals
of entities involved in a possible coalition may be in conflict. Even if the community
members share the same goal, it can be easily misunderstood due to different cultural
backgrounds.

The main reason why we can hardly plan operations involving different NGO’s by
a central authority results from their reluctance to provide information about their
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intentions, goals and resources. Consequently, besides difficulties related to planning
and negotiation we have to face the problems how to assure sharing the detailed infor-
mation. Many institutions will be ready to share resources and information within some
well specified community, whereas they will refuse to register their full capabilities and
plans with a central planning system and to follow centralized commands. They may
agree to participate in executing a plan, in forming of which they played an active role.
In our interpretation, an agent is a complex, organized entity (representing a NGO, hu-
manitarian organization, army troop, etc.) playing an active role in the OOTW planning.
A multi-agent system consists of a number of agents that group themselves in various,
temporary coalitions (each solving a specific mission/part of the mission).

1.2 CPlanT

Within a specific AFOR research effort [2] there has been suggested a concept of a
multi-agent system (we will refer to the system as CPlanT) that allows NGO actors
to plan collaboration patterns autonomously, without any need to share their sensitive
information centrally.

In CPlant, the key idea is based on structuring the agent community into alliances -
sets of agents that agreed to share some of their private information and to cooperate
eventually. Agents within a single alliance share social knowledge, that is stored in the
acquaintance models [2] of the individual agents. As a result of a humanitarian conflict,
the agents are trying to form a coalition that will fulfill the specific mission. Forming of
alliances and coalitions is driven by agents private and semi-private knowledge. Agents
are motivated to prevent disclosure of this knowledge. Our motivation was to disclose
and detect the agents private and semi-private knowledge.

2 Decision Making in CPlanT

We will work with two key cooperation structures that will be explained below: alliance
and coalitions.

Agents can create a coalition – χ(m), a set of agents, which agreed to cooperate on a
single, well-specified mission – m. The coalition is temporary and dissolves upon com-
pletion of the mission. When forming a coalition agents need to propose collaboration,
bid, and negotiate. During these activities substantial part of agents private knowledge
discloses.

In order to optimize the amount of the disclosed private knowledge and to create
an acceptably good coalition in a reasonable time, the community of object agents is
partitioned into several disjoint groups called alliances – λ. All agents in an alliance
agree to cooperate together, even if they can refuse to participate in a coalition allocated
for a given mission.

In an ideal case, the alliance members solve the requested mission exclusively within
the alliance. In cases when this is not possible, they need to subcontract part of the mis-
sion to alliance nonmembers (members of different alliances). All participating agents
are still members of the coalition. Within the report we will refer the concept of team
when we partition the coalition according to alliance membership. The coalition mem-
bers from one alliance are regarded as members of the same team.
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Agents’ knowledge has been classified as (i)

– private – Kpr(A), the piece of knowledge that is not accessible to any other agent
– public – Kp(A), knowledge that is widely accessible to all agents and
– semi-private – Ks(A), knowledge accessible reciprocally to alliance members only.

For formal definition of these classes of knowledge see [2]. This concept is very
closely related to the concept of agent’s neighborhood [3].

2.1 Forming a Coalition

In the CPlanT coalition planning system, the agents try to collaboratively form coalition
that will work together on a specific mission. The mission specifies properties of a re-
quested humanitarian operation in terms of a type of an operation (e.g. natural disaster,
conflict, ...), severity, location, and primarily a list of requested services (food provision,
shelters provision, ...).

m = 〈id, type, degree, location, {τi}〉 (1)

For the mission – m to be accomplished the corresponding services – {τ} need to be
implemented. The coalition is thus a collection of agents who commit themselves to
participation in the mission by providing the requested services.

Once there is a request for mission operation, not all agents in the community are
asked to form coalitions. Relevant agents subscribe the scenario map for notification
about disasters and respective missions. Those agents, given the estimates of available
resources of peer alliance members, construct coalition proposal – χ∗(m). The coali-
tion proposal consist of the list of possible coalition members, the overall objective
function of the coalition (e.g. price, delivery date, ...) and the list of required services
that cannot be provided from within the alliance.

χ∗(m) = {Ai}, (2)

where an agent Ai is expected to provide a service τi of the mission m. Here we as-
sume that a service is non-decomposable and can be implemented exclusively by a sin-
gular agent. Let us consider functions leader(χ∗(m)), price(χ∗(m)), due(χ∗(m)) and
to do(χ∗(m)) for giving properties of the proposal. These properties give an objective
function that optimizes the coalition proposal selection process.

After the coalition proposal is specified the members of χ∗(m) enter a rather com-
plicated negotiation process (within and outside the alliance that the coalition leader is
a member of) in order to fix a joint commitment that will ultimately form the coalition
χ(m). The coalition that will cover a specific mission is constricted in three steps:

1. Coalition Leader Selection. Subscribed agents then inform each other about ob-
jective function of their proposals (a function of price(χ∗(m)), due(χ∗(m)) and
(|to do(χ∗(m))|) and compete one another. Under an assumption that the agents
are true telling, they allocate (using a simple bidding strategy) a coalition leader –
an agent who covers the most within its own alliance (the most preferred criterion)
and with the shortest delivery time. In our experiment we have allowed only a lim-
ited number of agents to be subscribed for a single location in the map. As the
bidding strategy is based on broadcasting we cannot easily scale this solution for
higher number of agents.
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2. In-alliance Coalition Formation. The coalition leader tries to form a part of the
coalition from his alliance members. Given the knowledge about the peer alliance
members, the coalition leader directly requests the agents for (i) participating in a
mission that will take place in specific place and will be coordinated by the specific
coalition leader and (ii) providing the required resources. While the coalition leader
knows about resources availability, it is not aware of agents’ private knowledge that
may restrict it to work under certain agents’ leadership (eg. army unit) or a specific
place (e.g. place with major population of muslims).

3. Inter-alliance Coalition Formation. Coalition leader tries to subcontract – using
the contract net protocol – other agents to contribute by services to the remaining
requested services. In order to lower down the communication burden we will not
want the coalition leader to do complete broadcasting. Instead only one member
of each alliance (for simplicity we will refer in this report to this agent as a team-
leader) is asked for the resources on behalf of the entire alliance. Team leader pro-
vides the coalition leader with a suggested service provider(s). Upon an approval
from the coalition leader, the team leader is asked to request the resources from the
suggested provider(s) in the same manner as above.

2.2 Goals of Meta-reasoning

When re-constructing agents decision-making models we are interested in (i) how a
coalition proposal can be created and (ii) how the actual coalition can be negotiated.
Therefore, we have to monitor and reason about a coalition formation process (forming
χ∗(m), answering a question of a type ’what-coalition-will-be-proposed?’) and find out
whether agents will eventually provide requested services (forming χ(m), answering a
question of a type ’what-coalition-will-the-agents-finally-approve?’).

Semiprivate Knowledge: The coalition formation process is given by negotiation ca-
pabilities of the coalition leader (that takes care for what can be provided from within
the alliance) and team leaders (who suggest service providers form outside of the al-
liance). In order to understand coalition/team leader decision making (how χ∗(m) can
be constructed) we need to acquire knowledge that the coalition leader knows about
the resources of the other agents. Provided that the meta-agent can access the copies of
agent messages, this task is easy, as this information is maintained by means of the inter-
alliance communication. Given the accessible semi-private knowledge the meta-agent
can reconstruct easily the phase 1 (Coalition Leader Selection) and phase 2 (In-alliance
Coalition Formation) of the coalition formation process.

Private Knowledge: For understanding the decision model of an alliance member
(how we can arrive from χ∗(m) to χ(m), in other words to know whether the agent
will provide the requested services) we need to identify its private knowledge that spec-
ifies primarily agents collaboration preferences and restrictions. This piece of knowl-
edge cannot be simply re-constructed from the communication exchange. It need to be
identified by the deductive or inductive meta-reasoning process.

Let us assume that we work with a multi-agent system where agents communi-
cate using FIPA-like communication protocols. Detecting agents’ private knowledge
is based on observation of the REQUEST interaction protocol. An agent replies to a
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request message by an accept message if it agrees to provide the requested ser-
vices for the mission while it replies with a refuse message if he does not like to be
part of the proposed coalition.

3 Meta-reasoning and Meta-agents

We refer to meta-reasoning as an agent’s capability to reason about the knowledge,
mental states and reasoning processes of other members of the multi-agent community.
We will refer to object agents which are subject of another agent’s meta-reasoning
process. We will refer to meta-agent as to any agent with the meta-reasoning ability.

There are different classes of meta-reasoning tasks we may need to solve in multi-
agent system. In the case of collaborative environment the object agents are aware
of being monitored, which is what they agree with and support. In non-collaborative
environment the object-agents do not want to be monitored and do not support the meta-
reasoning process. While in the former case the meta-agent may work with e.g. copies
of communicated messages, in the latter case more speculative techniques need to be
used (e.g. intruding agents [4]), monitoring the environment [5]).

Very often there is only one meta-agent that monitors the entire community. Alterna-
tively we may have a team of meta-agents that monitor different group of agents (e.g.
defined geographically), monitor the community behavior at different times, or moni-
tor different aspect of agent’s functionality. An appropriate mechanisms for knowledge
fusion [6] need to be designed.

Even more complicated meta-reasoning process need to be designed if it is expected
to be part of the object agent’s reasoning. The algorithms need to be (i) light-weight
so that they do not slow down the primary operation of the object agents and (ii) open
to reasoning about mainly the community of agents where the meta-agent is a part of.

4 Abstract Meta-agent Architecture

The central point of the meta-agent’s operation is maintenance and exploitation of the
model of the community. This model has to be expressed in an appropriate language
of adequate granularity. As any other high-level knowledge structure, the model can be
represented implicitly, (e.g. piece of procedural program, characteristic function or set
of rules) or explicitly, as a logical theory that consists of the true facts that the meta-
agent knows about the object agents. In this work, we suppose that the behavior of
agents is monotone, i.e. it does not change over the time. The model can be treated in
two possible ways. It can be either maintained by

– deductive reasoning that maintains the model containing only formulae that logi-
cally follow from the monitored information (e.g. the model will be consistent with
future possible events), or

– inductive reasoning techniques that may produce an approximative model that
includes e.g. generalization formulae, that may prove to be in conflict with a future
possible event.
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The former type of reasoning produces an exact and ’safe’ model of the community.
The latter type of reasoning may provide more information while it can misclassify. In
the following section we will be explaining the concept of deductive meta-reasoning
using explicit representation.

4.1 Community Model

Our meta-agent works with the typed 1st order language with one of the types corre-
sponding to agents. We say that a formula φ refers to an agent A if φ contains a predi-
cate with an argument A. Any formula φ which refers to the agent A and which is true
(from the point of view of the meta-agent) is our approximation of the meta-agent’s be-
lief about A - this property will be abbreviated βA(ϕ) in the rest of the paper. Similarly,
if θ is a set of agents, let βθ(ϕ) mean that φ is true and it refers to some agents from θ.
All true formulas referring to any subset of the agents’ community are denoted as belief
formulas in our context. Obviously, the explicit model of the community maintained by
the meta-agent Am will be defined as a collection of such a belief-formulae:

m(µ+(Am)) =
{
ϕ| ∃ θ ⊆ µ+(Am) : βθ(ϕ)

}
, (3)

where µ+(Am) specifies the set of object-agents (defined in [7]).
Generally we have three basic types of belief formulae in the explicit model of the

community. For any reasonable manipulation with the model we need to specify the
relevant default properties of the object-level community. We will assume default prop-
erties to be always true and to be known to all agents before any event in the community
happens. Let us call these formulae background-belief-formulae and denote them by
the predicate gb(ϕ). The meta-agent Am is expected to store all these formulae in the
knowledge structure referred to as the background-belief-base – gbb, formally:

∀ϕ : gb(ϕ) ⇔ ϕ ∈ gbb. (4)

In the machine learning domain this knowledge is often referred to as the back-
ground knowledge. In the most transparent case, this is a theory in first order logic.

Besides, we have facts that were acquired by the meta-agent monitoring capabilities
and they very often correspond to the events that happened in the community. Such a
fact is referred to as a event-belief-formulae. Let us denote such a formula that repre-
sents an event happening in the time t by the predicate ebt(ϕ) stored in meta-agent’s
event-belief-base – ebbt(µ+(Am)), formally:

ebbt(µ
+(Am)) = {ϕ|∃ti ≤ t : ebti(ϕ)} (5)

In the following text, we will denote evnt a formula ϕ such a ebt(ϕ).
Finally we have the assumed-belief-formulae (denoted as abt(ϕ) that are prod-

ucts of the meta-reasoning process facts that happened in the community. In the same
way, these are stored in the meta-agent assumed-belief-base – abbt(µ+(Am)), that is
formalized similarly to equation 5.

Using the explicit representation we will want at any time instance the meta-agent’s
model of the object level community to consist of these three knowledge structures:

mt(µ
+(Am)) = gbb ∪ ebbt(µ

+(Am)) ∪ abbt(µ
+(Am)). (6)
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The meta-reasoning process in multi-agent system is built upon three mutually in-
terconnected computational processes (figure 1):

1. monitoring – process that makes sure that the meta-agent knows the most it can
get from monitoring the community of object agents. This process builds the base
of the m – model of the community and implements the introspective integrity (in
the sense of [8]).

2. reasoning – this process manipulates the model of the community so that true facts
(other than monitored) may be revealed. Within the reasoning phase, the meta-agent
tries to maintain validity of the model.

3. community revision – a mechanism for influencing operation of the object agents’
community. In this phase, the meta-agent may also affect the operation of the com-
munity in order to improve the meta-reasoning process.

Fig. 1. Meta-Reasoning Architecture – A Process View

This architecture resembles similarities to the information fusion architecture [6]
that has been developed within the support of AFRL. Monitoring corresponds to the
level 1: object identification. The relevant data that can be acquired from the commu-
nity shall be acquired first. The reasoning process implements levels 2 of the fusion
architectures – situation awareness. The concept of meta-reasoning integrates various
reasoning strategies that may be used, besides situation awareness for the aspects of the
level 3 of the fusion architectures – intent modelling. The concept of revision phase is
an analogy to the level 4 of the information fusion architecture – process refinement. In
this phase we want to update or completely change the behavior of the agents according
to the relevant findings of the reasoning process.

The meta-reasoning operation can be carried out in three different phases:

– inittime: initialization time when the meta-agent starts to reason about the system
before it receives any event from the community,

– revisetime: the instance of the time when an event in the community happens and
the community model is automatically revised and

– inspecttime: when the user (or other agent possibly) queries the model in order to
find out about truthfulness of the goal hypotheses.
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Balancing the amount of computational load in the revisetime and the inspecttime
is really crucial. The proper design depends on the required meta-reasoning functional-
ity. While for visualization and intrusion detection the most of computation is required
in the revisetime, for explanation, simulation and prediction an important part of com-
putational processes will be carried out in the inspecttime (for details see [7]).

4.2 Community Model Revision

Let us introduce the community model revision operator – 
, that is carried out in
the revisetime exclusively. The community model revision represents the change of the
model mt in the time t with respect to the new formula evnt that describes an event in
the object-level community θ (we assume that θ = µ+(Am)):

mt(θ) 
 evnt → mt+1(θ) (7)

There are different types of events that initiate the community model revision pro-
cess in the revisetime. We talk primarily about initiating a contract-net-protocol, team
allocation request, accepting or rejection of the team allocation request, informing about
actual resources, etc.

In the case of deductive meta-reasoning, we may distinguish between two marginal
effects of the community revision operation – 
max and 
min as follows:

mt(θ) 
max evnt = {ϕ|mt(θ) ∪ {evnt} � ϕ} (8)

mt(θ) 
min evnt = mt(θ) ∪ {evnt}, (9)

where ϕ is a formula.
The 
max operator revises the model so that it contains all possible true facts that

logically follow from the original model – mt(θ) combined with the new event – evnt.
The 
min operator only appends the new formula to the model. In many cases, the 
max

operator is hard to achieve as the resulting model may be infinite – we introduce such
a model as an abstract marginal concept. The model that results from the 
min model
revision is be always a subset of the model constructed by 
max operator.

When designing the community model revision process, we seek such an operation

 that

mt(θ) 
max evnt ⊇ mt(θ) 
 evnt ⊇ mt(θ) 
min evnt (10)

The closer our operation gets to 
min the faster is the model revision process and
more complex should be the computational process in the inspecttime. The closer we
are to 
max the easier should be the query process while the revision process is getting
really complex.

The background belief base gbb does not change in the time. Only the ebbt(θ)
changes if the community revision operator 
min is used, while both ebbt(θ) and
abbt(θ) change in the time if another community revision operator is used.

4.3 Community Model Inspection

During the inspecttime (in any time t), the computational process of community model
inspection provides the user (or other agent) the reply for a queried question. We in-
troduce an operator � for model inspection, which confirms the goal formula goalt if
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it is provable from the theory mt(θ), refutes the goal if ¬goalt can be proved. If the
considered goal formula contains existentially quantified variables, the reply can also
contain appropriate candidates for possible substitution.

In the case of deductive meta-reasoning, the minimal version of community model
inspection process corresponds directly to checking occurrence of the goal formula
within the model. The relevant formula can be retrieved from the model with no further
reasoning.

mt(θ) �min goal →

⎧
⎪⎨

⎪⎩

yes if goal ∈ mt(θ),
no if ¬goal ∈ mt(θ),
unsure otherwise.

(11)

In order to be able to use the minimal version of the model inspection in the in-
specttime, we need the maximal (or close to maximal) model revision (
max) in the
revisetime of the meta-reasoning life-cycle.

If the reasoning triggered by the event (in revisetime) has not produced the queried
formula, the inspection process will be a more complex operation than simply parsing
the existing model. The meta-agent is expected to employ reasoning in order to find out
whether the requested goal formula logically follows from the model:

mt(θ) � goal →

⎧
⎪⎨

⎪⎩

yes if mt(θ) � goal

no if mt(θ) � ¬goal
unsure otherwise.

(12)

4.4 Properties of the Model

The agents in the community can be represented not only as a collection of logical
facts but also by an abstract decision making algorithm ψA which specifies how an
agent will react to requests. Therefore, the model can be represented by an appropriate
approximation ψ∗

A of the object agent’s decision algorithm ψA .
The problem of revealing ψ∗

A can be transformed to the problem of learning un-
known function, e.g. in the words of machine learning. Every event evnt is decomposed
into a pair containing the request for specific service τt and object agent’s reaction:
evnt = [τt, ψ(τt)], where τt also specifies question that can be answered by learned
ψ∗

A algorithm. Therefore, we use the history of all prior events stored in the event belief
base as a training set. It is stored in the following format:

ebbt = {[τi, ψ(τi)]}0≤i≤t (13)

The ebbt event belief base and gbb background belief base are stored in constructed
model mt.

Model Decomposability. Let the community model be defined as in eqn. 3. Suppose,
that it is possible to decompose the model m(θ) of the community θ to the models of
individual agents Ai ∈ θ. We say that such model is decomposable:

m(θ) =
⋃

Ai∈θ

m({Ai}), (14)
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where m(Ai) denotes a meta-reasoning model of the singular agent Ai. If such a de-
composition is not possible, we call the model undecomposable. This is the case of
emergent behavior – collective behavior of agents that can not be intentionally initiated
by a single agent. In both cases, the models contain the same information, but every
type is suited to a different task of meta-reasoning.

Model Revision Operators. We shall distinguish between two basic types of model
updating: 
T and 
G. The 
T is implementing deductive meta-reasoning, i.e. it tries to
generate all true facts about the object-level community and stores them in the model
mT(θ). Then, when the goal formula is asked, the � operator tries to find out whether
this formula or its negation is implied by the mT(θ) model. The 
G tries to find out
more general rule which distinguishes positive and negative events, i.e. it implements
inductive meta-reasoning. This rule is then evaluated for a given goal when the �
operator is used. This rule can be found out by e.g. a machine learning algorithm.

In this work, the 
T operator is represented by the resolution principle and the 
G

operator is implemented using inductive logic programming. The version space algo-
rithm creates hypotheses in the form of mG(θ), but by working with all possible hy-
potheses it creates mT(θ) model.

5 Meta-reasoning Implementation

Three different meta-reasoning methods have been implemented:

Theorem Proving: Deductive meta-reasoning has been implemented by the resolution
principle [9]. All the logical formulae, that describe the model mAR

t , are supposed to be
encoded as a conjunction of clauses, where each is a disjunction of literals – CNF (con-
junctive normal form). The explicitly represented model is divided at all times into two
mmin

t (θ) and mS
t (θ). The former part of the model is maintained using the 
min while

the latter is maintained by 
max. We have used the shortening strategy [4] for imple-
menting 
max. This strategy generates a new clause only if the length of the new clause
(here the length equals to the number of the symbols in the clause) is smaller than one
of its parents clauses. Forward and backward subsumption techniques [10] are included
within the community revision process. We will refer to this process as 
n operator,
where n determines the amount of clauses in the initial model maintained by the op-
eration 
max. The n paraments of the 
n abstractly characterize the completeness of
revised model, and manipulates computational resources requirements in the revisetime
and inspecttime respectively.

Version Space: One of the biggest problems in implementation of the explicit models
is the representation of all created facts with a possibility to search trough them quickly,
because the space of all facts logically following from the events could be large and even
infinite. One possible solution is to work only with the implicit representation – repre-
sentation of hypotheses about the object agent’s decision making algorithm. Therefore,
we are faced with an inverse task to the agent’s decision making process described
above (section 4.4): Assuming the knowledge of gbb, identify ψA by observing agent
A’s decisions. An inductive meta-reasoning have been implemented by the version
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Fig. 2. Success of Prediction

space algorithm. During the community model revision phase (revisetime), we can cre-
ate hypotheses ψ∗

A about the agent’s A decision making algorithm ψA . A good way to
manipulate the space of hypotheses is provided by a version space algorithm (VS) [11],
where all consistent hypotheses are represented by two sets containing the most general
and the most specific hypotheses.

Inductive Logic Programming: Implementation of inductive meta-reasoning can be
also accomplished by means of an ILP system [12], whose input is actual object agent’s
model mILP

t in the time t: mILP
t = gbb∪ebbt. The event belief base ebbt contains history

of A’s decisions up to the instant t. Each item in the history is a pair [τt, ψ(τt)]. The
output of the ILP algorithm is then a hypothesis ψ∗

A , which approximates the unknown
correct ψA . Once, we have the hypothesis ψ∗

A , we can use it to predict A’s decision
during model inspection. The hypothesis is expressed in the programming language
Prolog. In our implementation the community inspection phase has been implemented
by 
min. Before the mILP

t can reply given query, it is necessary to induce a hypothesis
ψ∗

A . This is done in the in the inspecttime. The induced hypothesis ψ∗
A is used to answer

the query goalt by performing a resolution operation.

6 Experiments

By observing the inter-agent communication, the meta-agent was employed to iden-
tify agent’s private knowledge (e.g. never work with partners form the specific coun-
try, always prefer coalitions under governmental coordination, etc.). A large number of
experiments has been performed in order to verify used technologies, algorithms and
proposed improvements.

A training set of the specific missions has been defined and sent to the CPlanT multi-
agent system. The meta-agent tried to predict whether the object agent will accept or
refuse a possible team allocation request.

See the graph in Figure 2 for studying how well the meta-reasoning methods per-
formed at the time of learning. The y axis specifies the number of events predicted suc-
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cessfully. The complement to these numbers says how many times the method replied
unsure. The exception is the ILP method, that gave also 3 % of incorrect prediction
(i.e. replied yes instead of no or otherwise). The x axis gives the number of events that
happened in the community (and the size of training set). ILP meta-reasoning opera-
tors outperform the classical theorem proving technique and version space algorithm.
An interesting observation is that VS operates well with small number data – up to
60 events, and with time if performs much worse than ILP. Resolution based meta-
reasoning operator does not perform very well with small number of data while with
about 140 events it provides good performance.

The following table illustrates an average behavior of the meta-reasoning methods
after the learning phase.

Resolution Version Space ILP
54 % 54 % 79 %

The inductive logic programming method seems to reach the best results due to the
ability to generalize knowledge via the induction operation. On the other hand there
ILP gave several incorrect predictions. There are no incorrect predictions if we use
the automated reasoning method based on the deduction operation. The version space
method does not generate incorrect predictions although the induction operation is used
here, because it stores all possible hypothesis consistent with the previous events. The
results of the automated reasoning (without the support of the reasoning simulation) and
version space methods are similar. The version space method uses the same background
knowledge as the automated reasoning method. While the automated reasoning method
uses background knowledge in explicit form, version space method uses background
knowledge in implicit form (see section 4).

6.1 Model Revision Operators

Using automated reasoning as meta-reasoning method we can implement full scale of

 model revision operators as defined in equation 10. We will denote them as 
n,
where N indicates the number of ground belief formulae (from total of 249 formulae)
in revisetime used to deduce all relevant consequences of new event evnt. The choice of
ground belief formulae is driven by a threshold of complexity – this process is described
in details in [4]. There you can also find how we choose the relevant consequences in
our domain. Having the scale of 
n operators we can choose the best one for our meta-
agent. Generally, it holds that the more queries come per one event the closer should
be the chosen 
n operator to 
max, and vice versa. Because more complex process in
revisetime can reduce the time response in inspecttime.

In this experiment, we have compared following revision operators: 
min, 
7, 
73,

90, 
235. The following table shows the number of generated clauses in the revisetime
and in the inspecttime. This experiment shows that the choice of revision operator 
n

can significantly reduce the process in inspecttime. But in the case, that the model
contains large number of formulae, inspecttime can be negatively affected by searching
and maintaining this model.
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Model Generated Clauses
Revision Model Model
Operator Revision Inspection

min 0 119498

7 451 96451

73 655 74927

90 821 74864

235 1553 12183

7 Analysis

As has been shown, all chosen methods can be used to support meta-reasoning in our
domain. In this section, we will try to generalize our results and experiences gained
during our research.

Uncertainty of Predictions. Generally, when we do not necessarily need correct replies
and we prefer a prediction that is only expected to be good, we can use meta-agent using
ILP that gave the best results even if, in several cases, the reply was incorrect. Other-
wise, if the correctness of the prediction is a must, we can use either theorem proving
or version space algorithm.

Background Knowledge. The choice of the appropriate meta-reasoning method de-
pends also on the completeness of the background knowledge. For version space algo-
rithm, it’s almost necessary to know the whole background knowledge. When we use
theorem proving methods, we get only replies logically following given knowledge,
therefore all replies keep correct even if we reduce the completeness of background
knowledge. ILP seems to be the less dependent on the background knowledge. This
method need only minimal amount of background knowledge but the more knowledge
is specified the more replies should be correct.

Scalability. With increasing complexity of the background knowledge and event be-
lief formulae we can face several problems. Theorem proving methods can run out of
computational resources and the method will more often reply unsure. The model in
version space can reach memory resources limits. Time complexity of the model in-
spection phase will be also partially affected, but it should not be serious. The ILP
method can be affected mainly during the model construction, while the time necessary
for model inspection should be also partially affected only.

Meta-reasoning on Object-Agent Level. To be able to carry out the meta-reasoning
process within every agent, we need to have some kind of light-weight meta-reasoning
that will not very much affect efficiency of the agent primary decision making. The
theorem proving method does not seem to be very appropriate due to its computational
resources (time especially) requirements. Both ILP and version space algorithm can be
used in this case. ILP can be further made light-weight by reduction of background
theory.

There is another important requirement on such a meta-reasoning method – it should
support agent’s reflection, because a meta-agent using it has to reason about himself and
his impact on the community.
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Modalities of Object-Agent Level. Even though very simple behavior can be mod-
elled by first order predicate logic (FOPL), in realistic scenarios the model needs to
be extended by several types of modalities. The possibility of adding such modalities is
explored mainly in automated reasoning domain: modal logics [?], dynamic logics [14],
temporal logics [15]. While the theoretical background of these systems is well inves-
tigated, they have not been much used because of the complexity of prove searching
process.

8 Conclusions

In this article, we have presented a formal model of the meta-agent and showed how
three different AI methods are appropriate for the meta-reasoning process. Experiments
showed that the ILP-based meta-reasoning combines advantages of both inductive and
deductive reasoning.

Current meta-reasoning agent is based on several assumptions that are not met in
many real domains. Firstly, the meta-agent has been asked to answer yes-no questions.
But we might be interested in predicting a value from a more complex domain, e.g.
real value function. In some cases, several different replies can be correct. Indeed, one
can be more appropriate than the other, therefore we need some method to evaluate
them and to choose the best one. We also intend to investigate possibilities how to im-
portee the whole of the meta-reasoning process, e.g. by cooperation of different meta-
reasoning methods. Quality of meta-reasoning (success rate) can be also increased by
using e.g. default behavior (i.e. how the most of agents behave in similar situation). A
lot of domains contains agents adapting their behavior over the time, reasoning about
such agents should use e.g. truth maintenance system to overcome the conflicts in ob-
ject agent’s behavior. At the same time the language for meta-reasoning need to be
extended by model operators (e.g. agent belief) for this purpose. Besides pure meta-
reasoning we plan also to generalize the monitoring process. In current version it relies
on sniffed messages only but we could use other accessible information sources based
e.g. monitoring the environment.
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Abstract. Meta-learning system for KDD is an open and evolving platform for 
efficient testing and intelligent recommendation of data mining process. Meta-
learning is adopted to automate the selection and arrangement of algorithms in 
the mining process of a given application. Execution engine is the kernel of the 
system to provide mining strategies and services. An extensible architecture is 
presented for this engine based on mature multi-agent environment, which 
connects different computing hosts to support intensive computing and complex 
process control distributedly. Reuse of existing KDD algorithms is achieved by 
encapsulating them into agents. We also define a data mining workflow as the 
input of our engine and detail the coordination process of various agents to 
process it. To take full advantage of the distributed computing resources, an 
execution tree and a load balance model are designed too. 

Keywords: execution engine, meta-learning, data mining workflow, multi-
agent environment. 

1   Introduction 

Current data mining tools contain a plethora of algorithms, but lack the guidelines to 
appropriately select and arrange these algorithms according to the nature of the 
problem under analysis [1]. Thus, the data mining process (similar with KDD 
process) works either in a trial-and-error style or under the guidance of experts, and is 
largely an art rather than a science or system engineering. However, as data mining 
techniques have successfully walked out of the research laboratories the non-expert 
users call for more powerful data mining systems, which provide not only all kinds of 
algorithms, but also the best strategy to select and arrange algorithms for a given 
application. To address this problem, a number of researchers have suggested that 
meta-learning be introduced [1]. 

Meta-learning studies how a learning system can increase accuracy and efficiency 
through accumulating experience on the performance of multiple applications; the 
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goal is to make the system flexible according to the domain or task under study [2]. In 
this paper, the meta-learning system for KDD means an open and evolving platform 
for efficient testing and effective recommendation of data mining process. 

Such meta-learning system can offer services in four different levels. The higher 
the service level is, the more meta-knowledge it uses, the less computation it 
performs, and the more intelligent it works. The lowest level is exhaustive search, 
which tests all the mining plans in a batch mode and uses multi-criteria to rank the 
algorithms [3, 4]. The following level is selective and heuristic search, testing only 
some prospective algorithms, which may obtain better results. In these two levels, 
search is limited in the user-specified data mining plan, which is a great burden to 
end-users and may inevitably introduce personal biases to this impersonal process. In 
the third level, the meta-learning system can interactively and neutrally guide end-
users to generate the mining plan according to specific applications and then test it. 
As for the last level, the ultimate goal is the thorough automation of the generation of 
the appropriate mining scheme for each real-world application. The meta-knowledge 
used in these services can be gained from ML/DM research of past theoretical and 
comparative study, and more importantly, through the use of inductive meta-learning 
on the cumulative meta-data of testing results. The update and augmentation of the 
meta-knowledge in such meta-learning system for KDD make it adaptive and 
evolving. 

The central part of such a system should be a powerful execution engine, which 
supports all kinds of data mining algorithms, complex process control and efficient 
task assignment to test the mining plan as fast as possible. We organize this paper as 
follows. Section 2 presents the central position of execution engine in meta-learning 
system and articulates the reasons to implement it in multi-agent (MA) environment. 
Section 3 proposes the architecture of this engine and the features of its main 
components. Section 4 defines a multi-phase pipeline workflow to model the data 
mining process, and gives an execution tree as a simplified representative input of the 
engine to depict its executive semantics. Section 5 details the execution process of 
such a workflow, especially the cooperation and coordination of various agents in the 
MA environment. Related works are introduced with conclusions and future works in 
Section 6. 

2   Execution Engine in Meta-learning System for KDD 

The position of execution engine in meta-learning system can be expressed both 
externally and internally. On the external side, the execution engine is the provider 
and executor of data mining services, which works in on-line style to respond to real-
time user requirements. On the internal side, it is the intelligent kernel of the system, 
which performs off-line computing to make the system more and more intelligent and 
efficient. This kind of computation involves meta-data and meta-knowledge update 
whenever possible or triggered by certain instances. In meta-data update scenario 
(Fig.1.A)), the execution engine exhaustively tests the mining plans in Plan 
Repository and outputs the mining results. Such results include not only the resultant 
models but also the meta-data of the application. In meta-knowledge update scenario 
(Fig.1.B)), the execution engine learns from the Mining Result Repository and 
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increases its meta-knowledge. Therefore, due to its importance we pay careful 
consideration into it. 

 

Fig. 1. A) Meta-data Update       B) Meta-knowledge Update 

We implement this execution engine in MA environment, which consists of many 
computing resources such as PCs. Data mining plans can be executed on these 
resources through cooperation and coordination of various agents. The reason to 
adopt MA technology is that it fits to the characteristics and requirements of our 
execution engine. 

• Computing intensive system. From the testing point of view, meta-learning 
itself is computing-intensive. A mining plan consists of several possible algorithms to 
be executed. Additionally, if the meta-learning system is web-enabled and 
accumulates lots of application data set and mining plans, the burden of on-line and 
off-line computing will be more and more great as this web service is more and more 
popular. It is necessary to streamline and scale up the computation. MA system is a 
natural distributed computing environment, allowing application agents running on 
different hosts simultaneously to achieve high availability. Moreover, MA 
middleware helps to form a unified computing interface and makes the distributed 
application easily-built. 

• Open system. In an open system, the structure of the system itself is capable of 
dynamically changing. Its components are not known in advance, can change over 
time, and may be highly heterogeneous (in that they are implemented by different 
people, at different times, using different software tools and techniques) [5]. Meta-
learning system is such a typical one, which must allow new data mining algorithms 
and techniques to be integrated into it. Agent technology provides multiple schemes 
of software reuse in different granularity [6]. To agentize the data mining algorithms 
improves the extensibility of our system. 

• Computing distributed system. In modern applications, data are naturally stored 
on remote sites of a computer network, resulting in distributed data mining. Mobile 
agent can travel to remote site, process the data locally, and bring back only the 
necessary results. This feature alleviates network traffic when a large number of data 
from different repositories are to be processed. It also alleviates the computational 
bottlenecks by distributing the processing to multiple data sites. 

• Complex system. Our system integrates meta-learning into the whole process of 
KDD. In this iterative process, the output of the early phase is the input of the 
following phase. Thus, we can not reach the final result until the whole process 
terminates, and distributed execution of this process involves more complex process 
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control and management. To address the problem, we can develop a number of agents 
specializing at solving constituent sub-problem in autonomous way, and then 
coordinate these agents through efficient agent communication. MA environment well 
supports such message transportation by ACL (Agent Communication Language) and 
some communication protocol such as IMTP (Inner Message Transport Protocol). 

• Intelligent system. Meta-knowledge should be increased and updated proactively 
and adaptively. When environment changes, intelligent agent can make suggestion 
and take some measures to meet new requirements rather than wait to be told what to 
do next. 

Other technologies, such as thread computing, active objects, etc, may solve some 
of the above problems, but not all of them. Thus, we develop our execution engine on 
MA environment. 

3   Architecture of the Execution Engine 

The architecture of our engine is implemented on a MA environment MAGE [5]. It is 
designed so that more specialized data mining algorithms are compatible with lower-
level MA mechanisms [7]. MAGE is a middleware that facilitates the development of 
MA systems. Each instance of the MAGE runtime environment for each computing 
host is called a container, as it can contain several agents. Each container on that host 
presents the corresponding computing resource. Several containers can connect with 
each other through networks to form a natural distributed computing environment. 
From the view of programmers, it seems that all the containers are running on the 
same computer. We encapsulate each algorithm into the behavior of different agents. 
Such an agent can be regarded as an algorithm entity that can run on any host. To 
initiate an agent on a host means to perform the behavior of that agent, and thus 
utilize the corresponding computing resource. 

 

Fig. 2. System Architecture of Execution Engine 
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The execution engine is organized in two layers as shown in Fig. 2: Management 
and Control Layer (M&C Layer) and Function Layer (FL). The Interface Layer above 
FL, including plan generator and result visualizer, is excluded in this execution 
engine. 

3.1   Function Layer 

FL provides all kinds of operational software resource in the form of Agent. If a host 
has not the software copy of a certain agent and cannot instantiate it, it sends a request 
to the agent provider of software resources. Then the provider answers it with the 
required software copy and increases the computing capability of the host. 

Different kinds of Algorithm Agents perform different operations in all phases of 
KDD process, including sampling, preprocessing, training, model combination and 
evaluation. Fig. 3 gives the hierarchy of Algorithm Agents and shows some of the 
data mining algorithms implemented in our engine. In Fig. 3, the frame without grid 
represents agent class, while the frame with gird represents single agent performing 
certain algorithm. For example, Ripper Agent, SVM Agent, and C4.5 Agent are three 
typical agents in the class of Training Agent.  

 

Fig. 3. Hierarchy of Algorithm Agents 

3.2   Management and Control Layer 

M&C layer offers the basic services for the control and execution of a distributed 
knowledge discovery computation in MA environment. One of its main goals is the 
management of all metadata describing features of resources in the engine. Moreover, 
this layer coordinates the schedule agents (SA) and hardware monitor agents (HMA) 
to complete the computation as quick as possible. It comprises two main subparts: 
Resource Management (RM) and Control Kernel (CK). 

RM is responsible for maintaining a description of all resources used in the 
execution engine. Such resources include: 

• The data to be mined. RM records the location of the data, type of the data and 
details of how to access the data. 

• Data access agents and algorithm agents. RM describes the function and the 
input/output interface of these agents. 
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• Providers of software agents. RM describes the location of these providers and 
the responsibility of each provider. 

CK is the core of execution engine. It is designed in thorough distributed manner 
so that SA and HMA are instantiated on each computing host. Its function is detailed 
in Section 5. 

4   Data Mining Workflow of Execution Engine 

Data mining process can be modeled as a multi-phase pipeline process, and in each 
phase, there are multiple methods to select. Fig. 4 depicts a simplified data mining 
workflow for the typical task of classification, consisting of preprocessing, training & 
testing and evaluation phase. The preprocessing phase can then be divided into 
sequential sub-phases of normalization, discretization, and attribute reduct. The mining 
steps within a phase are optional operations with the same function but different 
performances. For convenience and clarity, we give the following definitions. 

Data Mining Workflow
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Fig. 4. The data mining workflow for classification 

Definition 1 (Mining Step) 
Each algorithm along with its parameters is a mining step. It is a running instance of 
Algorithm Agent. Only the mining step in each sub-phase of preprocessing can be 
null operation, which means do nothing in that sub-phase. 

Definition 2 (Mining Path) 
Any data mining plan with one and only one mining step for each mining phase is a 
mining path. It represents an intact mining scheme for certain application. 

Definition 3 (Mining Workflow) 
Any data mining plan with at least a mining step for each mining phase is a mining 
workflow. It is the set of several available mining paths. 
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In Fig. 4, a data mining path can be easily got when we select one mining step 

from each mining phase. If there are 4321 ,,, nnnn  different mining algorithms in the 

four phases of normalization, discretization, attribute reduct and training & testing 
respectively, the number of all possible different mining paths amounts to 

4321 nnnn ×××  according to Multiply Theorem. From the left to the right of a 

mining path, a mining step transforms its output to the immediate step as its input 
until the path terminates and gets the final result. Then, using the training and testing 
data sets as the inputs of the mining workflow, a measurement is extracted for each 
mining path according to a certain evaluation criterion. For classification problems, 
the evaluation measurements can be accuracy, weighted accuracy, etc. Our engine is 
designed to exhaustively or selectively test the mining workflow for different 
purposes. 

The execution engine performs exhaustive testing in off-line style to accumulate 
meta-data, on which learning performs to update meta-knowledge. To get the 

4321 nnnn ×××  measurements for the whole mining workflow, a normal way is to 

process every mining path one by one. However, there is no need in repeating a 
mining step with the same input data. The immediate result from a mining step can be 
shared by all of its following steps. An efficient execution way can be expressed by 
the execution tree in Fig. 5, corresponding to the mining workflow in Fig. 4. A link 
between two adjacent nodes represents a mining step which transforms the data in the 
father node to the resultant data in the child node. A node in the tree represents a 
status with its data. A path from the root node to any leaf represents a mining path. 
After a mining step, the ending node submits its resultant data to all the following 
mining steps as their inputs, and then these steps can start simultaneously. However, 
the steps along a path from the root to the leaf can only be processed sequentially. 
Thus, the execution process of the workflow is the growth process of its 
corresponding tree. The growth of each path is independent with each other while the 
growth of each link along a path is sequential. We call this execution style the mixture 
of parallel way among paths and sequential way along a path. 

 

Fig. 5. Exhaustive Execution Tree for Mining Workflow 

However, the execution engine performs selective testing in on-line style to 
respond to real-time user requirements through processing only the promising mining 
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paths, which can be selected by the meta-knowledge in our execution engine. Meta-
knowledge is formalized to be some execution conditions at certain nodes of the 
exhaustive execution tree. Then it can be pruned to a selective execution tree. Only 
the links, which satisfy the conditions at its father node, can continue to grow. The 
more knowledge we use, the smaller the corresponding selective execution tree is, and 
the less time it takes to compute.  

For example, there are two pieces of meta-knowledge from theoretical study of 
data mining. One is that the data must be discretized before attribute reduct based on 
rough set. The other is that discretizing the data may decrease the predicting ability of 
SVM model. We infuse the former piece of knowledge into all the nodes in the third 
layer (the root is in the first layer) in Fig. 5 and the corresponding node terminates 
when the data without discretization as its input. The latter piece of knowledge can be 
injected into the nodes in the fourth layer and removes the computation of SVM 
training with discretized data. In this way, meta-knowledge from both theoretical and 
experimental study can be formalized to prune the exhaustive execution tree and gain 
computing efficiency without losing accuracy. 

5   Execution Process of Data Mining Workflow 

The design objective is to finish the execution process in Fig. 5 efficiently in our 
execution engine. The technical key is to share the computing resources of this 
distributed computing environment. In order to take full advantage of all computing 
resources, we must assign the data mining tasks to all hosts “equally”, and all required 
data should be transformed to their related hosts respectively. Thus, load balance on 
these hosts and communication cost between them are two of the key problems. In 
this section, we first detail the load balance model used to assign tasks, and then 
describe the whole view of agent coordination in distributed manner to reduce data 
communication. 

5.1   The Load Balance Model 

This load balance model is the mathematical foundation of task assignment in our 
execution engine. When execute to an internal node of the execution tree, the sibling 
mining steps can run on different hosts simultaneously. The problem is to decide on 
which host each mining step will run. 

The task amount of a mining step should be the assessment of its execution time on 
a certain host. Here, three factors are to be considered: 1) computing hardware; 2) 
amount of the input data; 3) computing complexity of the algorithm itself. In our 
execution engine, suppose that the computing hosts have more or less the same 
hardware configuration. The mining steps, which can be executed simultaneously, 
always have the same input data. Then, a simple assessment method is to empirically 
give each step a constant representing its task amount, according to the kind of data 
mining algorithm it performs. Such constants can be obtained from experiments on 
benchmarks and theoretical analysis. Thus, definition of this problem is: 
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Let },,,{ 21 ntttT !=  be the n corresponding task amounts of the mining steps, 

},,,{ 21 klllL !=  be the k current load amounts of the k containers, and 

},,,{ 21 kTTT !  be a partition of T while iT  is the set of mining steps assigned to 

container i. The objective is to find the best partition of T  satisfying the following 
formula: 
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( il′  be the load amount of the ith container after task assignment.) 

This is a problem of combinatorial optimization. There are nk different partitions 
of T  according to the definition above. To satisfy the optimal condition, all the 
partitions must be checked. Thus, it is a NP problem. However, our application has its 
own characteristics: 1) the concurrent mining steps are from the same mining phase 
with the same input data, and the algorithms within this mining phase always have the 
same time complexity. So their task amounts are almost the same. 2) After each task 
assignment, the load amount of each container is almost the same. Under these 
conditions we design a greedy algorithm with linear time complexity to find the 
suboptimal solution. By Algorithm 1, SA assigns concurrent mining steps to different 
hosts. 
 
Algorithm 1: find the suboptimal assignment scheme 

Input: },,,{ 21 ntttT !=  and },,,{ 21 klllL !=  

Output: },,,{ 21 kTTT !  and },,,{ ''
2

'
1

'
klllL !=  

FOR each iT  DO 

Φ=iT  

ii ll =′  

ENDFOR 
FOR each Tti ∈ in ascending order DO 

jl ′  is the biggest element of },,,{ 21 klll ′′′ !  

}{ ijj tTT ∪=  

ijj tll +′=′  

ENDFOR 
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5.2   Coordination Process of Agents 

To reduce communication cost and eliminate the bottleneck of centralized process 
control, the engine is designed to assign tasks in a distributed manner. For each 
container, SA and HMA are two never-ending agents. SA assigns the concurrent 
mining steps to different hosts and HMA records and answers the current computing 
load of the corresponding container. To execute a mining step on a host and then 
assign the following mining tasks, two components must be transported to that host: 
the input data for the current mining step, and the immediate sub-workflow describing 
all the following mining steps. When performing a certain mining step, an Algorithm 
Agent (AA) will be instantiated dynamically and terminate its execution after 
completing its task. Fig. 6 depicts a typical coordination process of these agents. 

The process includes the following steps. 

Step1: After an AA finishes its mining step, it sends the resultant data and the 
immediate sub-workflow to the SA in the same container. 

Step2: As soon as the SA receives a valid message from an AA, it checks the 
corresponding execution conditions. If the conditions are not satisfied, the SA will do 
nothing. If the conditions satisfied, it parses the message to find out the n immediate 

mining steps and assesses their task amounts ( },,,{ 21 ntttT != ). Then, the SA 

asks all the HMAs in the MA environment for the k current load amounts of each 

container ( },,,{ 21 klllL != ). 

Step3: Each MA answers the question of the SA. 
Step4: Using the Algorithm 1, the SA dynamically instantiates different AAs in its 

destination container. Then, each AA executes its corresponding mining step in its 
container. 

Step5:  Each AA follows the loop from Step1 to Step4 to continue the left process. 

 

Fig. 6. Coordination Process of Multi-Agents 
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The whole picture of processing a mining workflow is: after receiving a new 
workflow, a startup agent is generated which sends the initial input data and the 
whole workflow to the SA in the same container. Then according to the process in 
Fig. 6, the loop from Step1 to Step4 continues until the left sub-workflow is NULL. 
At that time, each AA sends the measurement of the corresponding mining path to the 
startup agent. When the startup agent receives all those measurements, or no active 
agents initiated by this mining workflow are left, the computation terminates. 

6   Conclusions, Related and Future Works 

Our work focuses mainly on scalability and extendibility of the execution engine of 
meta-learning system for KDD using MA technology. The most similar project is 
METAL [8, 9], which is a web-enabled prototype assistant system, supports data 
mining guidance, and also uses agent technology. However, their work pays much 
emphasis on the technical details of distributed computation and implementation of 
MA middleware, such as agent registration and dynamic resource discovery. Our 
engine is built on mature MA environment, supporting powerful agent 
communication and distributed computing. This helps us to focus only on the 
development of higher level functions, not the lower level implementations of agents. 
And in METAL, the content of computation is dependent with the computing host, 
which means that certain data mining services can only be provided by certain hosts. 
It results in waste of computing resources if the requests for the services on that host 
are small, and computing bottleneck if the corresponding services are popular. In our 
system, the content of computation is independent with the computing host, which 
indicates that different agents can run on any computing host. The load balance model 
is also designed to make full use of all the computing resources. 

To our best knowledge, all previous works in meta-learning concentrate on single 
data mining phase, especially on training and learning phase [10, 11, 12]. A recent 
meta-learning work [13] is done in preprocessing phase to reduce the number of 
samples during progressive sampling. The meta-knowledge from these works can 
only help the selection of single algorithm in the corresponding mining phase. Our 
system regards the whole KDD process as its meta-learning object, and output the 
“best” combination of several algorithms in sequential execution according to certain 
evaluation criterion. It is extremely helpful to accumulate meta-data to find the meta-
knowledge about the combinatorial relationships between the algorithms from 
different KDD phases, which can indicate better or worse performances. We believe 
that “mining the data mining process” is our encouraging future work towards 
streamlined KDD. 

In this paper, we first define the meta-learning system for KDD and its kernal 
execution engine. Then, we model the execution process by data mining workflow 
and implement this process by MA technology in distributed manner to gain system 
scalability. Our system is also a testing platform, which liberates data miners from 
tedious trial-and-error work and saves much experimentation time. Finally, we argue 
that such techniques can also be used to scale up any multi-phase pipeline process in 
other application domain. 
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Abstract. One of the most interesting issues in agent technology has
always been the modeling and enhancement of agent behavior. Numerous
approaches exist, attempting to optimally reflect both the inner states,
as well as the perceived environment of an agent, in order to provide it
either with reactivity or proactivity. Within the context of this paper,
an alternative methodology for enhancing agent behavior is presented.
The core feature of this methodology is that it exploits knowledge ex-
tracted by the use of data mining techniques on historical data, data
that describe the actions of agents within the MAS they reside. The
main issues related to the design, development, and evaluation of such
a methodology for predicting agent actions are discussed, while the ba-
sic concessions made to enable agent cooperation are outlined. We also
present κ-Profile, a new data mining mechanism for discovering action
profiles and for providing recommendations on agent actions. Finally,
indicative experimental results are apposed and discussed.

1 Introduction

1.1 Web Personalization and Agent Behaviors

The core objective of agent action-based personalization is the discovery of a rec-
ommendation set, that will better predict the behavior of the agent “in action”.
Although such a topic is quite intriguing, going briefly through related bibliogra-
phy, one can easily identify a lack of publications on agent action identification
and prediction, since it is inherently complicated. However, this problem is very
similar to web personalization, where a great number of research efforts have
been published. By drawing an analogy to web personalization, agent behavior
prediction may be feasible.

Rather popular approaches for web personalization include collaborative fil-
tering [1],[2] and Web usage mining [3],[4],[5]. Advancing to more elaborate in-
frastructures, web usage mining systems have been built [6],[7] to discover inter-
esting patterns in the navigational behavior of users [8]. Nevertheless, none of the
above approaches had proven sufficient for providing successful personalization

V. Gorodetsky, J. Liu, and V.A. Skormin (Eds.): AIS-ADM 2005, LNAI 3505, pp. 161–174, 2005.
c©Springer-Verlag Berlin Heidelberg 2005
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of users, and, correspondingly, of agents, until aggregation usage profiles were in-
troduced. Several research groups [9],[10],[11] adopted this approach to identify
association rules [12],[13], sequential patterns, pageview clusters and transaction
clusters between users [9]. One of the most popular models for personalization
and prediction, though, is the one proposed by Mobasher [14] and Mobasher,
Cooley, & Srivastava [15],[16] and this is the model that has been adopted for
the agent behavior prediction methodology to be built upon.

1.2 Agent Prediction System Prerequisites

The first task in such prediction systems is the collection of all necessary his-
torical data. In order to predict the behavior of an agent, only information on
its previous actions is needed. This is not necessarily the case, though, when
creating behavior profiles. These profiles, which are extracted by the use of DM
techniques, are the projection of ”agent experience” on the data.

With respect to the dataset employed for predicting agent actions and for
creating profiles, alternative architectures may occur for the prediction system.
In a MAS, for example, each agent could maintain a history record for its own ac-
tions, in order to predict its own actions. In such a system, the predictions would
be solely based on each agent’s own “experience”; an agent with a no (limited)
historical record, would, thus, produce no (poor) predictions. An alternative ar-
chitecture could allow the historical records of all agents to be monitored by an
appointed agent. Profiles would then be created on the whole of the agent action
history, discarding nevertheless personalization. This is why we believe that a
system for predicting agent actions should allow both personalization and col-
laboration between agents, in order to exploit other agents’ experience, in case
a agent specific cannot create good predictions.

In general, the main goal of a prediction system is the improvement of per-
formance of a wider framework, which specifies the exact development principles
and agent interactions of the prediction system.

Taking all these factors into account, a methodology for building a framework
for predicting agent actions should comprise the following steps:

1. Model agent actions
2. Develop a mechanism for monitoring agent actions
3. Preprocess data, in order to incorporate domain understanding
4. Develop an appropriate DM algorithm for extracting agent action profiles
5. Develop a mechanism for storing and retrieving profiles
6. Develop an agent action recommendation interface

Figure 1 illustrates the functional architecture of such a system. It comprises
two modules: a) an offline module, where action preprocessing, DM application,
and profile creation takes place and, b) an online module, where the agent actions
are recorded real-time and the recommendation interface is applied.



A Methodology for Predicting Agent Behavior 163

Monitor agent actions

Process the agent behavior dataset

Apply data mining techniques
to extract behavior profiles

Store profiles

Offline Process

Recommendation
Engine

Monitor agent actions

Process the agent behavior vector

Compare current action sequence
with stored profiles

Produce recommendations
for agent actions

Online Process

Fig. 1. The basic functionality of an agent prediction system

The rest of the paper is structured as follows: Section 2 deals with all is-
sues related to the modeling of agent actions and presents the developed data
mining mechanism. Section 3 presents the evaluation framework and the metrics
used. Finally, section 4 provides indicative experimental results and concludes
the paper.
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2 Predicting Agent Behavior

2.1 The Prediction Mechanism

Let P = {p1, p2, . . . , pn} be a set of possible actions that an agent may take
during its execution phase. Parameter n varies from one operation cycle1 to an-
other. Let us also consider a set of m agent action bundles, B = {b1, b2, . . . , bm},
where each action bundle bi ∈ B is a subset of P , and describes the actions taken
by an agent throughout one operation cycle. Since all agent action bundles are
defined on the action space P , each vector b has a length n and is of the form:

b =< w(p1, b), w(p2, b), ..., w(pn, b) > (1)

where w(pi, b) is a weight associated with action pi ∈ P and 0 ≤ w(pi, b) ≤ 1.

Process and weight action vectors

Apply Maximin algorithm

Apply K-Means algorithm

Create action profiles with respect to 
the corresponding clusters

Create Prediction

Prediction 
Evaluation

Fig. 2. The κ-Profile mechanism

1 We define an operation cycle as the sequence of actions performed by an agent in
its effort to accomplish the specific task it has been assigned to.
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Let us consider a vector b that describes the actions taken by an agent within
one operation cycle. The jth component w(pj , b) of this vector will be 0, if the
agent has never taken action pj , while w(pj , b) �= 0 when the agent has taken
action pj . In fact, the value of w(pj , b) increases if the action under consider-
ation is of great importance. Let us now consider an operation cycle that has
not yet terminated. Its corresponding vector has, in general, more null elements
than a vector of an already terminated cycle. The scope of the prediction mech-
anism is to determine the vector components (i.e., the agent actions) that have
a high probability of occurrence in the remainder of an ongoing operation cy-
cle. This capability will effectively narrow the options of an agent to the most
suitable ones and, thus, reduce the time required to compute its next step. The
weight calculated for each action denotes the probability of its appearance in
the corresponding operation cycle.

A mechanism for discovering common action patterns, which we call κ-Profile
is employed to extract the recommendations. The κ-Profile involves a sequence
of steps shown in Figure 2. It utilizes the Maximin [17] and K-Means [18] algo-
rithms, in order to cluster the set of vectors B.

After clustering has been performed, a set of action bundle clusters, BC =
{c1, c2, ..., ck} is extracted, where each ci is a subset of B. For each action bundle
cluster ci ∈ BC, a representative vector is defined as the cluster profile cpi.
Vector cpi is the vector closer to the cluster center. The components of cpi that
fall below a certain threshold µ are nullified. This way, only the most represen-
tative of the events in the cluster are taken into account. In the case of cluster
ci, for example, the profile cpi is the set of < action−weight > pairs, as defined
by Equation 2:

cpi = {< p,weight(p, cpi) > | p ∈ P and weight(p, cpi) ≥ µ} (2)

The weight(p, cpi) of action p within profile cpi is calculated using Equation 3:

weight(p, cpi) =
1
|ci|

∑

b∈ci

w(p, b) (3)

where w(p, b) is the weight of action p in action bundle b ∈ ci. It is, therefore,
obvious that each profile can be also represented as a vector of length n. Con-
sidering that the same representation mechanism is employed for the ongoing
operation cycle vector, both profiles and action bundles can be manipulated
as n-dimensional vectors in the action space. For example, a profile C, can be
represented as:

C =
{
wC

1 , wC
2 , ..., wC

n

}
(4)

where

wC
i =

{
weight(pi, C), pi ∈ C
0, otherwise

(5)

Similarly, the ongoing operation cycle can be represented as a vector S =<
s1, s2, ..., sn >, where si is a weight denoting the significance of action pi in
the current cycle. The weighted values are calculated in the same manner as
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the weights for action vectors b are calculated (e.g. si = 0 if the agent has not
taken action pi). In both cases, a Fuzzy Inference System (FIS) is employed to
produce the weights, which enables the incorporation of domain understanding
into the prediction mechanism. The comparison of a certain profile with the
vector representing the ongoing operation cycle is performed using the cosine
coefficient, a metric widely used in information retrieval problems. match(S,C),
defined in Equation 6, calculates the cosine of the angle of the two vectors S and
C, by normalizing their dot product with respect to their moduli.

match(S,C) =

∑
k

wC
k · sk

√∑
k

(sk)2 × ∑
k

(wC
k )2

(6)

The actions that the prediction system recommends are determined through a
recommendation score, defined for each action pi in each of the already calculated
profile vectors. This score is dependent on two factors:

1. The overall similarity of the current vector to the profile, and
2. The average weight of each action pi in the profile

Given a profile C and an operation cycle vector S, the recommendation score
Rec(S, pi) is calculated for each action pi, according to Equation 7.

Rec(S, pi) =
√

weight(pi, C) · match(S,C) (7)

Finally, a Next Action Recommendation set, NAR(S), is compiled for the
current action bundle S, containing only actions with recommendation scores
that exceed a certain threshold, ρ, for all profiles. That is:

NAR(S) =
{
pi | Rec(s, wC

i ) ≥ ρ
}

(8)

For each action appearing in more than one vectors, the maximum recom-
mendation score is selected, from the corresponding profile. This way optimal
coverage is achieved. Table 1 illustrates an example of a recommendation on ac-
tion vector S, based on profile C. Recommendation is produced only on vector
components that have a null value on S and a non-null value on C. For action p2,
for example, a recommendation score on S is calculated, according to Equation
7. In this case, Rec(S, pi) =

√
0.375 · match(S,C), where match(S,C) = 0.52.

Finally, Rec(S, p2) = 0.442.

2.2 Applying κ-Profile on MAS

The κ-Profile mechanism aims to predict future agent actions within an opera-
tion cycle, based on knowledge of prior actions of this and/or similar agents. For
the ongoing operation cycle, a z-size window is employed. That is, only the last
z actions of the agent can influence the outcome of the recommendation process.
κ-Profile can be easily adapted to predict agent behavior, mapping the vector
elements to agent actions.
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Table 1. Recommending the next action

Actions P Profile Vector C Vector S Rec(S, pi)

p1 0 0 0

p2 0.375 0 0.442

p3 0 0 0

p4 0.3 0.6 0.395

p5 0 0.4 0

Let us consider an agent authorized to execute a number of functions on files,
as determined by its action space P = {Select, Open,Modify, Save, Close}.
Binary weights are assigned to the elements of the action vectors. Let us consider
a profile C = {Open,Modify, Save}. The corresponding profile vector is, thus,
cpC = [0 1 1 1 0]. In case actions {Open} and {Modify} are executed during the
current cycle and the prediction window has been set to z = 2, action {Save}
will be recommended, according to profile C (Table 2).

Table 2. An example on predicting the next action

Action Profile Recent History

Select 0 0

Open 1 1

Change 1 1

Save 1 0

Close 0 0

Although excluding the two actions {Select} and {Close} from a set of five
possible actions does not seem interesting, an equivalent reduction of the candi-
date space in a system with a large number (n ≥ 100) of options would be rather
significant. κ-Profile provides this pruning mechanism through the grouping of
action bundles into clusters and the identification of actions that are likely to
occur next. These actions are determined by their degree of participation into
the profile(s) taken into account, and by the similarity of the ongoing operation
cycle vector to it(them).

In our example, the participation degree of action {Save} is 1. This action
is proposed to be the next action for the ongoing operation cycle vector with an
1×{vectorsimilarity} similarity measure. The similarity measure is always < 1,
since the current action bundle is generally different from the profile used for
prediction. It should be denoted that the quality of the prediction is also related
to the size of the historical dataset (the bigger the historical dataset, the better
the prediction). A bigger dataset offers more training options, often leading to
more accurate predictions.



168 A. Symeonidis and P. Mitkas

In a sense, κ-Profile produces a type of association rules. For the current
example, the rule would be:

{Open} ∧ {Change} −→ {Save} (9)

Nevertheless, in the case of association rules, their participation degree (confi-
dence) could be equal to 1, expressing certainty on the occurrence of the action.

The representation mechanism in our example is quite simple, since the
weighted values are either 0s or 1s (the action has not/has been taken). In gen-
eral, the mechanism is much more complicated and several parameters need to be
considered (i.e., action frequency, action timing, etc.). The major advantage of
κ-Profile is that it can manipulate vectors with fuzzy constituent values (fuzzy
degrees of participation). In that case, the representation mechanism assigns
values within the specified fuzzy interval, a flexibility that makes the κ-Profile
mechanism suitable for a wide area of applications. Important issues that de-
serve further study include the agent action model and the specification of the
operation cycle goal. These issues are discussed next.

2.3 Modeling Agent Actions in an Operation Cycle

Let us consider some multi-agent application and let P = {p1, p2, . . . , pn} be a
finite set of possible agent actions. In general, agent actions are asynchronous
events occurring at times Ti. The time interval between two actions is, in most
cases, of great importance. In the case of a web application, for example, the
time interval between two successive page visits is the time the user spent on
the first site (possibly exposed to electronic advertising). In order to monitor
an agent operation cycle we use an ordered, variable-length vector Π, whose
elements are pairs of the form < action, executiontime >. The time intervals
between consecutive actions can be easily calculated. In fact, proper processing
of Π can produce useful information for the operation cycle.

As an example, let us consider a system where the set of possible actions is
P = {p1, p2, p3}. Figure is a representation of an operation cycle with five agent
actions occurring at times T0 to T4. Table 3 shows vector Π for this example.

Table 3. A vector representing the operation cycle

Vector Π

< p1, T0 >

< p3, T1 >

< p2, T2 >

< p3, T3 >

< p1, T4 >

According to the previous analysis, two things have to be determined, as far
as the operation goal is concerned: a) the goal itself and, b) a terminating con-
dition for the operation cycle. For an internet-based MAS, the operation goal
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Τ0 Τ1 Τ2 Τ3 Τ4

Operation 
Cycle

Time

P1

P2

P3

Τ0 Τ1 Τ2 Τ3 Τ4
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Cycle

Time

P1

P2

P3

Fig. 3. The evolution of an operation cycle

would be the transition of an agent to one of the available web pages of the
site (each transition is considered to be an action). In this case, the prediction
mechanism can be quite straightforward, because the operation cycle itself has
to be predicted and no terminating condition needs to be specified. During the
online process, only an action window (z) is needed for the system to predict.
This is not the case, though, for the offline process. where operation cycle vectors
must be created and stored. Since the profile vectors must be of equal length,
a terminating condition is needed. This condition can be related to either time
or change of application status, or even both. Thorough analysis has led to the
decision that the optimal choice in such systems with “predicting” capabilities
would be the definition of an agent action signaling the end of the current oper-
ation cycle. In the web traversing example, the terminating action could be the
end of the user’s web navigation.

2.4 Mapping Agent Actions to Vectors

Another important issue for the prediction mechanism is the transformation of
the operation cycles to agent action vectors. κ-Profile mechanism requires equal-
size vectors, with their elements (weights) valued in the [0,1] interval (Table 4).
Binary weights could be assigned in the simplest of cases, merely denoting the
execution or not of an action in a specific operation cycle. This approach is not
suitable, however, for the cases when the same action is executed more than once
within the same operation cycle.

Table 4. Mapping agent actions to vectors

Vector π

< p1, T0 >
< p3, T1 >
< p2, T2 >
< p3, T3 >

−→

Weighted Vector

β1

β2

β3

β4

It should be emphasized that the representation mechanism is closely related
to the scope of the specific MAS. In a MAS focused on the analysis of consumer
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behavior, for example, the items and their quantities purchased within the same
transaction would be of interest. In other types of applications, the time interval
between actions is important (e.g. the browsing duration of a specific web page).
It is, therefore, obvious that thorough analysis is is required in order to achieve
the proper modeling of the problem at hand.

The κ-Profile has been designed to recommend only actions of high impor-
tance. The mechanism perceives the importance of an action within the opera-
tion cycle through its weight (the corresponding element’s weight). The action
weights are calculated by the use of a FIS, that deals successfully with the issue
of incorporating domain understanding. During fuzzification, the related param-
eters have to be defined and tuned, while the fuzzy rule base has to be created.

If the prediction system is developed following the methodology presented in
Chapter 5, the only parameters that have to be defined are:

– The finite set of actions P
– The goal of the operation cycle and the terminating condition, and
– The parameters of the FIS, and their influence on the MAS performance.

3 Evaluating Efficiency

The efficiency of improving agent intelligence through data mining on agent
behavior data can be measured at two levels:

a) the profile level, and
b) the prediction level

The behavior profiles extracted by the κ-Profile have to undoubtedly repre-
sent related behaviors among agents acting within the same application. If the
profiles are successful, then information personalization can be achieved,
which is of great importance to the performance of the system.

3.1 Profile Efficiency Evaluation

In order to evaluate profile efficiency, we can follow the analysis proposed by
Perkowitz and Etzioni [5]. According to this analysis, an agent that has taken
an action of the profile, will also take another action of the same profile, within
the ongoing operation cycle. That is, if B is the set of profile vectors and cpi is a
profile, then Bcpi is a subset of B, whose elements (bj) contain at least one of the
actions in cpi. First, we must calculate the average visit percentage (AV P ) for
extracted profiles. The AV P of profile cpi with respect to all the profile vectors
is in this case given by Equation 10.

AV P =
∑

b∈Bcpi

(
−→
b · −→cpi)
|b| (10)

The weighted average visit percentage, WAV P metric is then calculated by
dividing AV P with the sum of all profile pr elements’ weights (Equation 11).
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WAV P =

(
∑

b∈Bcpi

−→
b ·−→cpi

|b|

)

(∑
p∈cpi

weight(p, cpi)
) (11)

Values of WAV P closer to 1 indicate better profile efficiency.

3.2 Prediction System Efficiency Evaluation

Several different approaches can be followed, in order to evaluate the efficiency of
a prediction system. Nevertheless, the primitives of a MAS impose an approach
that is somewhat different to the ones used for estimation and classification
systems. A recommendation engine, like the one described, does not require
the rigidity of such systems. More than one suggestions, equally important, can
be produced. Therefore, the prediction itself cannot be considered as a valid
evaluation metric, and this the reason for not employing the classic evaluation
metrics, precision and coverage.

Instead, the following approach has been adopted:
Let AS = s1, s2, ..., sn be the test set, i.e. a set of action vectors that were

not used during the application of the prediction mechanism on the initial data
(training set). Let R be the set of actions proposed by the prediction system for
action s. In the case R ∩ s �= 0, then we consider the recommendation to be a
success. The metric for evaluating the efficiency of the recommendation system is
then PSSR (Prediction System Success Rate), which is defined as the percentage
of successful recommendations (SRec) to the sum of recommendations made
(ORec):

PSSR =
SRec

ORec
(12)

Values of PSSR closer to 1 indicate a better prediction efficiency.

4 Experimental Results

In order to demonstrate the added-value of the developed prediction mecha-
nism and the diffusion of knowledge extracted by the use of DM techniques on
agent behavior data, we have incorporated κ-Profile into the DM module2 of
the Agent Academy [20], a platform for building multi-agent systems and for
enhancing their intelligence by the use of data mining techniques. The dataset
used contained web traversing data, provided by a large web site. In our demon-
strator, the action was defined as the transition to one of the available pages

2 Data Miner [19] is one of the core components of the Agent Academy platform. It
can also operate as a stand-alone DM suite, incorporating domain knowledge and
supporting semantics. Available at: http://sourceforge.net/projects/aadataminer.
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in the web site, while the parameters that were considered of importance (time
and frequency)were defined appropriately.

Each one of the web site pages mapped to an agent action. The web site used
has 142 discrete web pages, i.e. 142 possible agent actions. The set of action
bundle vectors, B, contained 208 elements (b vectors). This set was provided
as the training set to the κ-Profile mechanism. At first the maximin algorithm
identified K = 8 clusters, and along with the most representative vectors of each
cluster, the K − Means algorithm was applied. The resulting clusters, along
with the corresponding set percentage, are illustrated in Table 5. As can be
easily seen, some of the produced clusters have very low vector membership.
This is a result of the layout of the specific web site.

Table 5. The resulting vector clusters and their percentage distribution

Cluster Vector

Cluster 1 56.73%

Cluster 2 4.33%

Cluster 3 ∼2%

Cluster 4 ∼3%

Cluster 5 24.5%

Cluster 6 2.4%

Cluster 7 1.44%

Cluster 8 4.33%

Using the resulting clusters, κ-Profile has identified the most representative
actions, therefore constructing eight action clusters, which in fact comprise the
agent profile set. Based on these profiles, the recommendation engine produced,
in real-time, the agent suggestions. Table 6 illustrates the actions that comprise
the profile of cluster 4, along with their normalized weights within the cluster.

The WAV P metric was applied on the extracted profiles, in order to identify
their efficiency. The WAV P metric was calculated to be 78% for the first of the
eight profiles extracted, 72.5% for the second profile, while for the rest of the
profiles it stayed above a respectable 67%.

As far as the efficiency of the prediction mechanism is concerned, the PSSR
metric was calculated to be 72.14%, a success rate that was considered satis-
factory, since the action space was n = 142, while the maximum profile size
was m = 8 (8 actions maximum). Taking under consideration the fact that the
recommendation window was set to z = 3 (last three actions of the agent), in
almost three out of four cases, the prediction mechanism proposed an action
that the agent subsequently followed (a web page that the user chose to visit).
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Table 6. The actions that comprise the profile of cluster 4

Action Vector

p67 0.9998

p86 0.9999

p15 0.8352

p82 0.7827

p13 1.0

p11 0.9788

p10 0.7273

p9 0.8992

p100 0.8264

p77 0.7892

p8 0.9999

p76 1.0

p7 0.9999

p4 0.8307

5 Conclusions and Future Work

The main objective of this paper was the analysis of all issues involved in the
development (through the methodology presented) of a system that exploits
the results of data mining on agent behavior data, in order to predict their
posterior actions. Through the analysis conducted, we have shown that data
mining techniques can, indeed, be exploited for discovering common behavioral
patterns between agents, as long as the problem is modeled appropriately and
the system infrastructure entails the features presented in section 1. This way
data preprocessing is possible and a suitable DM mechanism can be applied, for
agent behavior profiles to be extracted. From that point on, agent behavior can
be predicted.
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Abstract. Feature selection is a very important step in text preprocessing, a 
good selected feature subset can get the same performance than using full fea-
tures, at the same time, it reduced the learning time. To make our system fit for 
the application and to embed this model gateway for real-time text filtering, we 
need to further select more accurate features. In this paper, we proposed a new 
feature selection method based on Rough set theory. It generate several reducts, 
but the special point is that between these reducts there are no common attrib-
utes, so these attributes have more powerfully capability to classify new objects, 
especially for real data set in application. We choose two data sets to evaluate 
our feature selection method, one is a benchmark data set from UCI machine 
learning archive, and another is captured from Web. We use statistical classifi-
cation methods to classify these objects, in the benchmark testing set, we get 
good precision with a single reduct, but in real date set, we get good precision 
with several reducts, and the data set is used in our system for topic-specific 
text filtering. Thus we conclude our method is very effective in application. In 
addition, we also conclude that SVM and VSM methods get better performance, 
while Naïve Bayes method get poor performance with the same selected fea-
tures on non-balance data set. 

Keywords: Text Filtering; Content security; Rough Set; Feature Selection; Sta-
tistical Classification Methods. 

1   Introduction 

With the proliferation of harmful Internet content such as pornography, violence, and 
hate messages, effective content-filtering systems are essential. An increasing number 
of statistical classification methods and machine learning algorithms have been ex-
plored to build automatically a classifier by learning from previously labeled docu-
ments. These algorithms include vector space model [1,2], naive Bayes [3,4], k-
nearest neighbor [5], support vector machines [6,7], neural network [8] and decision 
trees [9]. 

Feature selection is a very important step in text preprocessing, because irrelevant 
and redundant words often degrade the performance of classification algorithms both 
in speed and classification accuracy, and a good selected feature subset can even get 
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better result than using full features. Exiting feature selection algorithms fall into two 
categories [10,11]: the filter approach and the wrapper approach. In filter approach, 
the feature subset selection is performed as a preprocessing step to induction algo-
rithms. But the filter approach is ineffective in dealing with the feature redundancy. In 
wrapper approach, the feature subset selection is “wrapped around” an induction 
algorithm, so its running time would make the wrapper approach infeasible in prac-
tice, especially for text data, because the wrapper approach keeps running the induc-
tion algorithm on different subsets from the entire attributes set until a desired subset 
is identified.  

With Rough sets theory proposed by Pawlak in 1982 [12,13], it has been success-
fully applied to many domains. This is due to the following aspects of the theory: 
Only the facts hidden in a data are analyzed; No addition information about the data is 
required such as expert knowledge or arbitrary thresholds; As a tool to discover data 
dependencies and reduce the number of attributes contained in a data set, these re-
duced attributes have the same power to classify objects as the full attributes. 

Two main approaches to finding attribute reducts with Rough set theory are cate-
gorized as discernibility functions-based [14,15,16] and attribute dependency-based 
[17,18,19]. 

In paper [17,18,19], authors used Rough set in text classification. In this method, a 
single reduct base is generated to classify examples, and this single reduct base is not 
a minimal reduct, it is close to a minimal reduct. Good classification precision can be 
gotten in training datasets under this reduct, but to classify new examples may lead to 
low precision, because attributes acquired in only a single reduct are more sensitive to 
noise and there are may be some alternative attributes exit when classifying new ex-
amples. In paper [16], authors generated several reduct bases instead of a single re-
duct base to enhance the classification accuracy, and they used Discernibility Matrix 
to generate these multiple reduct bases, then to classify new examples by further gen-
erating rules. In our experiments, to generate several reducts using Discernibility 
Matrix for a medium-sized data set is even impossible to compute because a required 
memory is often insufficient. At the same time, many attributes are common between 
these reducts. Thirdly, there are many generated rules, which are hard to organize and 
implement in classifying new objects, that is to say, it is a hard work to match these 
rules when to classify new examples. In paper [20], authors proposed a new feature 
subset selection base on relative dependency between attributes, but the two algo-
rithms are all based on backward elimination, so a required memory is sometimes 
insufficient for these algorithms in dealing with text data. 

In this paper, we proposed a new feature selection method based on 
QUICKREDUCT Algorithm [17][18]. We generate several reducts, but the special 
point is that between these reducts there are no common attributes, so these attributes 
have more powerfully capability to classify new objects. And we use statistical classi-
fication methods to classify new objects, it is much easy to organize and implement 
than to classify with rules, and we get better results. 

The paper is organized as follows: the basic concept for Rough sets theory is 
briefly introduced in Section 2. Section 3 presents the architecture of our proposed 
system. Section 4 describes experimental data sets and presents the experimental steps 
and results. Finally the conclusions are summarized in Section 5. 
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2    Basic Concept About Rough Sets 

Rough Set theory is a formal mathematical tool that can be applied to reduce the di-
mensionality of datasets. Rough Set Attribute Reduction removes redundant condi-
tional attributes from nominal datasets, retaining the information content intact whilst 
reducing the mount of knowledge involved. The main advantage of rough set analysis 
is that it requires no additional parameters to operate, and it makes use of the granu-
larity of the supplied data only. 

2.1   Decision System 

A decision table is represented as a 4-tuple ),,,,( aa fVAUS =  where U is the uni-

verse which consists of a finite set of objects, A is a finite set of attributes, for each 
Aa ∈ , aV  is the value set of a and aa VUf →:  is the information function such that 

aa Vxf ∈)(  for every Aa ∈  and Ux ∈ . And DCA ∪= , Φ=DC ∩ , ADC ⊂,  is the 

set of condition attributes and the set of decision attributes respectively. In general, 
there is only one decision attribute in a decision table such that }{dD = and D can be 

simply written as d. 
Indiscernibility is one of the most important concepts in Rough sets theory. For any 

AP ⊆ ( Φ≠P ), an indiscernibility relation of P is defined with:  

)(PIND )},(),(,,,|),{( ayfaxfPaUyxyx aa =∈∀∈=  

})(:{][, yPxINDUyxUx P ∈=∈∀ is the equivalence class containing x of the indis-

cernibility relation )(PIND . The collection },,{ 1 sCC # of classes of the indiscernibil-

ity relation )(PIND  constitutes a partition )(/ PINDU . In Rough sets theory, the 

granulation of information contained by U can be described by the partition. This 
leads to the definitions of the lower and upper approximations. Let UX ⊆ , AP ⊆ , 

the lower and upper of set Y can be defined as }][,|{ XxUxxXP P ⊆∈= and 

}][,|{ Φ≠∈= XxUxxXP P ∩  respectively. 

2.2    Attributes Reduction 

Assuming P and Q are equivalence relations in U, the positive region )(QPOSP is 

defined as  
XPQPOS

QUX
P

/
)(

∈
= ∪        

A positive region contains all objects in U that can be classified in attributes Q using 
the information in attributes P. Intuitively, a set of attributes Q depends totally on a 
set of attributes P, if all attributes values from Q are uniquely determined by values of 
attributes from P. Q depends on P in a degree of )(QPγ )1)(0( ≤≤ QPγ , if 

||

|)(|
)(

U

QPOS
Q P

P =γ       
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Where ||U denotes the cardinality of set U. the degree of dependency provides a 

measure of how important P is in mapping the dataset examples into Q. 
Attributes are removed so that the reduced set provides the same quality of classi-

fication as the original. A reduct is defined as a subset R of the conditional attribute 
set C such that )()( DD CR γγ = , where D is the set of decision attributes. A dataset 

may have many attribute reduce sets, so the set R of all reduces is defined as: 

)}()(,|{ DDCXXR CX γγ =⊆=     

The intersection of all the sets in R is called the core, the elements of which are those 
attributes that cannot be eliminated without introducing more contradictions to the 
data set. For Rough Set Attribute Reduction, the minimal reduce RR ⊆min is defined 

as the set of any reduce searched in R with minimum cardinality: 

}||||,,|{min YXRYRXXR ≤∈∀∈=   

These minimal subsets can discern decision classes with the same discriminating 
power as the entire condition attributes. 

2.3   Attributes Reduction Algorithms 

In paper [17,18], a feature subset selection algorithm named QUICKREDUCT Algo-
rithm is proposed base on the attribute dependency. The Algorithm only produces one 
possible minimum reduct. Good classification precision can be gotten in training 
datasets under this reduct, but to classify future examples may lead to low precision, 
because attributes acquired in only one reduct are more sensitive to noise and there 
are may be some alternative attributes exit when classifying new examples. So we 
proposed a new algorithm which produce m reducts, the number m needed to be given 
by the designer. Compared with using Discernibility Matrix to generate these multiple 
reducts, the special point is that between these reducts there are no common attributes, 
so these attributes have more powerfully capability to classify new objects. This At-
tributes Reduction algorithm is extended from the QUICKREDUCT Algorithm. 

Input: C, the set of all feature attributes; 
       D, the set of class attributes. 
Output:  the unit of m reducts MR, CMR ⊆  

(1) MR=Φ  
(2) for i=1 to m 
(3) R:=Φ , 
(4) do  
(3)  T:=R, 
(4)  for each RCx −∈  

(5)      if )()(}{ DD TxR γγ >∪   T:= }{xR∪ , 

(6)  R:=T, 
(7) until )()( DD CR γγ = , 

(8) RCC −= , 

(9) RMRMR ∪= , 
(10) end for 
(11) return MR 



 Topic-Specific Text Filtering Based on Multiple Reducts 179 

 

3    The Proposed Feature Selection Architecture 

The architecture of our topic-specific text feature selection architecture is shown in 
Figure 1. 
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Fig. 1. The Proposed Feature Selection Architecture 

In pre-processing documents, we first separate text into words, then prune infre-
quent words and high frequency words, and delete stop words. Next, we use CHI 
statistic methods to acquire keywords. And then, we use the rough set method to fur-
ther reduce the number of the features. Thus more accurate and few features are ex-
tracted. At last we use naïve Bayes model, vector space model, support vector ma-
chine model to evaluate our feature selection method, respectively.  

4    Experiment 

4.1   Date Sets One 

We choose two more relevant class: comp.sys.ibm.pc.hardware (abbr. as ibm) and 
comp.sys.mac.hardware (abbr. as mac) from mini-Newsgroup dataset [21] as our 
dataset for training, and we make ibm as positive data set, while mac as negative data 
set, which include 100 documents respectively. For testing, we use their full dataset: 
Newsgroup from UCI machine learning archive [22], which includes 1000 documents 
respectively. The information of data sets one is shown in Table 1.We primarily use 
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white space and punctuation to separate words, then prune infrequent words and high 
frequency words, and translate upper to lower case. Thus we get a vocabulary of 
about 6000 after pre-processing.  

Table 1. The information of data sets one 

Data Sets Numbers Sum Size Average Size 
Positive Sets 100 154KB 1.54KB Training 
Negative Sets 100 164KB 1.65KB 

Testing Sets 2000 3.08MB 3.08KB 

Feature Selection Primarily. After pre-processing of words, we use CHI statistic to 
select features primarily, thus we get a vocabulary of 1077 in this phase. And next, we 
use rough set to reduce those attributes. 

Feature Selection Using Rough Set Theory. We primarily use the term frequency-
inverse document frequency (TF-IDF) to establish the particular degree of important 
of term in a document. We denote valuew = (TF-IDF). Since rough sets is suited to 
nominal datasets, we quantize the normalized space into 11 values calculated by floor 
(10w). Next we construct decision table for the 200 documents based on these primar-
ily selected words. Then we use the improved rough set attribute reduct method to 
further reduce the number of the features.  

Evaluation and Result. We use naïve Bayes model, vector space model, and support 
vector machine model to evaluate our feature selection method, respectively. As seen 
from Table 2 to Table 3, it reaches a high precision by the two-step feature selection. 
Especially, it reaches more high precision in testing sets with a single reduct.  

Table 2. F1 Value in Training Sets A with different m 

number of reducts Classifier original 
m=1 m=2 m=3 

Numbers of Attributes 1077 15 33 60 
Naïve Bayes .965 .95 .945 .935 

VSM .9706 .8064 .8138 .8824 
SVM-Linear .985 .88 .89 .91 

F1 Value 
in Training 

Sets A 
SVM-RBF .995 .90 .92 .94 

Table 3. F1 Value in Testing Sets A with different m 

number of reducts Classifier original 
m=1 m=2 m=3 

Numbers of Attributes 1077 15 33 60 
Naïve Bayes .81 .938 .9385 .9075 

VSM .8045 .7869 .7365 .8738 
SVM-Linear .8305 .8605 .859 .8445 

F1 Value 
in Testing 

Sets A 
SVM-RBF .8275 .9105 .901 .88 
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4.2   Data Sets Two 

We choose a Chinese data set as our datasets, which is captured from Web. This data-
set, which are relevant to some topic, includes two classes. One class is positive for 
the topic, which includes 949 documents; the other class is about objectionable con-
tent for the topic as negative, which includes 1464 documents. The information of 
data sets two is shown in Table 4. We firstly separate Chinese text into words, then 
prune infrequent words and high frequency words, and delete preposition, pronoun, 
auxiliary words, measure words, etc, and we only hold the noun, verb, adjective and 
some phrases. Thus we get a vocabulary of about 5139 words in this phase. 

Table 4. The information of data sets two 

Data Sets Numbers Sum Size Average Size 
Positive Sets 949 2.68MB 2.89KB Training 
Negative Sets 1464 57.2MB 40.01KB 

Testing Sets 343 23.8MB 70.65KB 

Feature Selection Primarily. we use CHI statistic to select features primarily, thus 
we get a vocabulary of 1384 words in this phase. To make our system fit for the 
application and to embed this model gateway for real-time text filtering, we need to 
further select more accurate features. So next we use rough set to further reduce those 
attributes, and rough set have this function in nature.  

Feature Selection Using Rough Set Theory. We primarily use the term frequency-
inverse document frequency (TF-IDF) to establish the particular degree of important 
of term in a document. We denote valuew = (TF-IDF). Since rough set is suited to 
nominal datasets, we quantize the normalized space into 11 values calculated by floor 
(10w). Next we construct decision table for the 2413 documents based on these 1384 
selected words. Then we use the rough set method we proposed to further reduce the 
number of the features.  

Evaluation and Result. We use naïve Bayes model, vector space model, and support 
vector machine model to evaluate our feature selection method, respectively. And we 
get 343 negative documents for testing, which are got from other objectionable Web 
Sites. As seen from Table 5 to Table 6, when m is 3, the performance gives same almost 
accuracy as in unreduced training data set or testing data set. In this phase, 129 words 
are found, and we find these words are all more relevant to the positive and negative 
documents, moreover, underlying semantics between these words is preserved.  

Table 5.  F1 Value in Training Sets B with different m 

number of reducts Classifier original 
m=1 m=2 m=3 

Numbers of Attributes 1384 18 67 129 
Naïve Bayes .9276 .889 .91 .9223 

VSM .9569 .9641 .9631 .9599 
SVM-Linear .9954 .9730 .9796 .9846 

F1 Value 
in Training 

Sets B 
SVM-RBF .9987 .9656 .9859 .9904 
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Table 6.  F1 Value in Testing Sets B with different m 

number of reducts Classifier original 
m=1 m=2 m=3 

Numbers of Attributes 1384 18 67 129 

Naïve Bayes .309 .827 .7464 .7872 

VSM .9942 .9101 .9768 .9884 
SVM-Linear .9941 .8425 .9621 .9825 

F1 Value 
in Testing 

Sets B 
SVM-RBF .9970 .8775 .9446 .9737 

5    Conclusions 

In this paper, we got good result with vector space model, support vector machines 
and Naive Bayes Model in the benchmark data set one. Data set two is a non-balance 
data set, we also get good result with vector space model, support vector machines, 
but we got poor result with Naive Bayes Model in this data set, especially in the test-
ing data set. The reason is due to the different text expressing methods, which differ-
ent filter based. Vector space model and support vector machines are based on bag of 
words to express document, and normalization technique is used, while Naive Bayes 
Model is based on the probability of terms and class. Data set two is a non-balance 
data set, it is difficult for Naive Bayes Model with the probability of selected terms to 
map all the feature space, and so it has a poor precision to filter unseen non-balance 
data set. And in our experiment, we concluded the normalization technique is very 
important to improve the precision than not to normalize a document. 

In addition, we proposed a novel method to select features methods based on rough 
set. We primarily use CHI statistic methods to select features primarily, and next, to 
further select features using rough set, which produce m reducts. And between these 
reducts there are no common attributes, so these attributes have more powerfully 
capability to classify new objects. Thus more accurate and few features are extracted. 
At last we use naïve Bayes model, vector space model, support vector machine model 
to evaluate our feature selection method, respectively, the result shows our method is 
very effective.  

The future work is that we will consider relevant feedback technique to improve 
the capability to adapt to the rapid penetration of the Web. 
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Abstract. Previous studies have presented convincing arguments that a frequent 
sequence mining algorithm should not mine all frequent sequences but only the 
closed ones because the latter leads to not only more compact yet complete re-
sult set but also better efficiency. However, frequent closed sequence mining is 
still challenging on stand-alone for its large size and high dimension. In this pa-
per, an algorithm, PFCSeq, is presented for mining frequent closed sequence 
based on distributed-memory parallel machine, in which each processor mines 
local frequent closed sequence set independently using task parallelism with 
data parallelism approach, and only two communications are needed except that 
imbalance is detected. Therefore, time spent in communications is significantly 
reduced.  In order to ensure good load balance among processors, a dynamic 
workload balance strategy is proposed. Experiments show that it is linearly 
scalable in terms of database size and the number of processors. 

1   Introduction 

Frequent sequential pattern mining, since it is introduced in [1], plays an important 
role in data mining task, with broad applications, such as discovery of motifs and 
tandem repeats in DAN sequences, analysis of customer shopping sequences and 
mining XML query access patterns for caching, and so on. Efficient mining methods 
have been studied extensively, including the general sequential pattern mining, con-
straint-based sequential pattern mining, frequent episode mining, temporal relation 
mining, and long sequential pattern mining in noisy environment. 

In recent years a new argument has been presented that for mining frequent se-
quential patterns, one should not mine all frequent sequential patterns but the closed 
ones because the latter leads to not only more compact yet complete result set but also 
better efficiency [6][7]. 

However, the task of finding frequent closed sequence in large database is still 
challenging. The search space is still extremely large. Given search complexity, serial 
algorithms cannot provide scalability, in terms of the data size and the performance 
for large databases. Because there is always this limit to the performance of a single 
processor, we must rely on parallel multiprocessor systems to fulfill this role. 

There are two kinds of parallel algorithms for mining sequential patterns according 
to the architecture they used in current research. The first is shared memory [3], in 
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which all processors access common memory, and each processor has direct and 
equal access to the common memory in the system, but the finite bandwidth of com-
mon bus can limit scalability; the other is distributed memory, in which each proces-
sor has a private memory that can only be accessed directly by itself and a message 
passing programming paradigm is utilized when a processor need to access to the data 
in the local memory of another processor. It may bring high communication over-
heads. In [4], three parallel algorithms, NPSPM, HPSPM and SPSPM based on GSP, 
are presented. The main limitation of all these parallel algorithms is that they make 
repeated passes over the disk-resident database partition, incurring high I/O over-
heads. Furthermore, the schemes involve exchanging the remote database partitions 
during each iteration; which resulting in high communication and synchronization 
overheads. They also use complicated hash structures, which entail additional over-
head in maintenance and search and typically also have poor cache locality. 

 In this paper, we propose a parallel algorithm, PFCSeq, for mining frequent closed 
sequences on distributed memory machines. PFCSeq is an asynchronous algorithm in 
that it requires no synchronization among processors, except that at the beginning and 
the end of the program. And the database scanned decreases gradually in the algo-
rithm. At the same time, a dynamic load balance scheme to ensure good load balance 
among processors is presented. Therefore, smaller communication and I/O overheads 
are needed in PFCSeq. Experiments show that it is successful for overcoming the 
above problems.  

The rest of this paper is organized as follows: we describe related concepts and 
properties about frequent closed sequence mining in section 2; Section 3 describes 
frequent sequent tree generating; section 4 is the parallel algorithm for mining fre-
quent closed sequences on distributed machine; Experiment result is given in section 
5; and we conclude in Section 6. 

2   Related Concepts and Properties 

The problem of mining frequent closed sequence can be stated as follows: Let 
},...,,{ 21 niiiI = be a set of n distinct items. An itemset is a non-empty unordered 

collection of items (without loss of generality, we assume that items in an itemset are 
sorted in increasing order). An itemset is denoted as (i1i2…ik), where ij is an item. A 
sequence is an ordered list of itemsets and denoted as S=<s1,s2,…,sm>, where si 
(i=1,2,…,m )is an itemset, i.e., Isi ⊆ . The length of a sequence S is denoted as 

|S| ∑
≤≤

=
mi

is
1

|| . A sequence Sa=<a1,a2,…,an> is a subsequence of another sequence 

Sb=<b1,b2,…,bm> ( denoted as ba SS ⊆ ), if the value of the expression   

),...,,()...1( 21121 2 nn inii bababamiii ⊆⊆⊆∧≤<<<≤∃  is true, where Sa is 

the subsequence of Sb, and Sb is the supersequence of Sa. At the same time, we call Sa 
is the proper subsequence of Sb, and Sb is the proper supersequence of Sa if |Sa|≠|Sb|, 
and denoted as Sa ⊂ Sb. A sequence database(denoted as SDB)  is a set of tuples, 
which has the form <Sid,S>, where Sid is the identifier of  sequence S. Table 1 is the 
sample dataset. The number of tuples is the size of SDB, denoted as || SDB . A tuple 
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<Sid,S> contains a sequence s if and only if Ss ⊆ . The absolute support of a se-
quence s, denoted as sup(s), is the total number of tuples that contain this sequence in 
SDB.  The relative support of a sequence is defined as sup(Sa)/|SDB|. Given a thresh-
old minsup defined by user, a sequence is frequent if its support is no less than min-
sup. The set of the frequent sequence is denoted as FS. 

Definition.1. For any sequence FSs ∈ , if 
))'sup()sup(''(' ssssFSss =∧⊃∧∈¬∃  is true, then s is called a frequent 

closed sequence. 

Definition 2.  Given a sequence s=<t1，t2，…，tm> and an item α , 
α∞s means that s concatenates with α . It can be I-step extension, 
αis ∞ = >∪< }{,...,, 21 αmttt  if α<∈∀ ktk m ,, ; or S-step extension, 

αss ∞ = >< }{,,...,, 21 αmttt . For example, <(af)> is an I-step extension of <(a)>, 

and <(a)(b)>is a S-step extension of <(a)> in the sample database SDB. 

Definition 3. A sequence Sa=<a1,a2,…,an> is a prefix of another sequence 
Sb=<b1,b2,…,bm>, if and only if: ① ai=bi (i≤m-1); ② mm ba ⊆ ;③ all the items in 
(am-bm) are alphabetically after those in bm. 

Definition 4.  Given a sequence Sa and one of its subsequence Sb, another subse-
quence S’ of Sa is the projection corresponding to the prefix sequence Sb, if and only 
if: ① S’ has got prefix Sb;② there exists no supersequence S’’, such that S’’ ⊆ Sa , 
and has got prefix Sb. The remainder part after projection is called the postfix se-
quence corresponding to Sb in Sa. For example, sequence <(f)(d)>is a subsequence of 
the sequence <(af)(d)(e)(a)>, then <(af)(d)> is the projection corresponding to prefix 
<(f)(d)>, and <(e)(a)> is the postfix sequence corresponding to <(f)(d)> in 
<(af)(d)(e)(a)>. 

Definition 5.  Frequent sequence tree is a lexicographic sequence tree, denoted as 
PT=（V,E）, where V is the set of nodes in tree, each node representing a frequent 
sequence, which is denoted as <sequence>:<d>, where d is support  E is the set of 
edges in the tree. Let Sa be the child of sequence Sb, then |Sa|=|Sb| +1. Fig.1 is a pro-
jected tree corresponding to the sample sequence database (see Table 1). The se-
quences in elliptical node are frequent closed sequences. 

Table 1. A Sample Sequence Database 

Sid Sequence 

1 <(af) (d) (e)(a)> 

2 <(e) (a) (b)> 

3 <(e)(abf)(bde)> 

Property 1.  For two nodes s and s’, if s is the child of s’ and sup(s)=sup(s’), then s’ 
is not a frequent closed sequence.  
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Property 2.  Given two sequences s and s’, if sup(s )=sup(s’) and |s|=|s’|, then s ⊄ s’ 
or s’ ⊄ s . 

3   Generating Frequent Sequence Tree 

For a given sequence database (for instance, Table 1), frequent items are obtained 
firstly according to minimum support, and these items form initialization nodes in 
frequent sequence tree. Then these nodes are extended on I-Step extension or S-Step 
extension level by level. And the frequent extension items are obtained by scanning 
database consisted of postfix sequences corresponding to its parent node in original 
database. For the same item, we define that I-step extension is prior to S-step extension. 

For example, sequence <(a)>:2 (see Fig.1) is one of the initialization nodes, then 
<(_f)(d)(e)(a)>, <(b)>, <(_bf)(bde)> are the postfix sequences corresponding to the 
parent node <(a)>:2.  We can get frequent items <(_f)>, <(b)>, <(d)> and <(e)> using 
these postfix sequences. Then children, <(af)>:2, <(a)(b)>:2, <(a)(d)>:2 and 
<(a)(e)>:2, are obtained according to definition 2. 

                        <> 

 

<(a)>: 3   <b>: 2     <d>: 2   <e>: 3          <(f)>: 2   

 

 

<(af)>: 2 <(a)(b)>: 2 <(a)(d)>: 2 <(a)(e)>: 2              <(e)(b)>:2 <(f)(d)>: 2 <(f)(e)>:2 

  

 

                         

 

 

<(e)(a)>: 3

<(af)(d)>: 2 <(af)(e)>: 2 <(e)(a)(b)>: 2

 

Fig. 1. Frequent sequence tree 

For each node in frequent sequence tree, we check it whether it is frequent closed 
sequence according to definition1, property 1 and property 2. 

4   Parallel Mining Frequent Closed Sequence on Distributed 
Memory Machine 

In this section we present a parallel algorithm, PFCSeq, for mining frequent closed 
sequences based on projected tree on distributed-memory parallel machine. The target 
is to obtain good speedup, which may be simply defined as follows: 

p

s
p T

T
S =

 

(1) 
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Where Ts is the time spent by the best serial algorithm, and Tp is the time spent by 
parallel machine with p processors. 

The key features of this algorithm are as follows: (1) each processor generates local 
frequent closed sequence independently by depth-first search; (2) the size of database 
scanned decreases as projection goes on; (3) only two communications are needed 
except that imbalance is detected; (4) a dynamic load balance strategy is adopted.  

Theorem 1. Local non-frequent closed sequence is anything but globally frequent 
closed sequence; globally frequent closed sequence is local frequent closed sequence 
by all means. 

4.1   Data Partition  

At the beginning of the algorithm the original database is equally partitioned into p 
blocks, where p is the number of processors in the system. Each processor counts the 
local support for local items, exchanges the support among the processors, and com-
putes the global frequent sequences set FS1 with length of 1. Then FS1 and the corre-
sponding postfix sequence databases are distributed into the p processors equally. 

4.2   Task Parallelism 

In PFCSeq, each processor generates local frequent closed sequence independently 
based on local frequent 1-sequence set and postfix sequence databases by depth-first, 
no synchronization is needed during the process. For example, suppose there are three 
processors named P1, P2, P3 respectively in the system, the task for mining sample 
database (Table 1) can be partitioned as Fig.2. Each processor processes an inde-
pendently sub-tree. 

                                             

<(af)>: 2

<(a)>:3 

<(a)(b)>: 2 <(a)(d)>: 2 <(a)(e)>: 2

<(af)(d)>: 2 <(af)(e)>: 2 

(P1) 

 <(e)>:3

<(e)(a)>: 3 <(e)(b)>: 2

<(e)(a)(b)>: 2

(P2)

<>

<(b)>: 2 <(d)>: 2 <(f)>: 2 

<(f)(d)>: 2 <(f)(e)>: 2 

(P3) 

 

Fig. 2. Task in processor P1, P2 and P3 

4.3   Load Balance Method 

The work on each processor consists of three processes. The first is PROJECT proc-
ess which projects database into a smaller one. The second is SCAN process which 
scans postfix sequence database generated by PROJECT process to count frequent 1-
items. The third is CHECK process which checks each node whether it is a frequent 
closed sequence. 
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If the time required by processor Pi for PROJECT, SCAN and CHECK process is 
expressed by PTi, STi, and CTi  respectively, the overall processing time for that proc-
essor can be formulated by: 

iiii CTSTPTT ∆+∆+∆=∆  (2) 

Where ∆  is the time-interval. 
Let ni is the number of nodes on processor Pi, then ii nPT α= , 

ii nST β= , ii nCT χ= . Coefficients α , β  and χ  are determined using statistical 

information collected during previous interval. 
So the remaining time required by that processor can be estimated by the following 

expression: 

restTi=restPTi +restSTi +restCT (3) 

When projection goes in-depth gradually, load among processors may become imbal-
ance. In order to have all processors complete their job at the same time, we use dy-
namic balance method to reallocate the load for each processor so that each processor 
has the same restTi. 
The skew is defined as follows: 

   )(

)min()max(

restTiavg

restTirestTi
skew

−=  (4) 

We can judge the load control is needed if skew exceeds some certain threshold. Here 
we use a coordinator to run this plan. That is, the coordinator monitors the load on 
each processor, and computes the skew, if skew is more than the threshold given, then 
run the plan that migrates superfluous load from the processor with maximal load to 
the one with minimal load. 

4.4   Parallel Algorithm Describing-PFCSeq 

Parallel algorithm comprises three parts including initialization phase, asynchronism 
phase and collection phase. And each part is described as follows: 

Initialization:  
1) Partition original sequence database (SDB) equally into processors in the sys-

tem, and the database in processor Pi is denoted by SDB i ; 
2) Each processor scans local database, count supports for local 1-items; 
3) Exchange local supports among processors, count global support for 1-items, 

generate frequent 1-items set FS1, form the initial nodes; 
4) Build projected database for each frequent 1-item in FS1, divide frequent 1-

items (initial nodes) and corresponding postfix sequence database into the proc-
essors in the system.  

Asynchronism Phase:  
For each node in processor Pi do 

1) Scan database, and count frequent I-Step extension items and S-Step extension 
items; 

2) Generate frequent k-sequence set FSk, (k>=2), and form the new nodes; 
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3) For each new node, check whether it is frequent closed sequence according to 
the definition of frequent closed sequence and property 1 and property 2, and 
generate local frequent closed sequence set FCSi;   

4) Build postfix sequence database for each new node; 
5) Repeat 1)~4), until there is no new node is generated. 

Collection: 
1) Compute candidate frequent closed sequence set 

FCS=FCS1
∪FCS2

∪…∪FCSp according to theorem 1;; 

2) Delete the non-frequent closed sequences in FCS, obtain globally frequent 
closed sequence set. 

 This algorithm uses task partition with data partition approach to compute frequent 
closed sequence independently, and only two communications are needed unless the 
coordinator detects imbalance. Communication overhead is reduced significantly. 
Moreover, the size of postfix sequence database decreases rapidly, so I/O overhead is 
also reduced. Therefore, the algorithm obtains good performance. 

5   Experiments 

5.1   Experimental  Environment 

In order to test the performance of algorithm PFCSeq, we do several experiments on 
dawning 3000 parallel machine which is a distributed-memory machine with 3 nodes. 
These nodes are connected by internal communication network, and in each node 
there are common main memory with capacity 2GB and HD with 9GB shared by 4 
CPUs with 375MHZ. At most 12 processors are permitted in the system. Aggregation 
memory is 6GB. 

5.2   Experiment Dataset 

We generate three datasets by using a synthetic dataset generator provided by IBM 
which can be retrieved from an IBM website, http://www.almaden.ibm.com/cs/quest. 
They are  

C10T5N10S4I1.25D1M,C20T5N10S4I1.25D1M and  
C20T2.5N10S8I1.25D1M respectively. Where the parameters is explained as Table 2: 

Table 2. Parameters for IBM Quest data generator 

Abbr. Meaning 
D Number of sequences in 000s 
C Average itemsets per sequence 
T Average items per itemset 
N Number of different items in 000s 
S Average itemsets in maximal sequences 
I Average items in maximal sequences 
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Let minsup＝|D|*0.25%, we do the following experiments: 
1)  runtime as the number of processors increases in the system;  
speedup as the number of processors increases in the system. 

5.3   Experiment Results 

Fig.3 shows the total execution time and the speedup charts for each dataset using the 
minimum support values given by 5.2.  We obtain near linear speedup in terms of the 
number of processors and the size of dataset. 
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Fig. 3. Performance test for algorithm PFSCeq 

6   Conclusions 

Many studies have elaborated that frequent closed sequence mining has the same 
expressive power as that of all frequent sequence mining yet leads to more compact 
result set and significantly better efficiency. However, the task of finding frequent 
closed sequence in large database is still challenging. The search space is still ex-
tremely large. Given search complexity, serial algorithms cannot provide scalability, 
in terms of the data size and the performance for large databases. Because there is 
always this limit to the performance of a single processor, we must rely on parallel 
multiprocessor systems to fulfill this role. In this paper, we propose a parallel algo-
rithm, PFCSeq, mining frequent closed sequence based on distributed-memory paral-
lel machine. In this algorithm, each processor generates local frequent closed  
sequence independently, and only two communications are needed except that  
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imbalance in the system is detected. Experiments results show that the algorithm 
PFCSeq has linear scalability in terms of the size of database and the number of  
processors in the system. 
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Abstract. Deciding functions statistical robustness problem is considered. The 
goal is to estimate misclassification probability for decision function by training 
sample. The paper contains results of investigation an empirical risk bias for 
decision tree classifier in comparison with a linear classifiers and with exact 
bias estimates for a discrete case. This allows to find out how far Vapnik–
Chervonenkis risk estimates are off for considered decision function classes and 
to choose optimal complexity parameters for constructed decision functions. 
For heuristic algorithms those do not perform exhaustive search there was pro-
posed a method for estimating an effective capacity. 

1   Introduction 

An overtraining problem consists in that decision function quality being evaluated by 
the training sample appears much better than its real quality. To get true risk estima-
tion in data mining one uses a validation set or leave-one-out method. But these 
methods have some disadvantages. The first one decreases a sample available for 
building a decision function. The second one takes extra computational resources and 
is unable to estimate risk volatility. 

So, one needs a method that allows estimating a risk by training sample directly, 
i. e. by an empirical risk. This requires estimating first an empirical risk bias, because 
an empirical risk is usually much lower than a risk (misclassification probability), i. e. 
it is a biased risk estimate. 

The problem was solved by Vapnik and Chervonenkis [1]. They introduced a con-
cept of capacity (growth function) of a decision rules set. This approach is quite pow-
erful, but known decision quality estimates are pessimistic and not precise. There are 
several issues of its inaccuracy, the most significant one is a probabilistic approxima-
tion like: ( ) ( )∑∑ ≤ ii APAP . 

For a case of discrete features, there were exact estimates of an empirical risk bias 
obtained [4]. 

The goal of this paper is to extrapolate that result on continuous case and to evalu-
ate an accuracy of VC–estimations for decision tree classifier. 
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2   Formal Problem Definition 

Let deciding function be a correspondence YXf →: , where X – a features values 

space and Y – a forecasting values space. 
For the determination of deciding functions quality we need to assign a function of 

losses: [ )∞→ ,0: 2YL . 

By a risk we shall understand an average loss: 

( ) ( )( ) [ ]∫= DdPxfyLfcR c,, . 

Here C is a set of probabilistic measures on YXD ×=  and Cc ∈  is a measure 
[ ]DPc . The set C contains all the measures for those a conditional measure [ ]xYPc  

exists Xx ∈∀ . 
Hereinafter square parentheses will hold a set that a probabilistic space is de-

fined  on. 
For building a deciding function there is a random independent sample  

( ){ }NiDyxv ii
c ,1, =∈=  from distribution [ ]DPc  used. 

An empirical risk will mean a sample risk estimation: ( ) ( )( )∑
=

=
N

i

ii
N

xfyLfvR
1

1 ,,
~

. 

For the all practically used algorithms building deciding functions an empirical risk 
appears a biased risk estimation, being always lowered, as far as algorithms minimize 
an empirical risk. 

So, estimating this bias is actual. 
Enter indications: 

( ) ( )vQfcERQcF ,,, = ,      ( ) ( )vQfcREQcF ,,
~

,
~ = . 

Here { } { }fvQ →:  is an algorithm building deciding functions, and vQf ,  – a decid-

ing function built on the sample v by algorithm Q. 
Expectation is calculated over the all samples of volume N. 
Introduce an extreme bias function: 

( ) ( ) 000
~~ˆ~
FFFFS QQ −= , (1) 

where ( )
( )

( )QcFFF
FQcFc

Q ,sup
~ˆ

0
~

,
~

:
0

=
= . 

We shall consider a problem of classification i. e. Y = {1,2} with the loss function: 

( )
⎩
⎨
⎧

′≠
′=

=′
yy

yy
yyL

,1

,0
, . 
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3   Multinomial Case 

In [4] there is reported the dependency ( )0
~
FSQ  for the multinomial case when X is 

discrete, i. e. X = {1,…,n}, and Q minimizes an empirical risk in each Xx ∈ . 

For the further comparison let’s remember a dependency ( )0
~
FSQ  in asymptotic 

case: 
n
N = M = const, ∞→N , 

∞→n . 
This asymptotic approximation is 

wholly acceptable already by n = 10, 
herewith it has only one input pa-
rameter M. 

Now we can calculate an accuracy 
of Vapnik–Chervonenkis evaluations 
for the considered case of discrete X, 
as far as we know an exact depend-
ency of average risk on the empirical 
risk for the "worst" strategy of nature. 

For ( )0
~
FS  in [1] there is reported 

an estimation ( ) τ=′ 0
~
FSV , as well as 

an improved estimation: 

( ) ⎟
⎟

⎠

⎞

⎜
⎜

⎝

⎛
++=′

2
02

0

~
2

11
~

τ
τ F

FSV , where τ asymptotically tends to 
M ′2

2ln
, 

( )MeMM −−=′ 1 . 

On figure 1 there are drawn the dependency ( ) ( )M
F

FSMS 0~
~

max
0

=  and its estima-

tion ( ) ( )MV
F

V FSMS 0~
~

max
0

= . Plots demonstrate significant greatness of the last. 

Note that the accuracy of Vapnik–Chervonenkis estimation falls since 0
~
F  de-

creases. For example, in “deterministic case” when 0
~

0 =F  we have: 

( )
( )

( )
77,32ln2

2ln12

0

0 ≈⎯⎯ →⎯−=
′

→∞

−
e

M

eMe

S

S
M

M

Q

V . 

By M ≤ 1 the “worst” distribution (that provides maximal bias) is uniform on X and 
the results obtained is consistent with results for multinomial case reported in [2]. By 

M > 1 and restricted 0
~
F  the “worst” distribution is not uniform on X. 

4   Linear Decision Functions 

Let us compare risk bias values for discrete case with bias for linear decision functions. 

Fig. 1. Risk bias and VC–estimation. Multino-
mial case, ER = 0.5 

M 

S(M) 
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Table 1. Risk bias for linear 
decision functions 

d N M’ S 

1 3 1.16 0.4 

1 10 2.31 0.27 

1 20 3.75 0.20 

1 50 7.53 0.13 

1 100 13.08 0.095 

2 4 1.05 0.47 

2 10 1.53 0.357 

2 20 2.33 0.27 

2 50 4.44 0.18 

2 100 7.53 0.13 

3 5 1.019 0.48 

3 10 1.247 0.41 

3 20 1.79 0.32 

3 50 3.28 0.22 

3 100 5.46 0.162 

4 10 1.111 0.45 

4 20 1.5 0.355 

4 50 2.66 0.249 

5 10 1.044 0.476 

5 20 1.33 0.398 

5 50 2.27 0.275 

For simplifying there was considered uniform 
distribution on features for both classes. For such c 
misclassification probability equals to 0.5 for 
every decision function, but empirical risk appears 
to be much lower. 

To find a dependence S(M) for linear deciding 
functions in X = [0,1]d a statistical modeling was 
used. By the modeling there was for each 
combination of parameters a hundred of samples 
drawn from uniform distribution on D, for each 
sample the best linear classifier built by exhaustive 
search. Note that the uniform distribution on D 
provides maximum of empirical risk bias since we 

put no restrictions on 0
~
F . 

A table 1 shows the result of modeling. Here d – 
features space X dimensionality, N – sample size, 

C2log

N
M =′  – sample size divided by VC-

capacity of linear functions class (C is a total 
number of possible decision assignments to sample points by using linear decision 
functions), S – risk bias. 

The same results are shown (by markers) on fig. 2 in comparison with S(M’) for 
discrete case (solid line). 

Obtained results show that bias dependence on M’ for linear functions is close to 
dependence for discrete (multinomial) case. 

5   Decision Tree Classifier 

The goal now is to evaluate a risk bias for decision functions in form of binary deci-
sion trees [3]. 

Fig. 2. Risk biases for multinomial and linear deci-
sion functions 

S(M’) 

M’ 
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Decision tree is a binary tree with terminal nodes 
marked by goal class (certain value y) and non-terminal 
nodes marked by predicates in form: Xj < α, where α is a 
value. Two arcs starting from each non-terminal node 
correspond to true and false predicate values. 

Each decision tree forms certain sequential partition-
ing in X. 

There was the exhaustive search algorithm imple-
mented. The search is performed over the all decision 
trees with L terminal nodes and the best tree minimizing 
an empirical risk is founded. 

While searching, the algorithm counts C – the num-
ber of different assignments y to sample objects. 

Since C essentially differs on different samples one 
need to evaluate an entropy C2logE=H . 

Then 
H

N
M =′ . 

Table 2 shows statistical robustness of decision trees by different parameters while 
uniform distribution on D assumed. The same result is shown on figure 3 in compari-
son with multinomial case. 

One can see again that risk bias is caused and determined by M’ (sample size per 
complexity) rather than any other factor. 

6   Relevant Capacities 

Let’s compare complexities (capacities) of decision trees and linear classifier. 
Table 3 shows linear classifier dimensionality d’ that provides the same entropy 

(average number of different assignments y to sample objects) like decision trees with 
L terminal nodes in d-dimensional space. 

Fig. 3. Risk biases for multinomial and tree 
decision functions 

S(M’) 

M’ 

Table 2. Risk bias for tree 
decision functions 

d N L M’ S 
1 2 1 2 0.26 
1 2 2 1 0.5 
1 5 2 1.51 0.36 
1 5 3 1.12 0.44 
1 10 2 2.31 0.27 
1 10 3 1.53 0.34 
1 20 2 3.76 0.19 
1 20 3 2.33 0.26 
1 20 5 1.50 0.34 
2 5 2 1.26 0.40 
2 5 3 1.02 0.49 
2 10 2 1.92 0.30 
2 10 3 1.28 0.40 
2 20 2 3.19 0.23 
2 20 3 1.94 0.31 
2 20 4 1.46 0.37 
3 5 2 1.17 0.42 
3 20 2 2.92 0.24 
3 20 3 1.77 0.34 
3 20 5 1.12 0.45 
4 20 2 2.76 0.25 
5 10 2 1.57 0.35 
10 10 2 1.39 0.38 



198 V. Nedel’ko 

 

Non-integer values of  d’ appears because of interpolation performed. 
Though decision trees seem to be simple they have essential capacity. For example 

if  L = d decision trees capacity exceeds capacity of linear classifier. 
Column  d” corresponds to a case of a gradient search. 
The most of practical algorithms do not perform exhaustive search, but make some 

kind of gradient one. Hence their capacity should be essentially lower than decision 
functions class capacity (that is the same as the capacity of exhaustive search  
algorithm). 

Note that if an algorithm does not try all the functions, but always finds the best 
one, then its capacity is equal to whole class capacity. So, an effective capacity de-
pends not on the number of decisions tested, but on the distance between the decision 
obtained and the best one. 

To estimate an algorithm effective capacity we suggest the following method. 
First, by generating random samples from the uniform distribution on D an expec-

tation of empirical risk is estimated. Since a risk for any decision is equal to 0,5 a risk 
bias is known too. 

Then, having risk bias a correspondent value M’ that delivers the same bias in dis-
crete case may be found. 

Finally, a value 
M
N

′  may be considered as an effective capacity. Note that the re-

ported method for calculation an effective capacity is, in fact, the definition of the last. 
Value  d” in the table 3 is an effective capacity of gradient algorithm that performs 

sequential construction a tree, adding on each step a node providing biggest increment 
of criterion. 

d N L d' d” d N L d' d” 

1 5 2 1 1.07 2 5 2 1.56 1.5 
2 10 2 1.4 1.47 2 20 2 1.3 1.43 
3 2 2 1 1 3 5 2 1.83 1.74 
3 10 2 1.64 1.71 3 20 2 1.47 1.59 
4 5 2 2.09 1.89 4 20 2 1.59 1.79 
5 10 2 1.93 2.02 10 10 2 2.45 2.58 
1 5 3 2 1.39 2 5 3 2.95 2.01 
2 10 3 2.86 2.4 2 20 3 2.66 2.55 
3 5 3 3.76 2.54 3 10 3 3.48 3.1 
3 20 3 3.07 3.18 4 5 3 3.99 3.36 
4 10 3 3.94 3.21 2 5 4 3.99 2.04 
2 20 4 4.26 3.31 3 5 4 4 2.47 
3 10 4 5.82 3.65 3 20 4 5.1 4.1 
4 10 4 6.77 4.33 1 10 5 4 1.82 
2 10 5 6.45 2.83 3 15 5 7.77 4.41 

Table 3. Correspondent dimensionality for tree and linear decision functions. Non-integer 
values of  d’ appears because of interpolation performed
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7   Conclusion 

It is known that risk estimations by Vapnik and Chervonenkis may increase an ex-
pected risk up to several times from its true maximum. For the multinomial case (a 
discrete feature) these estimations was essentially improved and the exact maximum 
of empirical risk bias was found. 

This work shows that such improvement is applicable also for continuous space, 
e.g. linear decision functions and decision trees. 

Practical use of the result consists in that one can apply obtained scaling of VC-
estimations to real tasks. The results obtained for multinomial case may be propagated 
on continuous one by using VC-capacity of decision function class instead of n. 

Comparison of linear classifier and decision trees capacities is also performed. 
For algorithms those do not perform exhaustive search (but use heuristics) there 

was proposed a method for estimating an effective capacity. 
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Abstract. RDF (core Semantic Web standard) is not originally appropriate for 
context representation, because of its initial focus on the ordinary Web re-
sources, such as web pages, files, databases, services, etc., which structure and 
content are more or less stable. However, on the other hand, emerging industrial 
applications consider e.g. machines, processes, personnel, services for condition 
monitoring, remote diagnostics and maintenance, etc. to be specific classes of 
Web resources and thus a subject for semantic annotation. Such resources are 
naturally dynamic, not only from the point of view of changing values for some 
attributes (state of resource), but also from the point of view of changing 
“status-labels” (condition of the resource). Thus, context-awareness and dyna-
mism appear to be new requirements to the existing RDF. This paper discusses 
the issues of representing the contexts in RDF and constructions coming with 
context representation. We discover certain representation patterns and their 
classification towards development of the general approach of querying dy-
namic and context-sensitive metadata in Semantic Web by autonomous agents.  

1   Introduction 

Emerging Semantic Web technology offers a Resource Description Framework 
(RDF) as a standard for semantic annotation of Web resources. It is expected that 
Web content with RDF-based metadata layer and ontological basis for it will be 
enough to enable interoperable and automated processing of Web data by various ap-
plications. RDF-based tools, e.g. Hewlett-Packard’s Jena [14] and Stanford’s Protégé 
[15] provide a base for reasoning about metadata and about situated data (entities 
situated in time and space) that is superior to alternatives such as relational databases 
or object-oriented databases. However, according e.g. to [10] essential representa-
tional ability is missing from the current generation of Semantic Web tools and lan-
guages. When that ability is added, the resulting capabilities offer a combination of 
novelty and flexibility that may usher in a wave of commercial Semantic Web tool-
based applications. Evidently the existing RDF tools should be extended to support 
contexts to enable querying a set of RDF statements having common temporal, spatial 
or other metadata attributes.  In [10] it was concluded that the “clear winners” for 
possible solution can be quads (i.e. adding a fourth field of type ‘context’ to each 
RDF triple) and a context mechanism that references individuals instead of state-
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ments. Another attempt has been made recently to add C-OWL (Context OWL), an 
extended language with an enriched semantics which allows us to contextualize on-
tologies, namely, to localize their contents (and, therefore, to make them not visible to 
the outside) and to allow for explicit mappings (bridge rules). The core open issue is 
the tension between how much knowledge should be shared and globalized (via on-
tologies) and how much should be localized with limited and controlled forms of 
globalization (via contexts) [11]. In [12] the usage of context- and content-based trust 
mechanisms have been proposed and the cRDF trust architecture was presented which 
allows the formulation of subjective and task-specific trust policies as a combination 
of reputation-, context- and content-based trust mechanisms. There exist different 
ways how to understand and use context information for RDF data. In [13] these dif-
ferent ways have been summarized and the RDF-Source related Storage System 
(RDF-S3) has been proposed. RDF-S3 aimed to keep track of the source information 
for each stored RDF triple. On top the RDF-S3 has an extended version of easy RQL 
(eRQL) that makes use of the source information supported by RDF-S3. Therefore 
queries can be restricted to trusted sources and results can be viewed inside their RDF 
graph context. Two main arguments are stated in [13] for using context nodes instead 
of quads. First, quads are not compatible with the RDF model and second, the distinc-
tion between the given RDF information and information that is given in addition, 
like external context information, is much more complicated when using quads, 
whereas additional context nodes can be easily distinct from RDF triples. Therefore 
context nodes were used instead of context parts (quads).  

There is not yet clear vision, which way is better (triples or quads) for representing 
contextual metadata in RDF. Another issue is for what kind of resources such descrip-
tions will be required. On one hand the ordinary Web resources, such as web pages, 
files, databases, services, etc., which structure and content are more or less stable, 
probably do not need a specific way of context representation. However, on the other 
hand, emerging industrial applications consider e.g. machines, processes, personnel, 
services for condition monitoring, remote diagnostics and maintenance, etc. represent 
specific classes of Web resources and thus a subject for semantic annotation. Such re-
sources are naturally dynamic, not only from the point of view of changing values for 
some attributes (state of resource) but also from the point of view of changing “status-
labels” (condition of the resource). In our former effort within SmartResource project 
[16] we presented Resource State/Condition Description Framework (RscDF), as an 
extension to RDF, which introduces upper-ontology for describing such characteris-
tics of resources as states and corresponding conditions, dynamics of state changes, 
target conditions and historical data about previous states. These descriptions are sup-
posed to be used by external Web-services (e.g. condition monitoring, remote diag-
nostics and predictive maintenance of the resources). We presented RscDF as tempo-
ral and contextual extensions of RDF and discussed a State-Symptom-Diagnosis-
Decision-Maintenance model as the basis for RscDF schema.  

RSCDF is a unified representation format for resource state and condition descrip-
tion (encoding). RscDF-language formalizes context definition structure. RscDF-
Schema defines main concepts and structure of the language. The structure is highly 
flexible, thus allowing definition of different complex constructions over the basic 
statements. Different definitions being used for resource description must refer to or 
define instances of classes from Industrial Maintenance Ontology. Detailed descrip-
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tion of RscDF-language is not in a scope of this paper, so we refer to [17]. Figure 1 
shows the key element of RscDF – “SR_Statement”. 

 

 

Fig. 1. SR_Statement structure 

The SR_Statement defines the basic structure of statements being used in RscDF. 
The combinations of statements and references to statements and statement containers 
may form highly structured semantic description. The important semantics are repre-
sented by SR_Property class and its subproperties. The property in the 
rscdfs:predicate container defines the type and structure of rdf:object of current 
SR_Statement. However, the property specification defines only domain and range. 
So to know the structure of the statement, we have to attach some pattern description 
to SR_Property. 

 

Fig. 2. GUN concept illustrated (adopted from [1]) 

The RscDF language was designed to serve the concept of a Global Understanding 
Environment [1]. GUN concept utilises Semantic Web approach for resource annota-
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tion and ontology-based semantic representation and describes communities of inter-
acting Smart Resources. GUN provides a framework for making resources smart, for 
interaction, collaboration, coordination of these resources and resource discovery 
support. Types of resources are not restricted to traditional web content, but can be 
physical resources from real world, such as humans and devices (see Figure 2). 

GUN paradigm provides every participant with common structured data represen-
tation format, allowing explicit and unambiguous knowledge sharing. In order to  
become GUN participant certain steps of adaptation should be taken. In GUN devel-
opment our research group focuses on industrial case study that is concerned with 
large-scale platforms for automated management of industrial objects. The adaptation 
process to GUN environment is described in General Adaptation Framework [18]. 
“General adaptation” assumes a design of a sufficient framework for an integration of 
different (by structure and nature) resources into the GUN environment. This envi-
ronment will provide a mutual interaction between heterogeneous resources. Adapta-
tion assumes elaboration of a common mechanism for new resource integration, and 
its provision with a unified way of interaction. The main idea of adaptation is based 
on a concept of “adapter”, which plays role of a bridge between an internal represen-
tation of resource and a unified environment. 

Adapter is a software component, which provides a bidirectional link between a re-
source interface and an interface of the environment. GUN assumes interoperability 
of Smart Resources. Smart Resource is a conjunction of Real World Resource 
(RWR), Adapter and Agent. By extending RWR within Adapter and Agent we make 
it GUN compatible. General Adaptation includes development of Adapter for RWR. 
Adaptation to GUN is not just syntactical transformation from one representation 
format to another. The key element of adaptation is mapping of concepts being used 
by “Real-World-Resource” to Industrial Maintenance Ontology (IMO) elements. The 
role of IMO lies in unification and structuring of data being represented in such way 
that every resource description taking part in GUN must refer to it. 

 

 

Fig. 3. SmartResource as a Multi-Agent System 
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Semantic Web standards are not yet supporting semantic descriptions of resources 
with proactive behavior. However, as the research within the SmartResource project 
shows [16], to enable effective and predictive maintenance of an industrial device in 
distributed and open environment, it will be necessary to have autonomous agent 
based monitoring over device state and condition and also support from remote diag-
nostics Web-Services (see Figure 3). 

This means that the description of a device as a resource will require also the de-
scription of proactive behavior of autonomous condition monitoring applications 
(agents, services) towards effective and predictive maintenance of the device. For that 
we plan to develop in 2005 another extension of RDF, which is Resource 
Goal/Behavior Description Framework (RGBDF) to enable explicit specification of 
maintenance goals and possible actions towards faults monitoring, diagnostics and 
maintenance. Based on RSCDF and RGBDF and appropriate ontological support, we 
also plan to design RSCDF/RGBDF platforms for smart resources (devices, Web-
services and human experts) equipped by adapters and agents for proactivity, and then 
to apply several scenarios of communication between the platforms towards learning 
Web-services based on device data and expert diagnostics to enable automated remote 
diagnostics of devices by Web-services. 

In this paper we present our solution how to manage (according to the structure of 
the paper Section 2 describes about storing and Section 3 is dedicated to querying) the 
context-sensitive metadata for applications compatible with Semantic Web and GUN 
concepts by utilising existing technologies and tools. Some examples with industrial 
metadata are also provided. 

2   Storing RDF-Based Metadata 

Nowadays there are a lot of proposals related to storing RDF data in RDF databases, 
each with different client-server protocols and different client APIs. For our purposes 
we surveyed a number of most popular RDF-storages (Kowari1, Sesame2, Joseki3) and 
selected Joseki storage as most suitable allowing access to RDF-data through HTTP. 

2.1   Joseki 

Joseki has been proposed and maintained by Semantic Web group at HP Labs. Joseki 
is a web application for publishing RDF models on the web and realized useful access 
to models through HTTP protocol. This allows getting easy access to model from 
anywhere you want. It is built on Jena and, via its flexible configuration, allows a 
Model to be made available on a specified URL and queried using a number of lan-
guages. Results can be returned as RDF/XML, RDF/N3, or NTriples. The query lan-
guages, result formats, and model sources can be extended to produce new alterna-
tives tailored to the user's needs. 

                                                           
1 http://www.kowari.org/ 
2 http://www.openrdf.org/ 
3 http://www.joseki.org/ 
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2.2   Storing and Extracting Data in Joseki 

Information stored in Joseki are presented in a format of models. The client applica-
tion has an access to a specified model and executes operation on this model. Opera-
tions that can be done upon the remote model: 

• add new model or statement 
• remove model or statement 
• extract data from storage 

New model can be appended to already existing model on the Joseki server. This 
operation also allows appending new statement to the predefined model. Each model 
or statement can be removed from the storage by using the remove operation. 

Data extraction from Joseki storage can be implemented by using different mecha-
nisms: 

• fetch the whole model 
• SPO query (single triple match language)  
• RDQL query 

Information from the storage can be extracted partly or as a whole model. To ex-
tract the whole model the fetch mechanism is used. For extracting just specified in-
formation, SPO and RDQL queries are available. SPO (also known as "Triples") is an 
experimental minimal query language. An SPO query is a single triple pattern, with 
optional subject (parameter "s"), predicate (parameter "p"), and object (parameter "o", 
if an URIref or parameter "v" for a string literal). Absence of the parameter implies 
"any" for matching that slot of the triple pattern. 

RDQL is a query language, which is similar to SQL (Structured Query Language) 
and allows specifying the set of conditions, which should suite the extracted set of 
statements.  

The architecture of Joseki is presented in Figure 4. 

RDBMS 

Add module 

Joseki 

Remove module

Fetch module Query module Name of
model 

RDQL 
query 

HTTP 
request

Model or 
Statement 

HTTP 
request

HTTP 
request 

Model or 
Statement 

HTTP 
request 

 

Fig. 4. Architecture of Joseki storage 
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File System RDBMS

MySQL PostgreSQL 

Models

 

Fig. 5. Types of storing models in Joseki 

It consists of the core module and modules, which execute specialized functions on 
the remote model (fetching, adding, removing, querying). Interaction between the cli-
ent and the Joseki server is implemented through HTTP query. The type of the query 
depends on the length of the query. It could be GET if query is not longer then 200 
characters, otherwise POST method is used. Each model in Joseki server has a prede-
fined set of operations, which could be executed upon it. When server gets query to 
one of the defined models, it checks the list of operations which could be executed 
and if the operation is not specified it responds by a fail message. Each operation is 
executed by a specified module. As an input each module requires special parameters. 
For example, Addition and Remove modules need as an input model or statement, 
which have to be added or removed. As a response Joseki sends empty model, if the 
operation was successful. 

One more optional component is RDBMS assigned for storing models in a persis-
tent storage. The models in Joseki can be saved in two ways (See Figure 5):  

− to a file 
− to a RDBMS.  

The target RDBMS is specified in the configuration file joseki-db.n3. 

2.3   RDQL 

Resource Description Query Language (RDQL) is a query language for RDF. RDQL 
is an implementation of the SquishQL RDF query language and is similar to SQL. It 
borrows basic set of words for specifying the set of data, which should be returned 
(e.g. SELECT, WHERE, FROM, etc). As a condition for extracting, RDQL provides, 
the “WHERE” clause followed by a list of triples (subject, predicate, object). These 
triples define the pattern for a search. RDQL has one more key word for defining a 
space of URI identifiers. It allows avoiding long names. 

In the sample query presented below (SELECT-query), as a result, two values will 
be returned: Matthew and Jones. At the beginning of query we specify the values, 
which should be returned: “?family” and “?given”. The first condition deter-
mines a statement, which has vcard:FN property value “Matt Jones”. Then we ex-
tract data from property vcard:N to the variable “name”. Basing on this informa-
tion, we extract values of the property vcard:Family and vcard:Given.  

SELECT ?family, ?given 
WHERE (?vcard vcard:FN “Matt Jones”) 
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      (?vcard vcard:N ?name) 
      (?name vcard:Family ?family) 
      (?name vcard:Given ?given) 
USING vcard FOR <http://www.w3.org/2001/vcard-rdf/3.0#> 

Scheme on Figure 6 shows the steps of the query execution. The names of nodes 
are presented as names of variables to make picture clearer. The values of variables 
“vcard” and “name” are used as an input to the next condition statements. 

 

 

Fig. 6. Query description scheme 

3   RscDF Data Management in GUN 

The capabilities GUN provides rely on the common data representation format 
(RSCDF) and the common understanding of domain (Industrial Maintenance Ontol-
ogy). As far as RSCDF is RDF-compatible, we reuse already existing RDF-databases 
to store RSCDF data. 
. 

 

Fig. 7. Presentation scenario 
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Fig. 8. Class diagram showing classes needed for interaction with the Joseki server 

3.1   Applying RDQL to RscDF Querying 

When querying RscDF data we deal with Statement objects that has the additional 
property rscdfs:trueInContext. When selecting a Statement about an object 
having certain property, we have to consequently apply queries, specifying the 
rdf:object, rscdfs:predicate or rdf:subject property values, so the query may look like: 

SELECT ?stmts  
WHERE  
(?stmts,<rdf:subject>,<papmDescr:123456XZ24>), 
(?stmts,<rscdfs:predicate>,<measureOnt:surfacelevel>) 
USING 
papmDescr  FOR 
<http://www.cc.jyu.fi/~olkhriye/rscdfs/resource/resourc
eInstanceDescription#>, 
rdf FOR <http://www.w3.org/1999/02/22-rdf-syntax-ns#>, 
rscdfs FOR 
<http://www.cc.jyu.fi/~olkhriye/rscdfs/0.3/rscdfs#>, 
measureOnt FOR 
<http://www.cc.jyu.fi/~olkhriye/rscdfs/0.3/ontologies/m
easurementOntology#> 

The resulting variable stmts will contain the set of Statements, whose subject and 
predicate properties satisfy the condition presented in Figure 9 in a form of a graph. 

However, when the query contains context-related parts, we meet a problem of rep-
resenting it in the RDQL language. The query becomes difficult to read, because of 
additional constructions. For example, when the statements describing different object 
properties at the certain moment of time, should be selected, we have to specify the 
value of time-statement lying in the context container. 
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Fig. 9. Visual query representation 

3.2   Querying Patterns 

RscDF language provides a facility to select Statements by a certain template. The 
template Statement is put to the context container of Statement, wrapping the State-
ments selected according to the template. Figure 10 shows the structure of Statement, 
being created as a result of data collection according to a certain template. 

 

Fig. 10. Data Collection Statement selecting data according to a template 
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The most vivid example of the template context-dependent data collection is State-
template data collection. For example, we have a certain resource, logging a track of 
its states. Different Statements about resource states are marked with time. So, the 
Statements will contain Statement about time in context container (Figure 11). 

Figure 12 shows the data collection (subhistory) statement. The rdf:object 
property contains reference to container with Statements, matching the data collection 
template. The data collection template Statement is placed to the Con-
text_SR_Container of the State Statement. 

 

Fig. 12. Collecting Statement of State template 
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Further on we omit namespaces definition and USING clause. For the first case the 
RDQL query looks like: 

SELECT ?ValueStatements, ?NumUnits, ?NumValues 
WHERE 
(<StateStmtID>, <rdf:object>, ?StateContainer), 
(?StateContainer, <rscdfs:member>, ?ValueStatements), 
(?ValueStatements, <rdf:object>, ?NumValueInstances), 
(?NumValueInstances, <rscdfs:value>,?NumValues), 
(?NumValueInstances, <rscdfs:unit>, ?NumUnits) 

The output of the query is a plain 3-column table with a set of rows. It is implied 
that every record in the table belongs to State, hence here we have 3 output variables, 
but in cases, when this routine is used as a subroutine, we have to return also the State 
Statement identifiers in order to be able to identify then relationships of values to 
states. Table 1 illustrates a possible output of the query: 

Table 1. RDQL Query output 

Statement ID Units Value 
somens:valueStatementID_1 measureUnitsOnt:temperatureCelsius 70 

somens:valueStatementID_2 measureUnitsOnt:roundsPerMinute 1500 

 
 

  

 

Fig. 13. History Statement 
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RDQL query result is displayed in one non-normalized table, we store redundant data, 
but save the semantics. 

The routine logic can be wrapped as a method, whose input is the name of State-
ment and output - RDQL subroutine. Example in Figure 13 shows more complex 
logic. It reuses previous example of State data selection, but provides a Set of States. 

Below is the RDQL query: 
SELECT?StateStmts,?ValueStatements,?NumUnits, ?NumVaues 
WHERE 
(<HistoryStmtID>, <rdf:object>, ?StatesCont), 
(?StatesCont, <rscdfs:member>, ?StateStmts), 
(?StateStmts, <rdf:object>, ?StateContainers), 
(?StateContainers, <rscdfs:member>, ?ValueStatements), 
(?ValueStatements, <rdf:object>, ?NumValueInsts), 
(?NumValueInsts, <rscdfs:value>,?NumValues), 
(?NumValueInsts, <rscdfs:unit>, ?NumUnits) 

The five last strings of the query above are almost equivalent to the State query 
template. The only difference is presence of variable ?StateStmts instead of static 
given value StateStmtID. Query doesn’t contain any references to types of proper-
ties being used in statements because we know beforehand what kind of data we deal 
with. In general, when the statement’s ID is not known, we should first look for it, 
specifying as a search criteria Resource’s ID and property type, for example: 

SELECT ?stmts 
WHERE 
(?stmts,<rdf:subject>,<resourceID>), 
(?stmts,<rscdfs:predicate>,<rscdfs:sr_StateHistory>) 

Basically, the SR_Property being pointed by rscdfs:predicate, specifies the 
data template. So it makes sense to develop the ontology of data templates and associ-
ate it with SR_Properties. 

4   Conclusions 

In this paper we tried to analyze the problems of storing and managing context-
enabled data via RDF storages. Finally, Joseki RDF storage and querying engine has 
been chosen as the most appropriate for integration to the prototype platform for ad-
aptation of industrial resources to Semantic Web – pilot system, result of the Adapta-
tion Stage of the SmartResource project. The approach based on the RDQL-patterns 
has been applied in the logic of the part of General Semantic Adapter, responsible for 
querying RscDF storages – dynamic and context-sensitive histories of industrial re-
sources (experts, web services and devices). The flexibility of the RDQL-patterns has 
allowed to design a unified semantic adapter – a mediator between software agents 
(which implement proactive goal-driven behavior of originally passive industrial re-
sources) and RDF-based storage of the history data of the corresponding industrial re-
sources. 

Further, it is planned to apply the developed method based on the RDQL-patterns 
in the design of querying mechanism for goal/behavior rule storages, which will util-
ize RGBDF – Resource Goal/Behavior Description Framework. The latter will be de-
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signed during the Proactivity Stage of the SmartResource activities as a part of the 
Pro-GAF – General Proactivity Framework. 
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Abstract. Integration of the multi-agent and data mining technologies is one of 
the noticeable trends in the modern information technology. This integration 
contributes to the further progress in both above areas and provides 
practitioners with a new kind of technology of distributed intelligent systems. 
However, this integration generates a number of new non-typical problems both 
in areas, data mining and multi-agent systems. This fact is explicitly confirmed 
by the tasks of multi-agent distributed learning where new problems are mostly 
caused by the fact that data mining and learning procedures are always 
interactive and if learning data are distributed and private then multiple humans 
supported by distributed software should be involved in these procedures. 
Therefore, special means are needed to coordinate their activities in order to 
achieve consistency and integrity of the final solutions. The paper considers one 
of the key problems of the multi-agent distributed learning: development of the 
distributed classification systems’ ontology. The paper analyzes the basic 
aspects of this weakly studied though important and challenging problem and 
proposes several solutions capable to constitute a basis for ontology design 
technology as applied to distributed data mining, learning and classification. 

1   Introduction 

Currently distributed intelligent information technologies integrating recent advances 
in various fields of artificial intelligence have acquired special significance in many 
application areas. One of the noticeable trends is an integration of the multi-agent and 
data mining technologies. This integration contributes to the further progress in both 
areas and provides practitioners with a qualitatively new level of distributed 
intelligent technology. Due to this integration new classes of the applications have 
become real. A class of applications where the distributed decision making, e.g., 
distributed classification, is the central problem provides for an example of the kind. 
In these applications decisions are produced using multiple distributed data sources 
and efforts of many entities: humans, interacting software and hardware components, 
visualization means, etc. Examples of such applications can be found in such domains 
as monitoring and forecasting of natural and man–made disasters and catastrophes 
[9], management and joint processing of information received by distributed sensor 
networks, computer network security [1], supply chain management [6], etc.  

Multi-agent technology provides an advantageous framework for the distributed 
decision making systems. On the other hand, it is well known that the key problem of 
any distributed decision making system is a design of its distributed knowledge base. 
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Knowledge required for effective and efficient operation of decision making systems 
are developed using data mining technology aiming at learning of classification. If a 
system that is the subject of learning is distributed then the data mining problem 
becomes much more difficult and complex and brings to light new challenges which 
up to recent days have been either unknown or not studied in depth. Unfortunately, an 
experience has proved [4] that the above challenges are manifold, diverse and 
difficult. 

The paper considers distributed ontology design that is one of the key problems of 
the multi-agent distributed learning as applied to Distributed Classification Systems 
(DCS). Section 2 describes the ontology’s role in DCS, its structure and components. 
Sections 3 and 4 discuss the ontology design issue with regard to the problem domain 
ontology and application ontology respectively. Section 5 outlines the experience in 
ontology software implementation. Conclusion summarizes the paper contribution 
and outlines some other distributed ontology design aspects.   

2   Ontology Issue  

Distributed classification is a process where many distributed entities, e.g., sensors, 
preprocessing procedures, hardware, classifiers, humans, etc. are participating. Each 
such entity operates with a fragment of available data and information: a subset of 
data, observed facts, private and shared knowledge. These data and information are 
either received from some sources, or results from processing of input data arriving 
from several sources or represented in the DCS. Distributed entities participating in 
distributed classification produce decisions using available data and own knowledge 
fragments composing what is called a distributed knowledge base. Providing integrity 
and consistency of the distributed data and knowledge bases is one of the most 
important and difficult tasks in the development of any distributed intelligent system 
including DCS. 

According to the modern understanding, integrity and consistency of the 
distributed and shared data and knowledge may be effectively provided by the 
ontology-based approach. In any multi-agent system (MAS), including multi-agent 
DCS (DCS MAS), the ontology shared by all entities of the system plays the topmost 
role. Indeed, ontology provides distributed entities (agents, humans) with a certain 
common thesaurus used for specification of the messages they exchange with; it 

DCDL 
Problem ontology

Shared Application-specific ontology 

 … 

Private component 
of application 

ontology 1 

Private component 
of application 

ontology k 

Private component 
of application 

ontology 2 

Fig. 1. Structure of the ontology used in DCS MAS 
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supports identical interpretation and consistent use of the notions in whose terms the 
agent's private knowledge is specified; it allows to automatically support relations 
existing between the above notions; the ontology can be provided with reusable 
components convenient for the use in other applications of the same problem domain. 
In this research the shared ontology is used as the top level and core of the distributed 
knowledge base of DCS MAS.  

The shared ontology is composed of two components: problem domain ontology 
(hereinafter, problem ontology) and application ontology (Fig.1).   

Problem ontology is a component of the shared ontology presenting the top-level 
component of the ontology independent of the particular application of the given 
problem domain. In the paper it is Distributed Classification and Distributed Learning 
problems ontology, DCDL ontology. This component of the entire ontology is 
considered briefly in section 3. 

Application ontology is a component of the shared ontology inheriting the DCDL 
problem ontology, representing basic notion and relations of an application of the 
problem domain in question. Some important aspects of the shared application 
ontology design are considered in section 5. 

Knowledge of each entity of a multi-agent application is specified by the notions of 
the shared ontology and can be also used (and as a rule, are used) by private notions 
inheriting the properties of the shared ontology and possessing peculiar properties 
(Fig.1). These components are called Private components of application ontology 
(private ontology, for brevity). In DCS MASs considered in the paper private 
ontology of an agent specifies particular characteristics of data sources. 

An important component of ontology-based intelligent systems is a so-called Task 
ontology. Task ontology is defined as "a system/theory of vocabulary for describing 
inherent problem solving structure of all the existing tasks domain-independently. It is 
obtained by analyzing task structures of real world problems. … Design of task 
ontology is done in order to overcome the shortcomings of generic tasks while 
preserving their basic philosophies" [7]. Task ontology is also considered as a 
component of the entire ontology of  DCS MAS. Its correlation with the shared 
problem and application ontology is highlighted in Fig.1. Task ontology mostly 
determines the architecture of the system being designed. DCS MAS Task ontology is 
described in section 4. 

3   DCDL Problem Ontology 

DCDL problem ontology specifies key notions (concepts) and their relations peculiar 
for any problem related applications. In some publications this ontology is also called 
Meta–ontology.  

The basis of this ontology is formed by KDD domain ontology proposed in [10]. 
DCDL ontology extends the above ontology by specific notions reflecting the 
distributed nature of the decision making procedure in the problem in question. This 
ontology introduces such notions as Application domain. Basic data, Data dictionary, 
Object (to be classified), Attribute, Attribute type, Attribute domain, Relation, 
Interpretation function, Sample Set Local Discovery Task, Basic Knowledge and some 
other. The strict definition of these notions and their relations can be found in [10]. 
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The list of the Problem ontology notions introduced specifically for the distributed 
data mining tasks is as follows:  

Local data source: Geographically, physically, or logically separates data source with 
its own data storage structure and mechanism.  

Basic data: Real data residing in local data sources in the form they are usually 
gathered. Some local sources may be stored in data warehouses with pre-processed and 
cleaned data; others may contain raw sensor readings not ready for immediate use. 

Base classifier: A decision support system (classifier) based on rules derived from the 
single source of data and aiming at making decision (classification) using 
corresponding inference mechanism. 

Object domain entity identifier: Entity identifier is an analog of the first key for a flat 
table defined for an object of the application domain. For each such identifier, in the 
application ontology, a rule is defined, to be used to calculate the key value. E.g., a 
unique combination of several attributes of a specific entity could be such a rule.  

Base classifier: A decision support system (classifier) based on a mechanism derived 
from the single source of data and aiming at making decision (classification) using 
corresponding inference mechanism. 

Meta-data: Tuple of the decisions produced by base classifiers regarding classes of an 
object specified in terms of local data sources.  

Meta-classifier: Base classifier using meta-data as input to be classified. 

Source meta-characteristics: Statistical characteristics of the data source in terms of 
the private ontology. Such characteristics could be, for instance, quantity of objects of 
such a class of the object domain ontology (determined by the quantity of unique 
values of entity identifiers), percentage of missed values of object domain object class 
attribute (determined through the local source interpretation functions), etc. 

4   Task Ontology 

Task ontology contains the notions presenting types of tasks to be solved by the 
system being designed, whereas the relations of this ontology, as a rule, specify 
decomposition of the system tasks into subtasks. Let us emphasize that the Task 
ontology practically determines the architecture of the system and system users' roles 
and interfaces, i.e. mostly influences upon the organization of the software 
implementing the system.  

When developing a system it is important to define types of its users. The main 
users of the DCS MAS are (1) analysts, i.e. the users experienced in the analysis 
methodology as well as in management and monitoring of the learning processes and 
(2) application domain experts possessing deep and thorough knowledge about the 
application domain and formulating the task in the application terms. Other users of 
the system can be local source experts: administrators and developers of local source 
databases knowledgeable in the structure of the stored information and authorized to 
process data of the respective local sources. Let us outline the basic task (functions) 
of the DCS MAS design at the learning stage.  
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Task setting. This tasks results in determining the system goals and corresponding 
tasks in the application terms.  
Meta-data description. The aim of this function is to create the list of the application 
(shared) ontology notions. Application domain experts both of the meta-level and 
source level are involved in this design.  
Data description. The task aims to describe the interpretation functions of the 
application ontology notions at data source level. For each data source the same is 
also done for entity identifiers introduced in the ontology.  
Meta-learning. This is one of the main system’s functions: it formulates the learning 
tasks for the local sources, knowledge generalization scheme, and supports meta-
classifier learning procedure.  
Base classifier learning. The aim of this function is to mine patterns in the data of the 
source to be used in classification mechanism.  
Base level decision-making. This function is performed either by a person making 
decisions based on the decisions produced by the base classifier or automatically 
using the mechanism designed by function Base classifier learning.  

Let us elaborate in detail the basic Task ontology represented by the above listed 
notions in terms of their sub–tasks (sub–notions), relations between them and also 
relations between the tasks and the above users and represent the resulting Task 
ontology in terms of the use case diagram of the UML language (Fig.2). This diagram 
forms more detailed representation of the Task ontology that constitutes the contents 
of the distributed classification system. Let us outline the Task ontology presented in 
Fig.2.  

Task setting 
•     Meta-learning task formulation. It is the task resulting in specification of the 

learning task in terms of the application domain, training data and classes of 
desired patterns to be determined.  

Meta-data description 
•     Development of the application ontology. This task is to describe terms, 

notions, and relations existing in the application domain. It creates the data 
vocabulary, thus, describing the application domain. 

•     Computation of data source meta-properties. This is a function computing 
statistical and other properties of the data sources in terms of the application 
ontology notions. 

Data description 
•     Design of the local ontology. The task aims to describe the subset of the 

application ontology notions corresponding to the data sources. Besides, the 
notions of this part of ontology may enlarge the shared application ontology by 
adding objects and attributes of the application domain that are relevant to the 
respective source.  

• Adjusting the gateway to the source data base providing access from the 
ontology. This task is solved by the local source experts and aims at adjusting 
the data base gateway providing for the objects' attributes and the local 
ontology notions interpretation functions. 
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Fig. 2. Relations between basic Task ontology notions, and between them and main system's users 
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•     Learning procedure. This task is a conventional training and testing procedure 
resulting in a set of patterns (e.g., rules) used for classification mechanism.  

•     Classification procedure. This task is a basic function of any classifier.  
•     Scales transformation. This task is solved in the cases if the same attributes are 

measured in different sources in various measurement scales. Its goal is to 
transform such attributes to a common scale.  

•     Design of the classification mechanism of the base classifier. The essence of 
this task is to design the classification mechanism based on the extracted 
patterns and test it. The testing procedure uses the above introduced 
Classification procedure.  

•     Base classifier evaluation. This is a base classifier tested via the subsequent 
computation of the selected evaluation criteria values.  

5   Shared Application Ontology Design: Conceptual Issues 

The key peculiarities of the DCS MAS shared application ontology design are caused 
by the fact that data sources are distributed, heterogeneous and can contain private 
data. As a rule, data sources are spatially distributed or, at least, they are represented 
in several databases located on different hosts. Heterogeneity is entailed by the 
diversity of possible data structures, variety of data specification languages, 
differences in data natures (geographical, statistical, images, etc.) and so on. As a rule, 
this data are of large scale. The above data peculiarities put several challenging 
problems in design DCS MAS application ontology. Let us analyze them. 

The first step of the shared application ontology design is to designate identifiers to 
the ontology notions constituting the shared thesaurus of distributed DCS MAS 
entities (agents). Since the local data contents and structures can be unavailable for 
meta–level expert, the source data experts if they independently develop local 
thesauruses can assign different domain entities the same names and vice versa, 
assign the identical entities different names what should lead to the misunderstanding 
of the messages the agents exchange with. Therefore, special collaborative procedure 
(protocol) has to be used in the shared thesaurus design [3].  

Other problem, non-coherency of data measurement scales, is caused by the fact 
that the identical data attributes may be differently specified in different sources, e.g., 
in various measurement scales, and at the meta-level, in learning and classification, 
they have to be used identically. Thus, a procedure is needed to provide for the 
distributed data consistent specification.  

The next problem, "entity instance identification" [2] is conditioned  by distributed 
specification of the objects that are the subjects of classification. The fragments of 
data specifying such an object are represented in several data sources and while 
computing meta-data and in meta-classification all object specification fragments 
should be used commonly. Therefore, a mechanism to identify an object's fragments 
stored in various data bases is needed. It is important to note that some such 
fragments of the object in question can be missing in some sources. Fig.2 provides for 
a graphical representation of the entity instance identification problem.  

Let us outline how the last two problems are solved in DCS MAS.  
The entity identification problem is solved as follows. In the shared application 

ontology, the notion of entity identifier ("ID entity") is introduced for each entity. 
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This entity identifier plays the role of the entity primary key (by analogy with the 
primary key of a database table). For each such an identifier, a rule is defined within 
the shared application ontology, which is used to calculate the key value. E.g., a 
unique combination of a subset of this entity attributes can be used as an argument of 
a rule. A specific rule is defined for each data source that uniquely associates the 
entity identifier and the source primary key. In some cases it may simply be a list of 
pairs "value of entity identifier"–"value of local key". When such rules have been 
introduced for data sources, a list of all the instances of entities stored in the sources 
can be determined at the meta-level, thus, identifying instances stored in several 
sources. 

The next problem, "non-coherency of data measurement scales", is solved as 
shown further. Let us designate the attribute measured differently in different sources 
as X. In the shared application ontology the type and the unit of X measurement are 
determined by the meta–level expert. Then in all the sources where attribute X is 
presented, for this attribute, the meta–level introduces algorithms to be used for 
transformation of the attribute from the primary scale into the one used at the meta–
level. This allows using the values of attributes at the meta-level regardless the data 
source where they are originated from. The entire procedure is also realized as a 
protocol according to which the meta–level and local experts are negotiating. 

A specific problem called for brevity "providing gateway to access from ontology 
to the source data" is described hereafter. Actually, the agents handle ontology 
notions. However, the data interpreting these notions are represented in database 
structures other than the structures adopted in the ontology. Therefore, a gateway 
transforming the queries specified in the ontology language into queries 
understandable for DBMS is needed.  
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Fig. 3. Illustration of the essence of the "entity instance identification problem" 
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In the developed DCDL technology, this problem is solved trough creation of a set 
of VIEW objects of the database at the stage of definition of the DB functions 
interpretation. In this set, each shared application ontology entity is associated with a 
VIEW object having fields of corresponding types allocated to each attribute.  

In this approach, the client (agent) side is enabled to create the application entity 
attribute queries that may be processed by the DBMS kernel at the DB side. This is 
very important. Indeed, firstly, in this approach, transformation of the data 
represented in the DB internal structure into the structure adopted in the ontology is 
performed by the DB server kernel, what noticeably speeds up the query processing. 
Secondly, this approach allows formulating queries in terms of application ontology 
even if the queried data are distributed over different tables. Thirdly, this approach 
enables the DB administrator to supply queried information according to the adopted 
security policy, since the VIEW object contains information deliberately available for 
outside access, and the access rights to the VIEW object itself may be set up in the 
same manner as for any DB object. 

To provide access of the DCDL software components to the created VIEW objects, 
it is necessary to determine mapping of the names of the entities specified in the 
shared application ontology and their attributes, on the one hand, and the names of the 
VIEW objects and their fields respectively, on the other hand. For this purpose, in the 
application ontology, the notions “Data source entity properties” and “Data source 
attribute properties” are introduced, which are “projections” of the application 
ontology onto the particular data sources. In these notions, the attributes NameVIEW 
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and NameField take values of names and attributes of the data source entities 
respectively. In fact, here a three-level access to the DB objects is used (Fig.4). 

Because the queries originating from other agents are always represented in terms 
of the application ontology, it is necessary to have a software component providing a 
gateway for an access to databases. In the developed DCDL architecture this role is 
assigned to the Data source management agent (DSM). The access of the DSM agent 
to the external data source is performed through the standard ODBC gateway. Each 
agent of the DSM type provides access to a single data source whose name is stored 
in the ODBC manager of the agent’s knowledge base.  

In the developed DCS MAS architecture that includes DCDL software, application 
ontology design procedure supports solution of the above problems. Several agents 
participating in design of the application ontology implement the corresponding 
functionalities (roles). 

6   DCS MAS Architecture  

Let us outline the multi-agent architecture of a software tool aimed to support the 
DCS MAS design, including support of the DCS MAS learning technology. This 
architecture is not oriented to particular application of the DCS scope and rather 
considered as a generic one. In development of such generic-like architecture, Task 
ontology plays the topmost role. The tasks of this ontology determine the basic roles 
of the MAS in question and their allocation to particular classes of agents.  

The proposed architecture includes the agents handling data of sources and the 
agents implementing the meta-level functionalities. It is important to note that the 
components of the architecture supporting distributed learning technology can be used 
only at the DCS MAS design stage and that is why may be detached from it at the 

 
 
 
 
 
 
 

DCS MAS agent classes 

 
 
 
 
 

 
 

Source-based agent classes assisting 
the experts in learning of DCS MAS 

Fig. 5. Architecture and interaction of the learning (left) and classification (right) agent 
classes of the source-based DCS MAS 

User 

KDD agent 
Library of 
learning 
methods 

Training 
and testing 

data 

Data source 
managing agent

 
 
 
 

Data source 
classification agent 

class  

Base classifier k 

Base classifier 2 

Base classifier 1 

    Data
    Source 

Testing 

Training

To the 
meta-level 



 Ontology Issue in Multi-agent Distributed Learning 225 

 

operation stage. On the other hand, if, during the maintenance resulting DCS MAS, 
modification of the classifiers or classifiers' structure assumes that these components 
may be preserved and used later. 

The architecture of the DCS MAS source-based component is presented in Fig.5 
while Fig.6 presents the architecture of its meta–level component. Let us outline 
functions of DCS MAS components. The source-based classes of the DCS MAS 
agents and their functions (Fig.5) are described below. 

Data source managing agent  
• Participates in the distributed design of the shared components of the application 

ontology;  
• Collaborates with meta-level agents in management of training and testing of 

particular source-based classifiers and in computing the meta-data needed for 
meta-classifier learning.  

• Supports gateway to data bases through transformation of the queries from 
ontology language into SQL language.  

KDD agent of data source 
This agent class performs training of the base classifiers of the data source 
classification agents and evaluation of their performance quality. It uses library of the 
learning procedures, accesses shared and private application ontology components 
and training and testing datasets. 

Data source classification agent 
The agent of this class performs classification of the objects specified in data source It 
can contain several classifiers working with the same data source, e.g., operating in 
different feature spaces and/or using various classification algorithms. These 
classifiers are trained and tested by the KDD agent.  

Let us describe the meta-level agent classes (Fig.6) and their roles (Fig.6). 

Meta-Learning agent (“KDD Master”) 
• Assists in distributed design of the shared application ontology;  
• Computes the training and testing meta-data samples; 
• Assists in the design of the classification structure. 

Meta-level KDD agent 
This agent class assists the meta-level expert in training of the Meta-level 
classification agent and in assessing its performance quality.  

Agent-classifier of meta-level 
This agent class performs combining of the data source classifiers using meta-data. It 
is trained and tested by the Meta-level KDD agent class. 

Decision combining management agent  
This agent class coordinates operation of the Agent-classifier of meta-level and Meta-
level KDD agent both in training and decision combining modes.  

Both at the source-based level and meta-level library of the software classes 
implementing particular KDD methods, metrics, etc. is available. 
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Fig. 6. Architecture and interaction of the learning (left) and decision combining (right) agent 
classes of the DCS MAS meta-level 

Below we shall consider specific examples of realization of some tasks related to 
ontology development and use, through the example of users’ interfaces of these 
classes of agents. 

7   DCS MAS Implementation Issues 

The design of the shared application ontology starts the process of the applied DS 
MAS development. Distributed experts participating in this design communicate 
through special protocol. In the current prototype of the design supporting software 
the simplest of the developed protocols, “top-down”, (see [3], where this protocol is 
formally specified) is implemented. It is quite essential that this protocol based on the 
shared application ontology is designed by the meta-level designer ("expert of the 
meta–level") with the subsequent dialog with other (distributed) source experts with 
the mediation of the KDD Master agent. The application ontology designed by the 
expert of the meta–level is forwarded to the instances of Data Source Manager agents 
that enable the interface with particular experts, thus, mediating the ontology design. 
Then the data sources experts tune the interpretation functions to the corresponding 
fragments of the shared application ontology in the data sources databases.  

To support the shared application ontology design, the ontology editor 
implemented as a function of the KDD Master agent is used (Fig.7). The editor is 
intended for solving the following subtasks:  

Design and editing of the shared application ontology. This procedure results in the 
formal specification of the application ontology notions, their attributes, and the 
corresponding value domains of the attributes.  
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Fig. 7. Shared application ontology editor 

Specification of data of data sources in terms of the shared application ontology. This 
activity results in formal specification of these data in terms of shared application 
ontology.  
Creation and specification of the secondary properties of the ontology notions. The 
result of this design activity is the list of secondary properties of the notions specified 
in terms of their attributes.  
Creation and specification of the list of the data classes. The result of this design 
activity is the list of classes to be used for classification of the input data in terms of 
the labels of the object classes.  

The ontology editor is called up from user interface of the KDD Master agent. The 
template used for invocation of the ontology editor is shown in Fig.7. The support for 
solving the remaining two subtasks out of the four mentioned in section 5 is provided 
by the user’s interface shown in Fig.8. 

Let us outline DSM-agent user interface. The tuning of the ontology of the 
application ontology notions of the DSM-agents is conducted by the database 
administrator whose task is to create the VIEW objects in the database with the fields 
corresponding to the attributes of the notion (notions) of the application ontology, and 
the notion instance identifier field. Corresponding user interface is shown in Fig.9. 
The dialog is initiated by the user command Open DB Gateway editor that supports 
the expert's activity intended for tuning up the agent’s interface to the external 
database.  
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8   Conclusion 

Ontology is one of the most important components of a multi-agent distributed 
classification system. In this class of applications, the ontology role is manifold: it 
provides distributed entities (agents, humans) with common thesaurus for 
specification of the messages they exchange with; it supports identical interpretation 
and consistent use of the notions in whose terms the agent's knowledge is specified; 
ontology allows to automatically support consistency of the relations existing between 
the above notions, etc. In this paper the shared ontology is used as the top level and 
essential for the distributed knowledge base of DCS MAS. That is why ontology 
design thorough technology is an important prerequisite in the successful design of 
any distributed classification system.  

The paper contribution concerns various aspects of the development of the 
ontology design technology applied to distributed classification systems:  

1. Analyses of the general structure of the DCS MAS ontology and functions of 
its components: Problem ontology ("Meta-ontology"), Shared application ontology, 
Private components of the application ontology and Task ontology. 

2. Extension of the existing data mining and learning Problem ontology: new 
notions involved in the distributed data mining and learning as well as relations 
existing between them are introduced. 

Fig. 8. Editor of classes and criteria 
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3. Task ontology of generic DCS MAS, specified as a structured set of the tasks to 
be solved at the stage of DCS MAS distributed learning and at the stage of its 
operation as multi-agent distributed classification system. This result has allowed 
proposing a generic multi-agent architecture designated for solution of both 
aforementioned tasks.  

4. Technology of the distributed design of the shared and private components of 
the application ontology supported by special coordination mechanisms implemented 
in terms of agents assisting the distributed experts in development of the ontology 
provided with the consistency and the integrity properties.  

The main results presented in the paper were implemented as a software extending 
the reusable components of the standard multi-agent software tool, MASDK [4] in 
order to prototype a specialized multi-agent software tool specifically designated to 
support  the analysis, design,  implementation and deployment of applied multi-agent 
distributed classification systems.  

In the more general sense the proposed technology of the distributed ontology 
design can be considered as a prototype of a multi-agent technology with a number of 
novel properties, in particular: 

       i. It involves agents assisting the designers in the development of a multi-agent 
application. Such kind of the multi-agent technology can be called "agent 
mediated software engineering" technology.  

Fig. 9. Dialog for tuning of the DB gateway 
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    ii.The development of distributed ontology is a novel type of multi-agent 
technology: it is carried out by distributed designers and experts who use 
distributed components of a multi-agent software tool.  

Further work will be associated with the strengthening of the multi-agent 
distributed data mining and learning technology and their support by software 
components.  
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Abstract. Customer Service Management is one of major business activities to 
better serve company customers through the introduction of reliable processes 
and procedures. Today this kind of activities is implemented through e-services 
to directly involve customers into business processes. Traditionally Customer 
Service Management involves application of data mining techniques to discover 
usage patterns from the company knowledge memory. Hence grouping of cus-
tomers/requests to clusters is one of major technique to improve the level of 
company customization. The goal of this paper is to present an efficient for im-
plementation approach for clustering users and their requests. The approach 
uses ontology as knowledge representation model to improve the semantic in-
teroperability between units of the company and customers. Some fragments of 
the approach tested in an industrial company are also presented in the paper. 

Keywords: Text Mining, Clustering, Ontology, Agent. 

1   Introduction 

Many research efforts have been undertaken in the area of Customer Service Man-
agement (CSM) to perform a shift from "product-centric" production to "customer-
centric" production. CSM has the following main functions: searching for information 
about company’s products by the customers (with clustering, ranking, etc. to organize 
found results); storing, organizing and processing information about the users and 
their contacts by the system administrators and managers [1]. 

Developed by the authors CSM system is referred to as “Intelligent Access to Cata-
logue and Documents” (IACD) and has the following major features: (i) intelligence 
of the system in providing interface forms: static templates for special structured 
inputs and precise results for specific tasks, free text inputs for knowledge sources 
search, and learning-based intelligent adviser; and (ii) customizability: from unknown 
unspecified customer to building and supporting target groups (e.g., by job titles, area 
of interests etc.), and to personalized profile-based support. Structured customer re-
quests represent templates (specially designed forms for searching within a limited 
group of products/solutions) that allow achieving high relevance of the found results 
but miss universality. Free text requests have maximal universality but achieving high 



232 A. Smirnov et al. 

 

levels of the result relevance is a challenging task. Described here CSM system does 
this by setting some syntactical constraints on the free text requests and by using a 
part of the shared ontology of the company. To further improve free text request proc-
essing it is reasonable to accumulate information about customers' interests by group-
ing based on user profiles (with request history information) and using text mining 
techniques. These are the topics the paper concentrates on. 

Grouping can show similarities between different customers that would make it 
possible to better serve them, to provide interesting for them information "just-in-
time" or even "just-before-time". Besides, producing "good" groups can provide addi-
tional useful benefits (e.g., better filtering of results corresponding to customers' in-
terests). For this purpose clustering of the customers into a number of distinct seg-
ments or groups in an effective and efficient manner is required. Text clustering (di-
rection of text mining [2]) helps in customer problems (interests or preferences) iden-
tification and classification. 

There are the following ontology-based clustering scenarios suitable for CRM: 
First, requests clustering for one user. The goal of this clustering is to define 

prevalent user interests (e.g. product category, preferred brand name, level of quality). 
This is important to foresee user’s needs and satisfy it just in time. 

Second, users clustering. This scenario identifies users groups. Without informa-
tion about customer groups the CSM system administrator should treat each user 
separately. On the contrary, treating only of each group (after the clustering) will be 
less time-consuming, because number of groups is much smaller than number of 
users. 

Third, requests clustering. This scenario groups together similar requests. This 
clustering is used in order identify categories of users’ interests. Another goal of re-
quests’ clustering is to perform text analysis to get 1) common types of user request, 
2) common misspellings, 3) customer/user lexicons, 4) frequency / popularity of used 
term, 5) bottleneck requests (requests that return too many / few results), 6) promising 
request (i.e. potential customers/new market/direction of future work), 7) recommen-
dations for request templates development, etc. 

Agents are very promising technology for distributed data / text mining [3], [4]. 
The paper is structured as follows: section 2 describes research efforts related to 

the system IACD and implemented scenarios. In section 3 a description of the cluster-
ing algorithm is presented. Experiments and future work discussions conclude the 
paper. 

2   The System IACD: The Concept and Functions  

2.1   KSNet-Based Customer Service Management 

Recently, there has been an increased interest in developing CSM systems that incor-
porate knowledge management and data & text mining techniques [1].  

Proposed by the authors KSNet-approach considers knowledge logistics (a direc-
tion of knowledge management) as a problem of a knowledge source network 
(KSNet) configuration that includes as network units - end-users / customers, loosely 
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coupled knowledge sources / resources, and a set of tools and methods for informa-
tion / knowledge processing [5]. A multi-agent system architecture based on FIPA 
Reference Model was chosen as a technological basis for the KSNet-approach. FIPA-
based technological kernel agents used in the system are: wrapper (interaction with 
knowledge sources), facilitator (“yellow pages” directory service for the agents), 
mediator (task execution control), and user agent (interaction with users).  

The KSNet approach is selected as a kernel for creation a distributed CSM system 
which provides the global company’s face to the customer through a single point of 
information access [6]. Major motivation of this solution was that the agent-based 
technology is a good basis for CSM in the global companies since agents can operate 
in a distributed environment independently from the user and apply ontologies to 
knowledge representation, sharing and exchange. 

Ontology could be specified as a set of concepts with informal definitions, a set of 
relations holding among these concepts not limited to hierarchical ones (is-a and part-
of), and a set of axioms to formalize the definitions and relations [7]. Here ontology 
plays very important role as a common vocabulary (language) in agent community 
and the company, and as a model which supports semantic interoperability of com-
pany units (customers, users, departments, plants, etc.). User profiles are used during 
interactions to provide for an efficient personalized service.  

The system is considered as an Internet-based support system where customers ini-
tiate a real-time “electronic dialog” with the customer support agent. For each dialog 
session, the dialog between agent and customer interaction is recorded and stored in 
the customer / user profile. The structured elements of this session log include infor-
mation about the customer (who, what, where, when, etc.). The unstructured data is 
the verbatim (free-form text) of the customer/agent dialog itself. Timely and accurate 
customer & request group identification is critical for the support agents as well as the 
product engineers and service managers. The system is an example of deriving value 
from the integration of free-form text (dialogs and user requests) and structured data 
(electronic product catalogues, etc.). 

The aim of text mining is similar to data mining in that it attempts to analyze texts 
to discover interesting patterns such as clusters, associations, deviations, similarities, 
and differences in sets of text [8].Text mining process consists of six steps — source 
selection, information retrieval from text collection, information extraction to obtain 
data from individual texts, data warehousing for the extracted data, data mining to 
discover useful pattern in the data, and visualization of the resulting pattern [9]. Here 
major techniques include clustering and classification methods, such as nearest 
neighbor, relational learning models, and genetic algorithms, and dependency models, 
including graph-theoretic link analysis, linear regression, decision trees, nonlinear 
regression, and neural networks [10]. 

Ontology-based CSM systems could help to determine characteristics of the cus-
tomer / user data and of the desired mining results, and to enumerate the knowledge 
discovery processes that are valid for producing the desired results from the given 
company data / text sets. The ontology-based approach was developed for CSM and 
implemented in the system IACD. Current version of the system provides for custom-
ers a common way to search for products and solutions and presents information 
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about different applications: (i) technical data of company’s products, (ii) project-
specific solutions based on tasks’ conditions given by customers and (iii) corporate 
documents and available Web sites taking into account customers’ interests and con-
straints stored in the corporate ontology. It helps to easily find solutions for planning 
simple methods and for alternative comparison. Especially ontology implementation 
is useful when prediction of customers’ interests is required but customers use differ-
ent languages, different terms, different levels of abstraction and different units of 
measures, have different areas of interests and different levels of customizability, and 
make decisions on different levels. 

User profiles are used heavily in clustering (customer & request grouping). For 
better customer serving, the approach assumes creation of user profiles correlating 
with the ontology. User profile, besides other information and knowledge characteriz-
ing the user and the user activity, stores the history of the user requests. The user 
requests are grouping on the basis of the similarity metrics and hierarchical relations 
of ontology classes. 

Referring to text mining steps some related to CSM activities problems could find 
solution based on the ontology-driven approach. The first problem is that the results 
may differ from the real user needs. The second problem is that the description of the 
sources is not uniform – there are different formats such as sentences, items and  
tables.  

It is difficult to extract the information by conventional methods of information ex-
traction [11]. Filtering agent / service based on domain expert knowledge is needed 
(ontology could be useful here too). Current methods in text mining use keywords, 
term weighting, or association rules to present text context. It can be implemented by 
means of context filtering.  

The following classical text mining techniques are also used in the system IACD: 
text processing and clustering [Fig. 1]. Text processing includes a sequence of steps: 
tokenization, stop-words finding, spelling, stemming, search for units of measures 
(e.g. “kg”, “mm”), etc. [12]. The following problem-oriented agents specific for 
KSNet, and scenarios for their collaboration were developed and adapted for text 
mining problems: (i) text processing — translation agent (terms translation between 
different vocabularies) and ontology management agent (ontology operations per-
formance) and (ii) clustering — monitoring agent (verification of knowledge sources). 

Input for clustering algorithm would be user requests and the ontology. In [2] the 
following categorization of major clustering methods is proposed: partitioning meth-
ods, hierarchical methods, density-based methods, grid-based methods, model-based 
methods. The hierarchical method is used in the proposed approach that is described 
in detail in sec. 3. Since user requests and instances of ontology classes can be tied 
with context information (e.g., time, location, language), input data could be filtered 
in order to mine data about products which are geographically located near customer, 
delivered in time, have appropriate level of quality. 
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Fig. 1. Application of the KSNet-approach to ontology-based CSM 

2.2   The System IACD Functional Specification 

The system IACD has been developed for a company producing manufacturing equip-
ment that has more than 300.000 customers in 176 countries supported by more than 
50 companies worldwide with more than 250 branch offices and authorized agencies 
in further 36 countries. 

The main goal of the presented here CSM system based on the KSNet-approach is 
to provide information about solutions to customers in addition to existing product 
catalogue and to find products and solutions. Therefore, besides company's docu-
ments two other applications were selected as knowledge sources: (i) the product 
catalogue containing information about 20’000 items produced by the company: tech-
nical data, price, etc. for different languages, and (ii) an application containing a set of 
rules for configuration of handling system projects, structured data for industry seg-
ment and automation function description, and technical data of carried out products. 
These 1st and 2nd applications are oriented to industrial engineers and designers. Ex-
tension of these target groups with new ones allows increasing the number of poten-
tial clients and providing additional benefits to the company. Based on this informa-
tion a part of the shared ontology of the company is built. The ontology uses frame-
based knowledge representation model and includes classes and attributes. 

Usually, it is proposed to have a shared ontology for a global company. However, 
the practice shows that this is not always possible due to the large number and hetero-
geneity of company members. Sometimes it is enough to build a smaller shared on-
tology for one aspect of the company activities or one company member only (later in 
the paper referred to as "ontology"), but this ontology should also support synonyms 
that might be used by its customers to provide for interoperability. This is how it was 
implemented in the presented approach.  

The developed CRM system uses the company ontology consisting of more than 
240 classes, 355 attributes from different sources [12]. The ontology currently is 
based on six taxonomies: VDMA (association of German machine and plant construc-
tion companies), industry segments (with basic functions as attributes – Workpiece, 
Handling, Assembly, Light assembly, Packaging, Automotive processes, Process 
automation, Food manufacturing, etc.), automation functions (with basic functions as 
attributes), handling system projects classification, technical data of industrial appli-
cations, and user-defined taxonomy. 
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The following scenario of the customer access to corporate information was devel-
oped: the customer passes authentication procedure, selects an appropriate interface 
form and enters a request into the system. The system recognizes the request and 
defines which data the customer needs. If the customer needs to solve a problem the 
system defines load conditions (parameters describing a certain problem: e.g. mass to 
be moved, direction of the transportation, environmental conditions etc.) and looks for 
handling system projects. If no certain problem is defined by the customer the system 
checks information in product catalogue, database storing technical data of standard 
handling systems and in company’s documents. 

Implemented approach for the user and request clustering scenarios (see 1st, 2nd 
and 3rd scenarios in the introduction) has the following steps: 

1. Extract words / phrases from the request; 
2. Calculate similarity metrics between the request and ontology (i.e. compare text 

strings extracted from the request and the name of the class or attribute); 
3. Ontology-based algorithm of users & requests clustering 

Step 1: Construct weighted graph consisting of nodes: classes, attributes, and us-
ers. Weights of arcs are calculated on the basis of 1) similarity metrics (i.e. they 
are different for different user requests) and 2) taxonomic relations in ontology; 
Step 2: Construct weighted graph consisting of user / customers (when classes and 
attributes are removed, arcs weights are recalculated). 
Step 3: Hierarchical clustering of users (customers) graph. 

3   Ontology-Based Algorithm of Users and Requests Clustering 

3.1   Similarity Metrics 

Calculation of similarity between the user request and the corporate ontology is based 
on the similarity of the names for classes and attributes of the ontology and strings 
(concepts, phrases) of the request. 

Request-Class Similarity. The essence of this task is to find classes in the ontology 
corresponding to the user request. This is done by comparing names of the classes 
(text strings) with stemmed and corrected (when misspelled) words extracted from the 
user request (names of classes, which are not numbers, misspelled words or units of 
measures). 

The algorithm of fuzzy string comparison is used for this purpose. It calculates oc-
currence of substrings of one string in the other string. The algorithm can be illus-
trated by comparing strings “motor” and “mortar”. 

The first string “motor” has 5 different substrings (m, o, t, r, mo) contained in the 
second string “mortar”. The total number of different substrings in “motor” is the 
following 13 strings: ((m, o, t, r), (mo, ot, to, or), (mot, oto, tor), (moto, otor)). The 
result is the following string “motor” corresponds to the string “mortar” with the simi-
larity of 5/13 or 38%. 

Request-Attribute Similarity. Attributes (corresponding to the user request) are 
searched within the names of the ontology elements. Regular expressions [13] are 
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used for text processing. Below, Entries denotes a part of attribute name (one or sev-
eral words) found in the request: 

Request: “Pay load 5 kg, Stroke X 100 mm, Stroke Y 200 mm” 
Attribute: “Stroke X” 
Entries (parts of user requests): “Stroke X”, “Stroke” 

In this example the attribute name “Stroke X” (from the ontology) is found in the 
request once entirely (“Stroke X”) and once partially (“Stroke”). 

For each attribute the following parameters are defined: NWords — number of words 
in the attribute name; AttrNameRest[0..NWords] — array of words forming the attribute 
name; WordAttr — an element of the array AttrNameRest[]; PositionUserRequest — point to 
the current position in the user request. 

The algorithm of calculating the similarity of the attribute to the request is the following: 

NEntries = 0; 
PositionUserRequest = 0; 
Initialize AttrNameRest[]; 
Similarity = 0; 
FOREACH WordAttr IN (AttrNameRest[]) { 
  FOREACH (PositionNew =  
  strpos(WordAttr, UserRequest, PositionUserRequest)) 
  { 
    PositionUserRequest += PositionNew; 
    remove WordAttr from AttrNameRest[]; 
    Similarity = max ( 
        Similarity, 
        CalcSimilarity(PositionUserRequest, AttrNameRest[])); 
  } 
} 
 
Similarity for each part of the request (entry) to the attribute is calculated by the 

function CalcSimilarity() with the following properties. First, the more words from a 
name of the attribute are found in the request, the greater similarity. For example, 
CalcSimilarity() is greater for the entry “Stroke X” than for the entry “Stroke”. Sec-
ond, the longer the Entry the greater the similarity, e.g. similarity of “Stroke” is 
greater than that of “X”. 

Function strpos in the algorithm above returns the position of the attribute sub-
string WordAttr in the string UserRequest, starting at the position "PositionUserRequest". 
So, the variable PositionUserRequest takes values (starting from zero) through all the 
positions of the attribute substring in the text of the user request. 

Thus, the similarity metric shows the degree of the correspondence of user requests 
to classes and attributes of the ontology. Similarity is a real number in the range [0, 
1]. After processing the user requests, extracting terms, calculating similarity metrics, 
an XML structure is filled. It consists of the tags (i) related to classes (<CID> — the 
ontology class ID (unique identifier), <CWeight> — similarity of the class to the user 
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request) and (ii) the tags related to attributes (<AID> — ID of an attribute from the 
ontology, <AWeight> — similarity of the attribute to the user request). These data are 
the input for the clustering algorithm described in the next section. 

3.2   Users and Requests Clustering 

This section describes proposed ontology-based clustering algorithm related to ag-
glomerative hierarchical methods. The hierarchical method creates a decomposition 
of the given set of data objects. The agglomerative approach, also called the bottom-
up approach, starts with each object forming a separate group. It successively merges 
the objects or groups close to one another, until all of the groups are merged into one 
(the topmost level of the hierarchy), or until a termination condition holds. More in-
formation about hierarchical methods see in [2]. 

The proposed algorithm relies on user profiles consisting of: (i) personal data (user 
name, country, etc.); (ii) list of classes (found in the ontology using requests of the 
user) and their similarity to the user/request CUsim; (iii) list of attributes (found in the 
ontology using requests of the user) and their similarity to the user/request AUsim. 

It is needed to group the users by their requests. A groups should not consist of all 
the users or (another extreme case) of only one user. 

The user in this task is presented via a set of his/her requests. Therefore it is possi-
ble to turn from “request” relations (class-request and attribute-request) to “user” 
relations (class-user (CU) and attribute-user (AU)). 

A weighted user-ontology graph G0=<N, E>=<(C, A, U), (CA, CC, CU, AU)> is 
considered. N represents three types of nodes: C — class, A — attribute and U — 
user. Since arcs E=(CA, CC, CU, AU) of the graph G0 are marked with numbers 
(weights) then graph G0 can be presented as weight matrix: 

!
"

!
#

$

∞

=
=

j  toi from arc no is  thereif ,

j  toi node from arcan  is  thereif quantity, finite,

,0

],[
0 ij

c

jiif

jiG  (1) 

User-ontology graph G0 consists of two types of arcs. The type I of arcs (!", !!) 
is defined by the hierarchy of classes and belonging to them attributes in the ontology. 
The type II of arcs (CU, AU) is defined by the set of relations between use requests 
and classes/attributes (Fig. 2). 

Weights of arcs between the nodes representing classes and users CUweight, and at-
tributes and users AUweight are defined via the similarity CUsim and AUsim (values of 
XML tags <CWeight> and <AWeight>) as follows: 

CUweight = 1 – CUsim 
AUweight = 1 – AUsim 

(2) 

All arcs CA and CC tying together classes and attributes have CAweight, CCweight 
∈(ε , 1) defined by the IACD system administrator (see experiment results in sec. 4). 
CCweight denotes arcs’ weight of linked classes in the ontology. CAweight — arcs’ 
weight of linked attributes and classes. 
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Fig. 2. User-ontology graph G0 

Step 1: Weight Assignment. The weight of the arc CU (class–user/request) is consid-
ered in the graph G0. The class C can be encountered several times in different re-
quests of user U in this graph. This should be taken into account in the weight of the 
arc CU. If class C is encountered in N requests of user U, then the weight of arc CU-
weight between class C and user U can be defined as follows: 

%
=

−
−=

N

i N

i
weightCU

weightCU
1 max

1
1 , (3) 

where Nmax is the maximum number of instances of the same class for all requests. 
If similarity CUsim is equal to 1 then the weight of arcs CU (AU) will be equal to 0 

(see (2)) and the user with several similar requests will not have priority. So, in order 
to take into account the number of requests which coincide with the same class (at-
tribute) several times, weight CUweight and AUweight should be assigned to ε  instead of 
0. ε  should be close enough to 0 and defined in the range (0,1). 

Step 2: User Graph Constructing. Usually Floyd algorithm [14] is used to find the 
shortest path between every pair of the graph nodes. In the considered case it is 
enough to know the weight of the shortest path between every pair of users. Therefore 
the modified Floyd algorithm is proposed and used. The table T of relations between 
users and classes is defined by the user-ontology graph: 

− T[i, j] is the weight between nodes i and j, 
− T[i, j] = ∞, if there is no path from node i to j. 

The variable p in the algorithm is the number of nodes in the graph G1. 

Algorithm to calculate the weight of the shortest path between every pair of users in the 
graph G1: 

for i from 1 to p do 
 for j from 1 to p do 
  for k from 1 to p do 
   if i<>j and T[i,j]<>∞ and  
      i<>k and T[i,k]<>∞ and 
              (T[j,k]= ∞ or 
               T[j,k]>T[j,i]+T[i,k])  



240 A. Smirnov et al. 

 

   then 
               T[j,k] := T[j,i]+T[i,k] 
   end if 
  end for 
 end for 
end for 

As a result the matrix T is created (i.e. users’ graph G2). Thus the weight of arc be-
tween every pair of users in G2 is equal to the weight of the shortest path in G1, or ∞ if 
such path does not exist. 

Step 3: User Graph Clustering. Now in order to group users to clusters it is enough to 
divide the graph G2 to subgraphs Gi, i=1,n, where n – is the number of clusters. Clus-
ter mass Gi is the sum of weights of all arcs in the subgraph Gi. 

The optimal clustering is proposed to be defined as follows: 
a) n#min, i.e. minimize number of user groups, 
b) Dmax>D[Gi], i=1,n, i.e. the maximum cluster mass for every subgraph is less than 

some (defined in advance by the IACD system administrator) constant Dmax. 

Hierarchical clustering algorithm: 

1. D[Ui]=0, i=1,n. At the beginning of the algorithm 
every node corresponds to a subgraph. The value of 
subgraph mass D[Ui] is zero. 

2. Fill vector A: A[z] = ARCweight + D[Ui] + D[Uj]; i.e. 
element ![z] of vector A equals to the sum of weight 
of the arc between Ui and Uj nodes of the graph and 
cluster mass D[Ui] + D[Uj] of these nodes. 

3. Take the element A[z] from the vector A with the mini-
mum value (sum of weight of the arc and the cluster 
mass). 

4. If A[z] > DMax then terminate algorithm. 
5. Join nodes Ui, Uj; result mass of Ui, Uj is D[Ui] = 

ARCweight[i,j] + D[Ui] + D[Uj]; remove D[Uj] from vec-
tor D and the minimal element from A. 

6. Update values in the vector A for arcs of adjacent 
nodes Ui (e.g. if node Uk is an adjacent node to Ui 
then A[ik] = ARCweight[i,k] + D[Ui] + D[Uk]) 

7. Go to line 3. 

Due to the testing of inequality D < Dmax (line number 4), the second condition of the 
optimal clustering (b) will be satisfied. 

Algorithm time complexity uses three parameters (N – sum of classes and users 
(class-user graph size); n — number of users (user graph); L – number of classes 
related to a request) and has three constituents. First, time complexity of creating 
class-user graph is )( LNo ⋅ , because every L classes/attributes are retrieved from a 
database for each N requests. Second, modified Floyd algorithm uses three nested 
loops to calculate the shortest paths between nodes in graph, so its complexity 
is )( 3No . 
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Third, time complexity of hierarchical clustering algorithm has two parts: outside 
of the cycle (steps 1-2) and of the cycle itself (steps 3-7). Complexity of step 1 is )1(o  

and step 2 is )( 2no  in case of building vector A for fully connected graph. The cycle: 
step 3 (searching minimal element in vector A) is )(no , step 4 and step 5 has complex-
ity )1(o , step 6 is )(no  for fully connected graph (vector A is updating for adjacent 
arcs). Number of maximum cycle iterations is n in the worse case (one cluster in-
cludes all users). So, time complexity of the cycle is )( 2no . Thus, complexity of hier-

archical clustering algorithm is )()()( 222 nonono =+ . 

So, total time complexity of the three constituents is )()()( 23 noNoLNo ++⋅ . It is 

)()( 3NoLNo +⋅  when N $ n. Usually number of requests N is greater then number of 
classes L related to a request due to user requests are short enough (L % N), so 

)()()( 332 NoNoNo =+ . 

4   Experiments 

The goal of these experiments is to study the clustering approach and to evaluate how 
user clusterization depends on variables DMax and CCweight. The IACD system admin-
istrator can use this dependence to determine parameters of the clusterization (DMax 
and CCweight). 

The graph (Fig. 3) demonstrates automatically generated set of two request clusters 
using the Graphviz tool [15]. The following parameters are used for this clustering: 
number of classes = 10, number of users = 5, CCWeight = 0.2 for all the classes in the 
ontology and DMax.(maximal cluster mass) = 0.6. For illustrative purpose user requests 
are shown instead of users. Classes in Fig. 3 are marked with ovals and requests are 
marked with rectangles. Clusters are marked with rectangles enclosing requests' rectan-
gles. The magnified part of the graph includes: classes: “Pick & place” and “Projects”, 
and requests: “Pick & place” and “Pick & place pay load > 0 and Stroke = 5”. The exact 
name of the class “Pick & Place” is presented in both requests, so arc weight between 
the request and the class “Pick & Place” is ε =0,001 (Fig. 3) in both cases (two arcs 
from class Pick & Place to these requests). CCWeight = 0.2, hence the weight of arc be-
tween the class "Pick & place" and the class "Projects" is 0.2. 

It can be seen (Fig. 4) that for DMax < ε  = 0,0001 the number of groups is equal to 
the number of users for all values CCWeight (AB in Fig. 4). Increasing DMax causes the 
number of groups to decrease down to two (BCi in Fig. 4). Then, the steady level of 
the group number (C1D1 and C2D2 in Fig. 4) can be seen. At this interval the groups 
remain unchanged though DMax increases. Given CCWeight = ε  the interval C3D3 is 
lacking. This can be explained as follows. If the value of CCWeight is low, to add a new 
user to the cluster, DMax has to increase by the value equal to the weight between that 
user and the nearest to him/her class. In this case weight between C2 and C5 can be 
neglected because it is significantly lower than weight between that user and the class 
nearest to him/her. Area DiE describes a low number of groups (tending to one group 
consisting of all users). It can be concluded that the IACD system administrator has to 
define DMax from within CiDi interval. 
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Fig. 4. Number of clusters depending on DMax and CCweight 

5   Discussion and Conclusion 

Ontology-based clustering is used to group related users and request information. 
Difference of this approach and other approaches are discussed below. 

In [16] the ROCK hierarchical clustering algorithm for categorical attributes is 
proposed and implemented. In ROCK concept of links to measure the similar-
ity/proximity between a pair of data points is presented. The feature of the ROCK 
algorithm is that the merging clusters/points with the most number of links is per-
formed in the first order during the clustering. In contrast, the clustering algorithm 
proposed in this article merges clusters/points which are nearest in the graph. Another 
distinctive feature of the algorithm proposed in this article is that text processing and 
ontology data are used to form input data for clustering. 

In [17] COSA (Concept Selection and Aggregation) the approach uses a simple, 
core, domain-specific ontology for restricting a set of relevant document features to 
cluster documents by K-Means algorithm. The definition of clustering quality metric 
is one of the benefits of this work. The user may decide to prefer one over another 
clustering result based on the actual concepts used for clustering as well as on stan-
dard quality measures (such as the silhouette measure). Unlike proposed here ap-
proach considering relatively short user requests, in [17] clustered data are text docu-
ments. Another difference is that the quality of the result is estimated by the adminis-
trator in the proposed approach. 

Human-based and computer based clustering methods is one more classification of 
clustering. For example, in [18] an integration of the technical domain experts work 
with the data mining tools is presented. In this integration the following step is done 
to cluster science documents: (1) defining of words frequency (to identify topic of 
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document), (2) determination of the relationships among themes, and (3) tracking the 
evolution of these themes and their relationships through time. The first and the sec-
ond step are designed and implemented (see [18]). Since in this paper the definition of 
parameters of ontology-based clustering algorithm by the system administrator is very 
crucial for the algorithm (sec. 0), it can be concluded that the approach presented here 
is integrated (human-based & computer based). 

In [19] the web-users clustering algorithm (based on K-means clustering and ge-
netic algorithm) is proposed, implemented, and tested. The web-users clustering algo-
rithm uses the integration of a neural network and self-organized maps (SOM) to cope 
with insufficient information about users. In [4] ideas about distributed data clustering 
are presented. This distributed data clustering is density-based and takes into account 
the issues of privacy and communications costs. Since genetic algorithms, SOM, and 
density methodic are not used in the proposed approach, these works can not be com-
pared with. 

Possible improving of the implemented in the system IACD clustering approach 
can be achieved by taking into account probability relations between classes and at-
tributes in the ontology. It is an ontology engineering task that requires involvement 
of domain experts. This type of ontology can be very suitable for semantic relations in 
text mining area, because complex semantic relations can not be reduced to simple 
present/absent relations (like in ontology taxonomy). This is believed to increase the 
efficiency of context-aware CSM system especially for learning and predicting cus-
tomer actions and interests, better recognition of their requests, etc. 

The system IACD has the following properties of modern applications [Chen, 
2001] related to free text processing (which is necessary for customer request recogni-
tion): (i) multi-language support, currently the system IACD supports three lan-
guages: English, Russian, German; (ii) automatic taxonomy creation, the company 
ontology (taxonomy) is built automatically in the system IACD based on the available 
knowledge sources; (iii) domain-specific knowledge filter (using vocabularies or on-
tologies), four level ontology is used in IACD; (iv) indexer: all documents are in-
dexed for rapid access; (v) multi-document format support, the system IACD supports 
MSOffice documents, RTF documents, web pages, Adobe PDF files, ASCII text files; 
(vi) natural or statistical language processing; in IACD natural language processing 
consists of tokenization, spelling, stemming, etc.; (vii) term extraction, in IACD 
names of ontology classes and attributes, units of measures (e.g. “kg” and “mm”) are 
extracted from customer requests. 
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Abstract. The paper presents peer-to-peer multi-agent framework for
community clustering based on contact propagation in the global network
of contacts with individual ontology-based descriptions. The framework
allows people to meet interested parties by specifying flexible ontology-
based requests and/or proposals and relaying them between the nodes
of the system along the most ontologically-prominent directions, thus
covering wide yet very targeted audience. It also supports ad hoc meeting
using mobile devices such as PDAs, SmartPhones, etc.

The system works over standard means of communication such as
e-mail/ICQ, and provides user with personalized relaying assistant that
can automatically process ontologically-annotated messages, relaying
and/ or responding to them. It can also collect user’s knowledge about
his contact base, thus acting as a personalized assistant in the certain
area of communication.

Keywords: Ontology-Based Community Clustering, Multi-Agent Peer-
To-Peer System.

1 Introduction

In our everyday life, we tend to use more and more electronic devices (such
as cell phones, PDAa, Tablet PCs, etc.) and software systems, which poten-
tially can be or already are equipped with intelligent, AI-based functionality [1].
Such devices potentially could learn from the user, resulting in more and more
personal knowledge being stored in some formalized electronic form, suitable
for automated usage and processing. Many activities we perform are based on
our knowledge, and automating those activities to larger extent would greatly
empower our computing experience, eventually leading to the concept of cyber-
netic immortality [2], when enough human personal knowledge is extracted
for the computer system to be able to act intelligently on human’s behalf, with-
out human supervision. Thus, a person may be eventually replaced by his digital
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assistant that would carry out many external activities much in the same way
as the original person. In fact, cybernetic immortality can be considered to be
one of the goals of contemporary AI, replacing to a certain extent the idea of
creating intelligent self-conscious systems.

Cybernetic immortality can be achieved by automating almost all areas of
human activity. One area of activity that can be automated in this manner is
communication. Often we find ourselves in the situation when we help our friends
and acquaintances to get in touch with the right people by suggesting transitive
contacts. Our contact base, being properly annotated by our knowledge about
them, does encompass certain area of our expertise that can be used for helping
other people in finding the right contacts. This would be one of the main ob-
jectives described in this paper, which is achieved by using expressive ontology
and distributed knowledge repository for describing contacts, and multi-agent
environment for automated communication.

Exchanging information on relevant contacts between interested parties would
lead to community clustering according to some ontologically-formulated cri-
teria. Initially, the network of contacts would be clustered somehow according
to the existing friend-of relation that would to a certain extent correspond to
interests. Proposed multi-agent system would allow this network of contacts to
evolve in the direction of further multi-dimensional clustering around ontolog-
ical concepts. Further on, we propose the use of ad hoc networks to augment
building additional randomly-distributed friend-of relations, that would later on
be clustered around interests.

In this paper, we propose the architecture of the software system named
MAORIE (Multi-Agent Ontology-Relevance Interconnection Engine) that uses
ontologically annotated contact list to handle transitive requests for contacts
and self-descriptions. To some extent annotation of friend lists and personal
profile information using simple meta-data has been proposed in the FOAF
(Friend Of A Friend) Project [3]. In this paper we propose to extend FOAF
descriptions with proper ontological semantically strict annotations, and also
describe an architecture of multi-agent system that would perform actual com-
munity clustering over the set of extended FOAF descriptions by exchanging
requests and proposals in the directions defined by ontology relevance met-
rics. The action of finding relevant contacts would be performed automati-
cally using digital software assistant operating with ontologically-formalized mes-
sages.

There are many people we see around us in the everyday life that we will
never get a chance to talk to and to know if they share the same interests. Pro-
posed technology empowers our ability to spot potentially interesting contacts
by delegating the first part of communication to personal agents. Those agents
are able to help us in many ways: not only see if the person standing next to us
in the bus is relevant to our search goals or shares some of our interests, but also
in exposing information about our contact base and allowing transitive meeting
requests to be relayed in the meaningful manner. We would be able to express
both the description of ourselves and the criteria for people we are interested in
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using very flexible ontology-based mechanism, and then use all means of com-
munication (e-mail, MSN Messenger, wireless technologies, etc.) to find the right
contacts.

2 Ontology-Based Community Clustering

2.1 Existing Community Clustering Techniques

One of the emerging phenomena in the contemporary world is the formation of
user communities according to some criteria, which is empowered by various flex-
ible means of communication. We can consider the following basic community-
building techniques:

– Explicit community formation (e.g. community web-sites, mailing lists,
yahoo groups, etc.), where users express their interest to join a specific com-
munity

– Implicit community formation, where users are made part of a com-
munity by performing certain actions (e.g. visiting a web site, making a
purchase, writing a message to the USENET group, etc.)

Recently, more complex community building techniques appeared. In partic-
ular, we can identify the following:

– Simple interest-based clustering (an example being [4]), where users can
chose to participate in different communities based on their interests, and
then enjoy combined community services like joint blogs, news, etc.

– Simple friend-relation clustering (used in [5] and similar communities),
where users define a set of other users as friends, thus defining a graph
of contacts, in which certain implicit clusters arise. While the basis of the
community building is only friendly relation, assuming people tend to chose
friends based on their interests we can argue that clusters in such a graph
have strong relation to people’s interests.

– Complex Transitive Friend-Relation Clustering (seen in [6]), where
people maintain a set of their contacts, and then have access to certain
partial transitive closure of contact relation (typically up to certain degree
of transitivity).

In general, community structure can be defined by the acquaintance rela-
tion R ⊆ I × I, where I is a set of all community members. For each member
x, we can define his social atom as A(x) = {z ∈ I|R(x, z)}.

2.2 Transitive Community Restructuring

In real life, when we need to acquire some specific contacts, we typically ask
our friends if they know someone relevant to our needs — thus we obtains some
additional contact that belongs to the transitive closure R+. However, this clo-
sure in itself is not really interesting, because as indicated by many sociological
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studies it is likely to include the whole community I, except for maybe some
very asocial individuals. To find individuals relevant to our needs, we introduce
the notion of directed transitive closure that takes relevancy into account.

Suppose we define relevancy of any person to our goal by some utility func-
tion µ : I → [0, 1], and we want to find contacts with relevancy higher than
certain threshold τ . While the set Aµ(x) = {z ∈ I|R+(x, z)∧ (µ(z) < τ)} would
look like a reasonable answer, computing such a set in reality is a complex task,
because it involves traversing through almost all the community members. In
real life, our friends typically pass the request to some of their friends with
similar interests, thus we actually end up with the set

A∞
µ (x) =

∞⋃

i=1

A(i)
µ (x)

where
A(i+1)

µ (x) =
⋃

ξ∈A
(i)
µ (x)

{z ∈ I|R(ξ, z) ∧ (µ(z) < τ)}

where τ in this case is the propagation threshold. Because A∞
µ (x) ⊂ Aµ(x), we

will lose some potentially interesting contacts, but on the other hand in this
process at any given point we deal with relatively small number of contacts and
requests, which is why in the real life we are likely to use this kind of procedure
for the propagation of acquaintance relation.

Now suppose we have a set of interests {µ1, . . . , µn}. We might want to ex-
pand our initial social atom to include all potentially interesting contacts from
A∞

µi
(x), which would lead to a new acquaintance relation R(1). For this new rela-

tion, the procedure might be repeated, and so on. Since this process in ideal case
is monotonous, and the number of community members is limited, it is bound to
reach some fixpoint, which would correspond to interest-based community
clustering. In fact, even starting from some random uniform distribution of
contacts, this process is likely to converge to some stable clusters of contacts
centered around specific interests defined by utility functions µi.

2.3 Ontology-Based Contact Description

For the process above to work, we need some way to define utility function µ.
In this paper we present a way of community clustering based on ontological
annotation of contacts. In the existing communities [4, 5, 6] it is possible for
people to annotate their user profiles with a list of interests specified in the form
of keywords (LiveJournal), or provide more sophisticated annotations yet still
based on some fixed schema (LinkedIn). In each case, those annotations allow us
to see how close our interests are to potential contacts, i.e. they implicitly define
the utility function.

We propose to use ontology-based annotations, where person can define
his/her profile by binding to certain existing well-known ontologies. This method
has the following advantages:
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– Very flexible annotations are possible. For example, it is possible to describe
that someone is male, born in 1974, has Ph.D. degree from certain univer-
sity, is interested in multi-agent systems and tennis (all the terms above
taken from the standard MAORIE ontology) and presented a paper on AIS-
ADM-2005 workshop in 2005 (the later terms being taken from some specific
ontology developed by people interested in AI).

– It is possible to develop new domain ontologies for specific areas of expertise,
thus overcoming the fixed schema and making the annotation technology
open to new concepts.

– Search in such annotations can be inference-based, e.g. it would be possible
to infer that a person interested in multi-agent systems is also interested in
artificial intelligence (subsumption inference), and that the person born in
1974 is 30 years old as of December 2004 (rule-based inference).

– Annotation is still pretty simple for the end-users, because they are only
binding to the existing ontology terms, and ontology development is left to
more advanced users or knowledge engineers.

– All systems mentioned above allow statements to be made by users about
their own interests. In the ontology-based system it is possible for other users
to make statements about their contacts, for example a person can specify
that his friend John cooks well (according to his own judgment), and this
annotation can also be taken into account.

In this case, the function µ would correspond to the notion of ontological
relevance, discussed later in this paper.

2.4 Peer-to-Peer Contact Propagation

All existing communities with clustering techniques are implemented as central-
ized web-based systems, which is an enormous limitation to

– scalability, because as the number of contacts grow it results in more and
more load on the single server or web farm

– security, because most people do not consider it secure to place the list of
their contacts on a public server

– accessibility, because we can only access information through the inter-
net, and we are not using the real-life opportunities of meeting people and
acquiring new contacts.

What we propose in this paper is a multi-agent distributed framework that
works by contact propagation, using algorithms typical for peer-to-peer sys-
tems such as Gnutella [7]. The idea of using peer-to-peer model for ontology-
based information retrieval is not new (see [8], for example); in this paper we
suggest enhancing it with the notion of ontological relevance to proceed with
contact propagation in the most prominent directions.

Each node in the system (which we can call an agent, or macro-agent)
represents a certain person with his/her list of contacts, annotated by binding
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to a set of well-known ontologies1. Each user also creates a personal profile by
specifying his relation to some ontologies, including standard MAORIE ontology
and possibly some third-party ontologies created by any user interest groups and
placed on the web. In the global network of contacts, each user is identified by
an URI that can also be used as the URL allowing contacting users personal
agent.

In the similar manner to profile annotation, the user is able to issue queries
describing people he is looking for (for example, someone older than 18, inter-
ested in AI and who has attended at least one AI conference).

Communities are implicitly formed in real-time when people start looking for
new contacts. This can happen in two ways:

– User personal profiles can be (if user specifies so) pushed into the multi-agent
peer-to-peer network in terms of proposals, i.e. the profile is forwarded to
some people from user’s contact list who have high ontological relevance to
the proposal. Direct contacts, having received the proposal, can forward it
further along most ontologically prominent (gradient) directions, and so on.

– User queries are pushed into the network in the form of requests that travel
along the same ontological directions.

At some node in the network it can happen that certain proposal matches
a request (i.e. they have high ontological relevance) – in which case this node
sends notification messages to originators of both the proposal and the request,
containing the URI of the other party.

The process of request and proposal propagation is similar to the wave prop-
agation, only it takes into account the most prominent directions. However, the
effectiveness of this approach is based on the assumption that people tend to
get acquainted according to their interests expressed in ontological form, which
is not always the case. Thus, it still makes sense to distribute the requests along
other directions as well, but somehow limiting this distribution.

To take this idea into account, we propose to use the fuzzy wave attenuation
mechanism that takes ontological relevance into account. Upon each forward the
weight of proposal or request is decreased by multiplying it by ontology relevance
(which is assumed to be between 0 and 1), and at some point when it is lower
than the threshold, the proposal or request is discarded. Thus, the proposal or
request would travel longer along ontologically promising directions, and would
stop after a few forwards along directions that are not relevant.

2.5 Ad Hoc Propagation

The proposed approach can work over any communication means that are able to
deliver requests and proposals from one node to another. In addition to the usual
communication means such as e-mail or specialized web services, it is possible

1 By well-known we mean that those ontologies are widely available on the internet,
and can be easily downloaded by all agents in the system.
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to use the same approach in ad hoc networks of mobile devices such as PDAs
or smartphones. This would allow taking the community clustering process from
the cyberspace to the dimension of the real world.

In the ad hoc peer-to-peer network, proposed mechanism is enhanced by the
negotiation phase, in which the macro-agent running on the mobile device
discovers all neighbouring agents and exchanges public profile information with
them. Those contacts are added to the contact list and automatically marked as
ad hoc contacts by binding to special architectural ontology. On the next phase,
normal proposal/request exchange takes place, which takes newly acquainted
contacts into account, and can relay some of queued requests and proposals to
them. Introducing new ad hoc contacts into the contact list plays an important
role of creating some initial random distribution of the acquaintance relation,
which is later on re-structured into stable interest-based communities by the
process of contact propagation.

Ad hoc contacts are assigned time to live value that is decreased with
time, until contacts are deleted. This allows freeing up the contact base, un-
less some ad hoc contact does not turn out to be interesting ontologically —
in which case it can be moved to the normal contact base by being properly
annotated.

In addition, in the ad hoc network, when the agent notices that some user
in the physical vicinity is relevant to one of user’s requests, physical identi-
fication phase is initiated, in which case the user hears an immediate audible
notification and is allowed to contact another party via instant messaging or
exchange profile photographs, which helps to identify the other person and im-
mediately meet in real life.

2.6 Flood, SPAM and Security Issues

One of the problems with the proposed approach is the issue of floods and SPAM
requests, because it would be theoretically possible to issue such a request that
would catch all contacts on the way, thus making it simple for the intruder to
collect the list of users’ addresses.

It has to be noted that request weight attenuation algorithm can be adjusted
in such a way that the total weight of the outgoing messages distributed as a
result of one incoming message will be limited. Thus, if the incoming request
is very broad and has high ontological relevance to many contacts, it will be
distributed further with significantly decreased weight. Even though it would
be possible for an intruder to design a system that passes requests along with-
out decreasing their weight, this anomaly would be compensated by the system
having all other agents forwarding requests properly.

Further on, it is possible to use some fee-based or bonus-based policy for mes-
sage exchange and distribution, where some bonus points are awarded for helping
other people to meet, and some are deduced for sending out queries/proposals.
The determination of the exact bonus policy is still the issue of further investi-
gation, which can be done by performing a series of simulation experiments on
some real-life community data.
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Also, an important issue that has not yet been dealt with is security, i.e.
making it impossible for the intruder to pretend to be someone else. To rectify
this it is possible to use cryptographic methods with public/private keys, or
some public authentication mechanism such as Microsoft Passport — the details
would be determined at the stage when the system goes beyond the experimental
prototype.

3 Ontology-Based Description and Routing

3.1 Semantic Web Annotation Standards

The general idea behind community clustering does not rely on any specific
technology for ontology knowledge representation, as long as we are able to
compute ontology relevance metrics between any two concepts annotated using
the ontology. However, it is very convenient to use Semantic Web technologies,
in particular extended version of FOAF [3] for the actual contact list and contact
descriptions that are bound to ontologies defined in OWL [9].

Using this approach, all ontological concepts are identified by the URI2, and
in order to introduce a new ontology it is enough to create an OWL file, place it
somewhere on the Internet and start referring to the corresponding URL. Also,
using FOAF standard for defining the acquaintance relation allows using third-
party FOAF-based tools over the MAORIE network for exploring the community
structure.

3.2 Classification of Ontologies

In the MAORIE system, we distinguish between the following types of ontologies:

– Core ontology is the main ontology used in describing contacts; it is suf-
ficient for most non-demanding applications. Core ontology is intended to
be distributed together with the MAORIE software, and can be periodically
updated from the web. It includes the generic concepts � and ⊥, and such
common entities as person, human being, male, female, etc.

– Architecture ontology is built into the software suite and is used for in-
ternal purposes. In particular, it contains concepts for classifying contacts
based on the type of acquaintance (ad hoc contact, direct contact, transi-
tive contact, etc.), and concepts for most common types of contact groups
(friends, acquaintances, business contacts, etc.).

– Domain-specific ontologies can be developed by any community or indi-
vidual, placed on the web, and then used in annotating contacts. However,
as with any ontology development, domain-specific ontologies only become
useful when there is sufficient number of users that refer to them.

– Personal ontology can be easily developed by an individual user, and used
for classifying contacts into arbitrary groups for presentation purposes.

2 We actually require URI to be a valid URL that can be used to retrieve the corre-
sponding ontology.
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Fig. 1. Subsumption-based (left) and Interpretation-based (right) Ontological Rele-

vance

3.3 Ontological Relevance

An important notion used in the propagation algorithm is ontological rele-
vance between two concepts, described by a metric function µ that returns a
relevance number for any two concepts3 bound to the given ontology.

By ontology we mean some Description Logic (DL) T-Box that provides
a set {Ci} of named concepts that are naturally organized into a hierarchy by
subsumption relation �. A concept bound to an ontology in this case is specified
by DL formula of the form

Ci1 	 . . . 	 Cin (1)

Definition 1. An ontology relevance is a function µ : {Ci} → [0, 1] that has
the following properties (for all concepts C, Ca, Cb, Cc):

µ(C, C) = 1 (reflexivity)
µ(Ca, Cb) = µ(Cb, Ca) (symmetry)
µ(Ca, Cc) > µ(Ca,Cb)µ(Cb,Cc)

µ(Ca,Cb)+µ(Cb,Cc)
(metric inequality)

(2)

Two methods of computing ontological relevance are proposed:

– Interpretation-Based Relevance (Fig.1, right), where relevance is com-
puted according to the number of individuals in the sets corresponding to
given concepts under an interpretation I. More precisely, for two concepts
A and B, such that A � B:

µI(A,B) =
#AI

#BI (3)

In more general case,

µI(A,B) =
#(AI ∩ BI)
#(AI ∪ BI)

(4)

3 Utility function µ introduced in section 2.2 in our case is the ontological relevance
function with one argument fixed to be the query.
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– Subsumption-Based Relevance (Fig.1, left), which is similar to the way
proposed in [10], and is based on computing the distance between concepts
in the ontology hierarchy.

While interpretation-based relevance may appear to be more precise, in most
cases the exact number of individuals in a given class is not known. Thus we
have to use some variants of subsumption-based relevance, defined below.

Definition 2. Let O = {Ci} be an ontology, and Ca, Cb ∈ O — two concepts,
such that Ca � Cb. In finite ontologies it is always possible to effectively construct
a chain Ca = Ci0 � Ci1 � . . . � Cik

= Cb. We would call k = dist(Ca, Cb)
subsumption distance between Ca and Cb.

We can also extend the notion of subsumption distance on arbitrary concepts in
the following manner:

Definition 3. A least common subsumer for concepts Ca and Cb is lcs(Ca, Cb)
= inf{C|Ca � C, Cb � C} (where inf is meant with respect to subsumption rela-
tion).

Definition 4. Generalized subsumption distance between two arbitrary
concepts Ca and Cb is defined as dist(Ca, Cb) = dist(Ca, lcs(Ca, Cb)) +
dist(lcs(Ca, Cb), Cb).

Definition 5. Let A = A1 	 . . . 	 An and B = B1 	 . . . 	 Bm be two concepts
bound to ontology O = {Ci}. We would define strong asymmetrical distance
between A and B as follows:

ldist(A,B) =

∑n
j=1

∑
C∈Z(Aj)

dist(Aj , C)

# ∪n
j=1 Z(Aj)

(5)

where
Z(Aj) = {C ∈ {B1, . . . , Bm}|C � Aj ∨ Aj � C} (6)

In this definition, we take each atomic concept Ai from A, and compute average
ontological distance to those atomic concepts Bi, that either subsume or are
subsumed by Ai. Repeating this for each atomic concepts from A1 to An, we
obtain the desired distance.

This definition only takes into account pairs of concepts from ontology that
are in subsumption relation. We can also compare the distances between all
concepts, as described in.

Definition 6. In the notation given in definition 5, weak asymmetrical dis-
tance between A and B is

wdist(A,B) =
1

mn

n∑

i=1

m∑

j=1

dist(Ai, Bj) (7)
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Definition 7. Strong / weak ontological relevance between concepts A and
B is defined as

µs(A,B) = 1/(1 + ldist(A,B) + ldist(B,A))
µw(A,B) = 1/(1 + wdist(A,B) + wdist(B,A)) (8)

In the contact propagation algorithm, we use either strong or weak ontolog-
ical relevance (or their weighted average) to compare requests and proposals.
Because our definition of relevance is symmetric, a person looking for someone
interested in AI and another person interested in Neural Networks would have
the same relevance to each other as person looking for someone interested in
Neural Networks and another person interested in AI. This probably does make
sense, but it is also possible to enhance the definition of ontological relevance by
adding coefficients taking the direction of subsumption into account.

3.4 Propagation Algorithm

Suppose at some node of the global peer-to-peer network we have a set of contacts
{Ci 	 Pi}, where Ci is the personal profile of i-th contact, and Pi is our own
description of the contact, both being some DL-formulae of the form (1).

When some request or proposal R with weight w is received, it has to be
forwarded further, modifying the weight w according to ontological relevance.
This process is controlled by the following parameters:

– Discard threshold Td that specifies the weight below which the request is
discarded and not forwarded

– Relevance threshold Tr, which controls when the request is considered
relevant, and notifications should be sent to both parties

– Forwarding Limit L limiting the cumulative weight of all outgoing re-
quests.

The following propagation routing algorithm is used:

1. From all contacts {Ci∩Pi} select the set of hits H = {Ci∩Pi|µ(Ci∩Pi,R) >
Tr}, and send notifications to the originator of the request R and to each
contact from H

2. From all contacts {Ci ∩ Pi} select the set of candidate contacts S = {Ci ∩
Pi|w × µ(Ci ∩ Pi,R) > Td}.

3. Compute the normalization factor f = min(1, L × (
∑

x∈S w × µ(x,R))−1)
4. For each contact x ∈ S, forward the request R with weight f ×w×µ(x,R).

4 System Architecture

4.1 Agent Configuration

Global MAORIE peer-to-peer network consists of a number of individual nodes,
or macro-agents. Those nodes run a number of smaller components responsible
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for different aspects of system operation that we call micro-agents. In some
configurations it is possible that one micro-agent serves a number of nodes —
for example, in the local area network of an enterprise one ontology broker can
be responsible for maintaining centralized ontology cache.

Depending on the configuration of micro-agents, we can generally distinguish
two types of macro-agents: ad hoc macro-agents that are capable of estab-
lishing wireless network communication sessions and typically run on PDAs,
SmartPhones, Tablet PCs and Notebooks, which might not have dedicated In-
ternet connection, and desktop macro-agents that run on desktop computers
without ad hoc capabilities. This distinction is actually not very strict, as a
desktop computer can play the role of an ad hoc agent provided it has wireless
network card — for example, it makes sense to provide such ”meeting stations”
at conference locations, or any other public places.

One user can have more than one macro-agent acting on his behalf. In a
typical situation, a user would have a desktop computer and a PDA that is
synchronized to that desktop computer. Upon each synchronization, contact
base is synchronized, and the ontology cache is updated4.

MAORIE automated communication framework is built on top of the exist-
ing communication protocols such as e-mail, MSN/ICQ, Web Services, etc. Thus
the framework does not require any specific centralized authentication mecha-
nisms — it is the responsibility of a user to ensure that his identifying URI
is unique and correctly corresponds to the means of communication monitored
by personal communication agent (e.g. to a valid e-mail address, ICQ number,
etc.).

4.2 Macro-agent Architecture

Each macro-agent consists of a set of individual micro-agents, which differ de-
pending on computer configuration (e.g. whether we are installing on a wireless
terminal such as PDA or Tablet PC, or desktop computer). Main components
of the system are:

– Routing micro-agent carries out most of the systems activities. When an
automated message is received, routing agent computes ontological relevance
of the message against the existing contact base and forwards it along the
most prominent directions, decreasing the current ”weight” of the message.
Messages with low weight are discarded.

– Ontology broker keeps track of used ontologies, caches and downloads
ontologies from the Internet if required.

– Communication micro-agents are responsible for sending / receiving for-
malized messages. For example, Microsoft Outlook communication agent is
a plug-in that monitors incoming mail, detects special automated messages

4 This is important for mobile computers that do not have permanent Internet con-
nectivity. When certain ontology was requested during the previous session, it is
retrieved from the web upon the next synchronization.
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Fig. 2. Architecture of MAORIE Macro-Agent Network

and passes them to routing agent. It is also responsible for delivery of out-
going messages. There is a special class of communication agents for ad hoc
networking (Wi-Fi, Bluetooth) that are capable of discovering MAORIE-
empowered devices in the neighbourhood, adding them to the ad hoc contact
list, and then forcing exchange of queries and proposals.

– User interface micro-agents provide the user interface to the system,
allowing to see the contact list, current set of requests, as well as formulating
new request, annotating contacts and our own ontology-based description.
There are different types of UI micro-agents designed for desktop computers
and mobile platforms.

Architecture of typical MAORIE installation is presented on Fig. 3. All micro-
agents are separate software components communicating with each other using
Web Services — thus it is possible to run certain micro-agents on centralized
nodes on the network, and also to easily provide different means of communica-
tions for the given macro-agent.
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Fig. 3. Architecture of MAORIE Macro-Agent and its Relations to Other Agents

4.3 Agent Dissemination

Since the social impact of such a project would only be observable when it is
widely adopted, the convenient means for technology dissemination are essen-
tial. Technically, agent dissemination is incorporated into the product, because
automated messages sent out by the client include textual introduction intended
to explain to the uninitiated user what the project is all about. Thus, if we send
meeting requests, queries or proposals to some of our contacts without MAORIE
agents installed, they are provided with an explanation and a link they can use
to download and install the software in order to be able to process those requests
automatically.

5 Implementation

At the present stage of development a prototype system has been created that
works on both standard desktop and mobile computers (Tablet PCs, notebooks,
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PDAs, SmartPhones). The system is implemented using Microsoft .NET plat-
form, with Web Services Enhancements (WSE) 2.0 for communication between
micro-agents. On mobile platforms such as PDAa it is possible to link different
micro-agents together to produce single executable file. Web Services are also
used for communication between some of the macro-agents, in addition to such
open communication protocols as e-mail and ICQ.

6 Future Work

To study the behaviour of the complex multi-agent system it would be helpful to
perform a series of simulation experiments on the modeling environment. This
environment should simulate some realistic spatial distribution of agents in real
and cyber-space and allow exchanging sample messages between them using the
same routing algorithms as in the actual application. As a result of simulation,
we would be able to fine-tune routing parameters to optimize routing behaviour
in real-life situations, and develop effective bonus-based policies to prevent spam
and flood issues in the network.

7 Conclusion

Proposed approach to automated communication allows clustering people ac-
cording to their interests distribution in multi-dimensional space, thus automat-
ically creating natural dynamic communities of people with the same interests,
without the need to promote or center them around certain web resource –
communities exist in the decentralized virtual manner. Similarly, networks of
contacts are distributed and very dynamic, unlike the presently emerging con-
tact network building sites such as [6]. The use of Semantic Web standards
eventually would allow seamless integration of the proposed contact network
together with propagation framework into emerging knowledge-based environ-
ments [11].

Using personal communication agent for routing requests should greatly im-
pact the effectiveness of some areas of human communication by delegating tasks
to software agents. In particular, we would no longer need any efforts to act as
a liaison when introducing people to each other and when dispatching certain
typical messages to interested direct or transitive friends. Wireless modules al-
low us to automatically monitor the people crowd for potentially interesting
contacts, spot them in real time and exchange ontology-based messages, thus
bridging the gap between the world of Internet contacts and real-life acquain-
tances. Proposed multi-agent framework would be among the first ones to ex-
plore the combined physical- and cyber-space around us using wireless consumer
devices.
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Abstract. Effectiveness of discovery of strategy knowledge is studied for prob-
lems where the space of hypothesis of solutions is specified by game trees and 
target solutions are discovered by methods capable of systematic acquisition of 
expert knowledge about them. A version of Botvinnik’s Intermediate Goals At 
First algorithm is developed for strategy formation based on common knowl-
edge planning and dynamic testing of the plans in the corresponding game tree. 
Applied to the intrusion protection problem the algorithm for a range of types of 
knowledge in form of goals and rules demonstrates strong tendency to increas-
ing the efficiency of strategy formation with an increase in the amount of 
knowledge available to the system.  

1   Introduction 

Our starting idea about the nature of knowledge states that solutions of problems, 
components of the solutions or any of their descriptions, as well as any procedure or 
record acquired by systems in a way that improves their performance, are knowledge.  

In the framework of that idea, solutions of problems with human independent for-
mal specifications, such as problems of mathematical optimization, program synthe-
sis, improvement, etc., may deliver knowledge of various kind but say little about the 
nature of human knowledge. 

That is why we associate further progress in understanding human knowledge with 
studying the problems where the quality of target solutions is determined by the ade-
quacy of models of human knowledge imbedded in those solutions and being insepa-
rable from them. The corresponding class of problems, named Solvable by Adequate 
Models of Human Knowledge, includes, in particular, problems where solutions have 
to be learned by systematic acquisition of human knowledge in a given application 
area.  

A pioneer research of strengthening the performance of chess programs simulating 
the process of chess masters decisions by systematic acquisition of human knowledge 
was studied in [2,3,4] and developed in [24].  

A significant advances in ontology of the security domain, ontology-based repre-
sentation of distributed knowledge of agents, formal grammar of attacks and  their 
application to the network intrusion protection systems as well as a comprehensive 
review of ontology studying in the field are presented in [6], [8].   

In [15] an attempt was undertaken to study viability of a decision making system 
with a variety of chess knowledge, including the ontology of about 300 concepts. For 
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problems of that class hypothesis about solutions are strategies and space of their 
search is specified by game trees (SSGT) and target solutions have to be discovered 
by methods able to systematic acquisition of knowledge about them. Many security 
and competition problems, belong to the SHGT class, particularly, networks intrusion 
protection, management in oligopoly competitions as well as disaster forecast, com-
puter terrorism countermeasures and prevention, information security and medical 
countermeasures announced by NATO may be reduced to the SSGT class 
(www.nato.int/science/e/newinitiative. htm).  

To solve the SSGT problems we define a class of combating agents, based on the 
following models and procedures: 

• a game tree model for the target competition, including the sub-models of the 
states, actions and contractions, the rules to apply (contra)actions to the states and 
transform them to the new ones, descriptors of the goal states 

• the optimal strategy search procedure, including the strategy planning unit, aimed 
to narrow the search area in the game tree, the plans quantification, their game tree 
based dynamic testing and the best actions selection units. 

A Common Planning and Dynamic Testing methodology for combating agents is 
developed allowing to construct agents with the best, in the framework of correspond-
ing game tree models, strategies. The methodology in its Botvinnik’s approach ver-
sion - Intermediate Goals At First (IGAF1), was successfully probed in the network 
intrusion protection (IP) and some other SSGT problems. For example, for the IP 
problem it was outperforming system administrators and known standard protection 
systems in about 60% in experiments on fighting against 12 different types of known 
network attacks [16,17].  

To increase the efficiency of the IGAF1 algorithm we suggest its more advanced 
version able to acquire a range of expert knowledge in form of goals or rules and to 
increase the efficiency of strategy formation with increasing the amount of expert 
knowledge available to the algorithm. 

A viability of the IGAF2 algorithm was tested against representatives of  four 
classes of attacks. There is not comprehensive classification of the variety of network 
attacks  [6], [5], [10], because of widely distribution of mechanisms of attacks, their 
distribution in time, influence on different types of resources, dynamic increase of 
their number, possible damage and  many other reasons. That is why the attacks for 
our experiments only approximate the coverage of a few known classes of attacks. 

A Linux version of the IGAF2 algorithm is now realized for intrusion protecting 
system of the ArmCluster [1].  

Compared with [20,22,23], where network-vulnerability analysis is based on find-
ing critical paths in the graphs of attack , in our game tree based model we search 
counteraction strategies comprised from elementary and universal units – elementary 
procedures, an alphabet, that intruder or administrator use to combine either attacks or 
defense procedures, correspondingly. Some of those procedures can coincide, particu-
larly, with elementary attacks of the [20,22,23]. But the aim is to find procedures 
enough elementary to cover diversity of intruders and defenders behaviors but never-
theless being meaningful for human understanding and operations. Alphabetic ap-
proach to representation of attacks and defense operations causes game tree size ex-
plosion which we try to overcome using computer chess successful experience. 
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IGAF based agent combats against other ones (one or more) where the game tree in-
tegrates their all possible behaviors – strategies. The agent have to discover new 
knowledge - the optimal strategy, analyzing enormous amount of mainly useless data. 
These intersections make strategy discovery interesting for traditional DM and multi 
agents researchers to use experience gained in many years studying of strategy dis-
covery. 

Development of  IP agents can directly contribute to other SSGT problems what is  
confirmed by our experience in computer chess [15] as well as in management sup-
port systems for oligopoly competitions [14,19]. That is why we restrain to specify 
control problems impossible to reduce to the SSGT class and  are ready to share  ex-
perience with enthusiasts  studying other representatives of the SSGT class. 

The paper is structured as follows. Section 2 outlines game tree model for intrusion 
protection, defines expert goals and rules and the IGAF algorithm for game tree 
knowledge based strategy formation. Section 3 describes the strategy evaluation 
methodology and Section 4 presents the experiments in strategy discovery. The Con-
clusion outlines the main results of the research. 

2   Game Tree Knowledge Based Strategy Discovery for Intrusion 
Protection 

2.1   Game Tree Model for Intrusion Protection 

The game tree model for Intrusion Protection is presented in [16,17]. In brief it is a 
game between two playing in turn sides with opposite interests - the attacker (A) and 
the defender (D), described by a set of states and a collection of conversion proce-
dures from one position to another defined as the following.  

System resources are particularly processor time, the size of TCP buffer, and a 
number of incoming packages. Let R = {r} is a non-empty set of the system resources 
and Q is a set of resource parameters. Different measuring scales, such as seconds, 
bytes, numbers of incorrect logins or incoming packages, etc., are used to measure 
different parameters. Each r ∈ R is associated with a pair <q; w> - a real system re-
source, where q ∈ Q, w ∈ W and W is a set of possible scales.  

A criterion function is an arbitrary function f with the range of values Z = [0, 1] 
and F is the set of such functions f.  

A local system resource state on a non-empty set R` ⊆ R is called the value e ∈ Z 
of the criterion function f ∈ F on this set: e = f(r1, r2, …, rk),  where R` = (r1, r2, …, 
rk) & ∅ ≠ R` ⊆ R. 

The local state is called normal if e = 0 and critical if e = 1, and L will denote the 
set of local states e. Intuitively, by criterion functions are measuring  “distance” of 
current states from those that are considered as normal. A system state on a non-
empty set L` ⊆ L is called the value s ∈ Z of the criterion function g ∈ F on this set:  
s = g(e1, e2, …, en),  where L` = (e1, e2, …, en) & ∅ ≠ L` ⊆ L The state is called 
normal if s = 0 and critical if s = 1, and S will denote the set of states s.  

The main goals of the attackers and defenders are to bring the system in the critical 
states and avoid them, correspondingly.    
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Let us call an arbitrary function p(si, sj), the ranges of definition and values of 
which are subsets of R, a conversion procedure of system from the state si to sj:   

p(si, sj) : {{r1, r2, …, rk}} → {{r`1, r`2, …, r`k}}, where {r1, r2, …, rk} ⊆ R & 
{r`1, r`2, …, r`k} ⊆ R. 

Let P is the set of conversion procedures, Pa and Pd are its subsets for the attacking 
and the counteracting sides, pa(si, sj) ∈ Pa and pd(si, sj) ∈ Pd are the conversion pro-
cedures from the state si ∈ S to sj ∈ S for the attacking and the counteracting sides, 
correspondingly.  

The counteraction game model is represented by “AND/OR” tree G(S, P), where S 
and P are finite, non-empty sets of all states (nodes, vertices) and all possible conver-
sion procedures (edges, ribs), correspondingly (Fig. 1). 

At first the attacker moves from the initial state s0 ∈ S then the defender replies in 
turn. Thus, the initial node s0 is an “AND” type. The terminal nodes correspond to the 
winning states of the defender. 

 

Fig. 1. A game tree model for the Intrusion Protection problem 

2.2   Expert Goals and Rules Based Strategy Discovery 

2.2.1.   Using the above game tree model we experiment with a variety of algorithms 
to counteract to intrusions.  Our Intermediate Goals At First algorithm (IGAF1) is 
similar to Botvinnik’s chess tree cutting-down algorithm. The last is based on the 
natural  hierarchies  of goals  in control problems and the assertion that search algo-
rithms become more efficient if try to achieve subordinate goals before fighting for 
the main ones. The trajectories of confronting parties to those subgoals are chained in 
order to construct around them the zones of the most likelihood actions and counter-
actions. 
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As the result of comparative experiments with the minmax  and IGAF1 algorithms 
in [16, 17] we state the following:  

− the model, which is using the minimax algorithm, is compatible with experts (the 
system administrators or specialized  programs)  against intrusions or other forms 
of perturbations of the base system 

− the IGAF1 cutting-down tree algorithm along with being compatible with the 
minimax one can work enough efficient to be used for real IP problems.  

Here we suggest more advanced version 2 of the algorithm – IGAF2, which is able 

− to acquire a range of expert knowledge in form of goals or rules  
− to increase the efficiency of  strategy formation with increasing the amount of ex-

pert knowledge available to the algorithm.  

Let us describe the types of that knowledge and their inclusion into the IGAF algo-
rithm. 

2.2.2.   We rely on the following concepts of “trajectory of an attack” and  “zone of 
counteraction”.  

The trajectory of an attack is a subtree  Ga(S’, P’) (Fig.2), where S’ is a subset of 
the system states S’ ⊆ S and P’ is a subset of the actions, consisted of an offensive’s 
conversion procedures Pa and a defender’s normal conversion procedures Pdn, i.e. 
P’=Pa∪Pdn, P’⊆P, P’ ≠ ∅.  

 

 
Fig. 2. Two trajectories of attack with zones of counteractions 

The zone of counteraction is a subtree Gz(S”, P”) built around the graph of the tra-
jectory of an attack Ga(S’, P’), i.e. Ga ⊆ Gz, where S” is a subset of the system states 
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S” ⊆ S, which belong to the trajectory of an attack, hence S’ ⊆ S”, and P” is a subset 
of the actions, which consist of the conversion procedures, defined on the trajectory of 
an attack, P’ and the defender’s special conversion procedures Pds, i.e. P”= P’∪ Pds, 
P”⊆P, P” ≠ ∅, hence P’⊆ P”. 

2.2.3.   The following expert goals and rules have been embedded into the IGAF2 al-
gorithm:  

The goals: 

1. the critical vs. normal states are determined by a range of values of the states of 
the system; for example, any state of the system  with a value of corresponding cri-
terion function, that is more or equal to some threshold, may be determined as a 
critical goal. 

2. the suspicious vs. normal  resources  are determined by a range of states of the 
classificators of the resources; combinations of  values of the classificators identi-
fied as suspicious or normal induce signals for appropriate actions. 

The rules: 

1. Identify the suspicious resources by the classifiers and narrow the search to corre-
sponding game subtree. 

2. Avoid critical states and tend to the normal ones. 
3. Normalize the state of the system. First, try such actions of the defender that influ-

ence on the resources caused current change of its state and if they don’t help try 
other ones. 

4. In building game subtree for suspicious resources use 
− defending actions able to influence on such resources. 
− use normal actions until there is no critical states. 
− if some defensive actions were used on previous steps decrease their usage 

priority. 
5. Balance the parameters of resources by keeping them in the given ranges of per-

mitted changes. 

2.2.4.   The IGAF2 algorithm is composed using the following instructions:  

1. We use standard min max technique with alpha-beta pruning [21] based on the 
range of critical/normal state values introduced as the goal 1. Current node is cre-
ated and the value of its local state calculated. If the node is terminal, the local state 
value is compared with sibling nodes, and their max (either min) value is sent to 
the parent node. C++ program level realization of it is described in [16,17] . 

2. Determine all suspicious resources. 
3. Build the game subtree for suspicious resources starting from the root state of the 

tree and using the 4th group of rules determine the trajectories of attacks (Fig.3). 
4. Calculate the values of the terminal states of the tree, find the values of others by 

minmax procedure and determine the best minmax action from the root state (the 
green branch on the Fig.4). 

5. Determine the trajectories of attacks induced by the best action from the root of the 
tree to its critical states and consider them as targets (Fig 5). 
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Fig. 3. The game subtree  

 

Fig. 4. The best minmax action 

6. Build the zones of counteractions for the target trajectories using the 4th group of 
rules and rule 5th, then calculate the values of the states of the corresponding sub-
tree using the minmax (Fig.6). 
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7. Choose the defender’s action from the root as the one leading to the state with min 
value, i.e. to the most stable state estimated by the minmax. 

8. End the defense analysis and wait for the attacker’s actions. 

 

Fig. 5. The trajectories of attacks 

 

Fig. 6. The zones of counteractions 
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3   Strategy Evaluation Methodology 

3.1.   The criteria for comparing the IP algorithms estimate the ‘distance” of current 
states of protected systems from the normal ones and the level of performance that the 
IP algorithms can preserve for them. They are: 

1. Distance to Safety (DtS) estimates in the scale [0,1] the distance of the current state 
of the system from the safe or normal ones. 

2. Productivity (P) is the number of performance units preserved in a unit of time for 
the system in average in process of an experiment. The performance units are de-
fined in the context of current focus of interests of the users and may be measured, 
for example, by number of packages or files the system processes, by number of 
served of users , etc. 

3.2.   A special tool is developed to estimate the quality of protection against unau-
thorized access [18]. The tool allows to vary the component parts of the experiments, 
such as estimated criteria, the types of attacks, and the parameters of the IP systems. 

Each experiment includes the imitation of the work of the base system 
with/without suspicion of an attack (or any other perturbation in the system), during 
which the IP algorithm makes a decision about the best strategy and chooses the best 
action according to the strategy. The data of the experiments of any attacks contain 
the system state’s safety estimate for each step, the actions taken by each side, the 
system’s performance.  

3.3.   The experimented attacks have to be representative for the variety of possible 
ones. We assume combinatorial, individual nature of the attacks that are unified in the 
classes of similar ones. Experimenting with a few representatives of the classes we 
hope to approximate a coverage of their variety. We chose the following groups of 
criteria to classify them: 

1. Denial of Service 
a. Remote DoS 
b. Local DoS 

2. Scanner 
a. Network scanner 
b. Vulnerability scanner 

3. Penetration 
a. Remote penetration 
b. Local penetration 

4. Information gathering 
5. Password cracker 
6. Sniffer 
7. Suspicious activity 
8. Unauthorized access 
9. Code errors 
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In the experiments we choused representatives of four classes of attacks described in 
[10][11]. The criteria they satisfy by the groups are listed in the (Table 1). 

Table 1. Classes of attacks 

 Attack Name By groups 
1 SYN-Flood 1.a,1.b 
2 Smurf 4, 3.b, 1.b 
3 Fraggle 8, 1.b 
4 Login-bomb 5 

3.4.   Each protecting system was tested against all attacks and corresponding vectors 
of the results were compared and analyzed for each attack separately and by all at-
tacks in average. 

The performance of a protection system against any attack was estimated by the 
means of corresponding distributions of measurements by each of two criteria in the 
series of offense –defense pairs of actions.  

Any series were including about 200 pairs of those actions.  
For each series the sampling means for 200 values measured by the criteria – Dis-

tance to Safety and Productivity, were calculated and identified with the means of the 
distributions. That identification is consistent with the Central Limit Theorem applied 
to a large sample of measurements with unknown distribution. 

4   Experiments in Strategy Discovery 

4.1.   The experiments were aimed to proving that the IGAF2 cutting-down tree algo-
rithm along with being compatible with the minimax  one is working more efficient 
increasing the efficiency with embedding the amount of expert knowledge. 

The investigated version of the algorithm was using the following components: 

• Over twelve single-level and multilevel solver-classifiers of the local system states. 
• 6 actions-procedures of the attacking side 
• 8 “normal” actions/procedures of the system 
• 22 known counteractions against actions/procedures of attacks (the database of 

counteractions). 

It was tested in experiments against four attacks with a depth of the game tree 
search up to 13 and the following controlled and measured criteria and parameters: 
distance to safety, productivity, working time and number of searched in the game 
tree nodes, new queue of incoming packages, TCP connection queue, number of 
processed packages, RAM, HD, unauthorized access to the files and login into the 
system. 

The results of experiments below are presented mainly for the SYN-Flood attack 
because they are typical for all of them. 



 Effective Discovery of Intrusion Protection Strategies 273 

 

Table 2. Sampling means for Distance to Safety (with Standard deviation) and Productivity of 
the IGAF2 and minmax algorithms against  attacks SYN-Flood, Fraggle, Smurf and 
Login-bomb attacks are compatible 

Distance to Safety Standard .Deviation Productivity  
Attacks Min-Max IGAF2 Min-Max IGAF2 Min-Max IGAF2 
SYN-Flood 0,7575 0,7897 0,0888 0,0925 3,14 3,6 
Fraggle 0,7254 0,6445 0,1332 0,2068 2,1 2,2 
Smurf 0,584 0,7004 0,1861 0,1417 3,9 4,2 

Login-bomb 0,4662 0,5416 0,2483 0,2275 6,8 7,2 
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Fig. 7. Number of nodes searched by the IGAF2 algorithm with all expert rules and subgoals 
are decreasing compared with the IGAF1 algorithm or the minimax one. [experiments  against 
SYN- Flood attack with the depth of search 5 and 200 steps of the defense actions] 

5   Conclusion 

A version of Botvinnik’s Intermediate Goals At First  (IGAF2) algorithm is devel-
oped able to acquire a range of expert knowledge in form of goals or rules and to in-
crease the efficiency of strategy formation with increasing the amount of expert 
knowledge available to the algorithm. 
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Fig. 8. Number of nodes searched by the IGAF2 algorithm with all expert rules and subgoals is 
the smallest compared with the IGAF1 algorithm or the minimax one when the depth of search 
is increasing up to 13 in experiments against the SYN- Flood attack 

Table 3. Number of nodes searched by the IGAF2 algorithm and time spent (in milliseconds) 
with all expert rules and subgoals is the smallest with the IGAF1 algorithm or the minimax one 
when the depth of search is increasing up to 13 in experiments against the SYN- Flood attack 

IGAF2 IGAF1 Min-Max Depth 
of 
search 

Node 
Count 

Time Node 
Count 

Time Node 
Count 

Time 

1 19 269 19 270 21 480 
2 42 271 42 290 64 490 
3 70 300 70 305 388 580 
4 254 529 406 570 1162 771 
5 562 561 1030 750 4231 1541 
6 943 921 3580 1692 11512 3473 
7 1775 1060 5083 1982 50797 13717 
8 2987 1611 16493 5636 150096 43365 
9 7389 2994 24502 8110 631960 172436 
10 9503 4546 77573 25192 1668643 590242 
11 27076 10822 133448 43655 -- -- 
12 48428 20675 427218 141689 -- -- 
13 101905 41932 833876 284948 -- -- 
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A viability of the IGAF2 algorithm was successfully tested in the network intrusion 
protection problems against representatives of four classes of attacks: SYN-Flood, 
Fraggle, Smurf and Login-bomb, allowing to formulate the following statements:  

• Sampling means for Distance to Safety and Productivity of the  IGAF2 and min-
max algorithms are compatible.  

• Number of nodes searched by the IGAF2 algorithm with all expert rules and sub-
goals are decreasing compared with the IGAF1 algorithm or with the minimax one.  

• Number of nodes searched by the IGAF2 algorithm with all expert rules and sub-
goals is the smallest compared with the IGAF1 algorithm or with the minimax one 
when the depth of search is increasing up to 13. 

• The time spent by the IGAF2 algorithm with all expert rules and subgoals is the 
smallest compared with the IGAF1 algorithm or with the minimax one when the 
depth of search is increasing up to 13. 

• The recommended version of the IGAF2 algorithm  with all expert rules and sub-
goals, for the  depth  of search  5 and 200 defending steps is overperforming  the 
Productivity of minmax algorithm  in 14% , using for that  6 times less computing 
time and  searching 27 times less nodes of the tree. 

The future plans include, particularly, the following lines: 

1. Expanding the alphabet of attack and defense actions including hidden ones. 
2. Developing our approach to increase the strength of the IGAF algorithms  by sys-

tematic enrichment their knowledge base by new IP goals and rules . 
3. Developing on the job performance versions of the IGAF algorithm for actual ap-

plications, particularly completing its Cluster IP implementation [1].  
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Abstract. Data Mining techniques have been used for knowledge ex-
traction from large volumes of data. A recent practice is to combine
Data Mining and Multi-Agent Systems approaches. In this paper we
propose the use of cooperative negotiation to construct an integrated
and coherent domain model from several sources. Agents encapsule dif-
ferent symbolic machine learning algorithms to induce their individual
models. After this, a global model yields from the interaction via coop-
erative negotiation of these agents. The results shows that the proposed
approach improves the accuracy of the individual models, integrating the
best representations of each one.

1 Introduction

Knowledge discovery and data mining are concerned with the use of machine
learning techniques for knowledge extraction from large volumes of data. A re-
cent practice is to combine data mining and multi-agent systems approaches
[16, 18]. In these systems, a group of agents are responsible for applying different
machine learning algorithms and/or using subsets of the data to be mined, and
are able to cooperate to discover knowledge from these subsets. This approach
has shown high potential for many applications and it is opening interesting re-
search questions. An important one is how to integrate the discovered knowledge
by agents into a globally coherent model.

In this paper we propose the use of cooperative negotiation to construct an
integrated domain model from several sources. In our approach, agents encap-
sulate different symbolic machine learning algorithms to induce their individual
models. After this, a global model results from the interaction of these agents
via cooperative negotiation.

To demonstrate the application of this approach, we use a scenario from
bioinformatics, which is related to automated annotation of proteins’ keywords.
However, any domain can be used, provided the problem can be stated as a set
of attribute-value pairs, as it is the standard practice in machine learning. This
is so because the agents do not use any domain dependent information as they
just encapsulate data and machine learning algorithms.

In the case of bioinformatics, the machine learning algorithms are used to
induce models to predict the annotation, using data from biological databases.
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Since these databases are very large, both in number of records and in number
of attributes, using all available data for symbolic machine learning algorithms
is prohibitive. Our approach can be used to solve this problem, allowing several
agents to cooperate to induce a global classifier, from subsets of the data to be
mined.

This paper is structured as follows. The next section briefly reviews some
issues in cooperative negotiation. Section 3 introduces our approach to integrate
knowledge of learning agents, while Section 4 presents its use in the automated
annotation of proteins. Section 5 describes some related work regarding multi-
agent systems and data mining. Section 6 presents the final remarks and the
future works.

2 Cooperative Negotiation

Negotiation is a process in which two or more parties make a joint decision. It
is a key form of interaction that enables groups of agents to arrive to mutual
agreement regarding some belief, goal or plan [2]. Hence the basic idea behind
negotiation is reaching a consensus [9].

According to [12], a negotiation model is composed by two basic components:
the negotiation protocol and the negotiation strategies. The protocol specifies
the rule of encounter between the negotiation participants. That is, it defines
the circumstances under which the interaction between agents take place, what
deals can be made and what sequences of actions are allowed [6]. An strategy is
the specification of the sequence of actions the agent plans to make during the
negotiation.

Negotiation usually proceeds in a series of rounds, with every agent making a
proposal at each round. According to [11], the process can be described as follow.
One agent generates a proposal and other agents review it. If some other agent
does not like the proposal, it rejects and may generate a counter-proposal. If so,
the others agents (including the agent that generated the first proposal) then
review the counter-proposal and the process repeats. It assumes that a proposal
becomes a solution when it is accepted by all agents.

Cooperative negotiation is a particular kind of negotiation where agents co-
operate and collaborate to achieve a common objective, in the best interest of
the system as a whole [2, 9]. In cooperative negotiation, each agent has a par-
tial view of the problem and the results are put together via negotiation trying
to solve the conflicts posed by having only partial views [8]. According to [10],
cooperative negotiations can be described as the decision-making process of re-
solving a conflict involving two or more parties over multiple independent, but
non-mutually exclusive goals.

This kind of negotiation has been currently adopted in resource and task allo-
cation fields [3, 13, 20]. In these approaches, the agents try to reach the maximum
global utility that takes into account the worth of all their activities. In our case,
we view cooperative negotiation as a way to achieve knowledge integration, in
order to remove redundancy or conflict between the partial views.
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3 Approach

In our distributed learning system, the agents encapsulate different symbolic
machine learning algorithms and use subsets of the data to be mined. Individ-
ual models are integrated using cooperative negotiation. This approach has the
following advantages. First, each agent is responsible for a subset of consider-
ably smaller size and dimensionality, improving the accuracy and performance
of the algorithms. Second, the cooperative negotiation allows us to deal with
redundancy and conflicts. Finally, no algorithm can be the best choice in all
possible domains. Each algorithm contains an explicit or implicit bias that leads
it to prefer certain generalizations over others: the strength of one can be the
other’s weakness [5]. Therefore, different machine learning techniques applied to
the same data set hardly generate the same results [18]. An algorithm A can
construct an accurate model for concept X and a weak description for concept
Y, while the algorithm B constructs an accurate model for concept Y and a weak
model for concept X. The combination of different learning algorithms can lead
to more accurate models.

Basically, the process involves the following phases: (1) preparation of the
data, (2) generation and evaluation of the individual models, and (3) construc-
tion of the integrated model through cooperative negotiation.

In the phase (1) the data to be mined is split into training, validation, and
test subsets. The training subset is divided equally among the agents in the
systems, creating views of it. The validation and test subsets are not divided.
The former is used to evaluate the individual models (all agents use the same
subset). The latter is reserved for the final evaluation of the integrated model.

In the phase (2), the agents work in an independent manner, and as a re-
sult they produce their individual models. Each agent constructs its own model
based on its own subset of data, using one symbolic machine learning algorithm
(here we use C4.5 [15] or CN2 [4]). The individual models are evaluated using
the validation subset and each rule accuracy is estimated applying the Laplace
expected error estimate (Equation 1). The formula depends on TP (number of
true positives which means the number of examples correctly covered by the
rule), FP (the false positives or the number of examples wrongly covered by the
rule), and K (the number of classes in the domain).

LaplaceAccuracy = (TP + 1)/(TP + FP + K) (1)

Phase (3) is dedicated to constructing an integrated model based on the re-
sults obtained in phase (2). Considering that each learning algorithm uses a
proper syntax to describe the induced model, it is necessary to have the models
represented in the same format. The PBM [14] format is adopted, which gen-
erates sets of propositional rules of the form: if <condition> then <class=C>.
The representation process takes place after the agents applies their learning
algorithms to induce its models, before the negotiation process starts.

The negotiation process involves two types of agents: learning agents and
mediator agent. The learning agents encapsule the machine learning algorithms
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Fig. 1. AUML interaction diagram

and the mediator agent is responsible for controlling the communication among
the learning agents and finalize the negotiation.

Figure 1 shows an AUML interaction diagram with the messages exchanged
between the agents during a negotiation round. We use an extension of AUML-
2 standard to represent agents’ actions (e.g. startNegotiation, getAccuracy,
etc.).
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The negotiation process starts with the mediator agent asking the learning
agents to send their overall accuracies. The first learning agent to generate a
proposal is the one that has the poorest overall accuracy (learner 1, in the specific
example). The proposal contains the first rule in the rule set of this agent, which
has not yet been evaluated, and which has an accuracy equal or better than
a threshold. Rules which do not satisfy the threshold are not considered. This
proposal is then sent to the mediator agent, which repasses it to others agents.
Each agent then evaluates the proposal, searching for a equivalent rule with
better accuracy.

This evaluation requires comparison of rules and, therefore, it is necessary to
establish equivalences for them. One rule is equivalent to another one when both
describe the same concept and at least one attribute overlaps. If an equivalent
rule is not found, or an equivalent one does not have better accuracy, then the
agent accepts the proposal (in the example in Figure 1, learner 4 has accepted the
first proposal). Otherwise, if the agent has a rule with a better accuracy than
the proposed rule, then its rule is sent as a counter-proposal to the mediator
agent, which evaluates the several counter-proposals received. This is so because
several agents can send a counter-proposal. In our example, learners 2 and 3
have both generated counter-proposals. The one which has the best accuracy is
selected. Here, this is the case for learner 3’s rule. The selected counter-proposal
is then sent to the other agents (including the agent that generated the first
proposal). These review it, and the process is repeated. When a proposal or a
counter-proposal is accepted by all agents, the mediator adds the corresponding
rule in the integrated model and the learning agents mark its equivalent one as
evaluated. The negotiation ends when all rules were evaluated.

4 Case Study in Automated Annotation of Proteins

We apply the proposed approach to induce a model for annotation of proteins,
regarding specifically the field called Keywords in Swiss-Prot1 [7]. Swiss-Prot is
a curated database which provides a high level of annotation for each protein,
including a description of its function, its domain structure, etc. It has also
extensive links to others databases. The Keyword field gives several hints to
experts as to what regards proteins functions and structure.

4.1 Methods

We used proteins from the model organism Arabidopsis thaliana, which are avail-
able in public databases such as Swiss-Prot. The data used comes from a local
version of the Swiss-Prot database downloaded in November of 2004. Using it,
3038 proteins were found which relates to A. thaliana. 347 keywords appeared
in the data but we focus here on those whose number of instances is higher than
100. The number of keywords satisfying this criterion is 29.

1 http://www.expasy.ch/sprot
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The attributes which appeared in this data are only the accession numbers
(a sort of protein family classification) for all attributes related to the Interpro2

[1], which appear in Swiss-Prot as a cross-referenced database. The number of
attributes of this domain is 1496.

For each keyword, the collected data was split in three subsets: training
(80% – 2430 instances), validation (10% – 304 instances) and test (10% – 304
instances). The training set was split in four subsets, each one with approxi-
mately 607 examples. The data was split according to the appearance order in
the database. For instance, the first 2430 instances were used in the training set.
Since there is no ordering in the original database, the split is not biased.

Each subset of the training set was assigned to one of the learning agents A,
B, C, and D. Besides, two agents encapsulate the C4.5 algorithm (agents A and
C) and the other two (agents B and D) use the CN2 algorithm. These subsets
were organized in input files, respecting the specific syntax of the C4.5 and CN2.

Using the input data, the four learning agents induce rules for each keyword
(target class). Figure 2 (a) shows the output of the agent A (C4.5) for the
keyword “Iron”. Due to lack of space, we do not show all induced rules for
this keyword. The rule 3 in Figure 2 suggests the annotation of the keyword
“Iron” for a given protein if it belongs to the IPR002226 family of proteins.
According to the rule 4, the protein must be annotated with the “Iron” keyword
if it belongs to the IPR001199. Similar boolean tests are performed in the rule 5,
here suggesting that the keyword should not be annotated if it does not belong
to the Interpro families IPR002680, IPR006186, IPR002226, and IPR001199.

Figure 2 (b) shows the output of the agent B (CN2) for the same keyword. The
rules are read as follows. If the protein belongs to Interpro family IPR005708
(first rule) or IPR005956 (second rule), then it shall be annotated with the
keyword “Iron”. According to the third rule, if the protein does not belong to the
Interpro families IPR005123, IPR000181, IPR006057, IPR008331, IPR001260,
IPR005708, IPR001015, and IPR005956 then “Iron” shall not be annotated.

Once the rules were generated, they were transformed into the PBM format.
Figures 3 (a) and 3 (b) respectively show the rules presented in the Figures 2
(a) and 2 (b) in the PBM format.

After the rule transformation process, the rules of the four agents are eval-
uated using the validation subset. For each rule of the model, its accuracy was
estimated by applying the Laplace expected error measure (Equation 1). Only
rules with accuracy equal or better than a threshold are considered. The overall
accuracy of the agent is obtained from the average accuracy of its rules that
satisfied the threshold.

Once the evaluation of the individual models was made, the negotiation pro-
cess starts. As said above, the negotiation process (Figure 1) starts with the
mediator agent asking to the four learning agents for their overall accuracies.
The first learning agent to generate a proposal is the one that has the poorest
overall accuracy. This then selects the first rule in its rule set that satisfies the

2 http://www.ebi.ac.uk/interpro
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(a) (b)

Fig. 2. (a) Output of the C4.5; (b) output of the CN2

(a) (b)

Fig. 3. (a) C4.5 rules in the PBM format; (b) CN2 rules in the PBM format

threshold and sends it to the mediator agent, which repasses the rule to the oth-
ers learning agents. These agents evaluate the rule, searching for an equivalent
one, with better accuracy. If an equivalent rule with better accuracy than the
proposed rule is not found, the agent that is evaluating the proposal accepts the
proposed rule. Otherwise, if it has an equivalent rule with better accuracy, it
sends it as a counter-proposal to the mediator agent, which evaluates the several
rules received and selects the one that has the best accuracy. The selected rule
is then sent to other agents which review it.

A rule is added to the integrated model if it is accepted by all agents. This
rule and its equivalent one are marked as evaluated by the corresponding agent
during the evaluating rules process. The negotiation process is repeated until
there are no more rules to evaluate. This process was done for each keyword (i.e.
the agents negotiate integrated models for each keyword).
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4.2 Results and Discussion

The integrated model generated through cooperative negotiation was evaluated
using the test subset. For comparative purposes, the individual models were also
evaluated using this subset. Table 1 shows the overall accuracies obtained for
each individual model (agents A, B, C and D) and for the integrated model, for
each keyword. In these experiments, a threshold equal to 0.5 was used and only
rules with accuracy equal or superior than this threshold were considered in the
negotiation process.

As shown in Table 1, the integrated model has a better overall accuracy than
the individual models. This result was obtained for all keywords.

Regarding the individual learning agents, those that encapsulated the C4.5
algorithm obtained better results than those with the CN2 algorithm. For in-

Table 1. Overall accuracies obtained using validation subset

Agent A Agent B Agent C Agent D Integrated
Keyword C4.5 CN2 C4.5 CN2 model

Alternative-splicing 0.72 0.51 0.94 0.51 0.94
ATP-binding 0.55 0.52 0.54 0.53 0.96
Calcium 0.98 0.66 0.62 0.62 0.98
Cell-wall 0.88 0.55 0.88 0.55 0.88
Chloroplast 0.53 0.50 0.54 0.50 0.93
Coiled-coil 0.60 0.52 0.60 0.53 0.91
DNA-binding 0.53 0.51 0.52 0.51 0.73
Glycoprotein 0.55 0.52 0.61 0.54 0.96
Heme 0.64 0.51 0.69 0.62 0.74
Hydrolase 0.52 0.51 0.53 0.52 0.82
Iron 0.58 0.54 0.59 0.56 0.99
Membrane 0.55 0.59 0.61 0.52 0.65
Metal-binding 0.55 0.53 0.56 0.52 0.96
Mitochondrion 0.55 0.51 0.65 0.51 0.96
Nuclear-protein 0.51 0.50 0.52 0.50 0.70
Oxidoreductase 0.55 0.51 0.52 0.53 0.98
Phosphorylation 0.57 0.54 0.58 0.53 0.99
Plant-defense 0.66 0.58 0.59 0.58 0.98
Protein-transport 0.58 0.60 0.56 0.60 0.92
Repeat 0.53 0.51 0.53 0.51 0.89
Ribosomal-protein 0.66 0.99 0.56 0.50 0.99
Signal 0.52 0.51 0.53 0.52 0.81
Transcription-regulation 0.53 0.51 0.54 0.52 0.73
Transferase 0.53 0.51 0.52 0.51 0.85
Transit-peptide 0.53 0.50 0.53 0.50 0.94
Transmembrane 0.51 0.51 0.52 0.51 0.86
Transport 0.53 0.56 0.53 0.55 0.89
Zinc 0.56 0.54 0.65 0.53 0.99
Zinc-finger 0.61 0.55 0.96 0.54 0.96

Average 0.59 0.54 0.60 0.53 0.89
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stance, considering the keyword “Iron”, agent B (CN2) has the poorest overall
accuracy and generated the first proposal. The proposed rule has an accuracy
equal to 0.58 and suggests the non annotation of the keyword “Iron”. This rule
was then evaluated by the agents A (C4.5), C (C4.5), and D (CN2). Agents C
and D do not find an equivalent rule with better accuracy and they accept the
proposed rule. However, agent A found an equivalent one with accuracy equal to
0.99, thus it generated a counter-proposal. Then, agents B, C, and D evaluate the
counter-proposal and accepted it. Finally, each agent mark the equivalent rules
as evaluated. This way, in each round, the best rule that satisfied the threshold
is added to the integrated model.

Also experiments with only two agents, each using all training data, were
performed. In this case, each agent encapsulates one of the machine learning
algorithms – C4.5 and CN2. Both used all 2430 instances of the training set
to induce its model. The validation was performed using the instances of the
validation set. The C4.5 agent obtained an overall accuracy (for all keywords)
equal to 0.52 and the CN2 agent produced an accuracy of 0.50. For both agents,
the quality of rules was poor when comparated to the results obtained by the
integrated model (0.89 – overall accuracy for all keywords). In one specific case,
considering only the keyword “Iron”, the C4.5 agent had an accuracy equal to
0.51 and CN2 agent presented an accuracy of 0.53, while the integrated model
obtained an accuracy of 0.99. This happens because the amount of data is very
high, thus the algorithms do not induce good models. Also, this task is time-
consuming.

These results show that the proposed approach can be applied to improve
the accuracy of the individual models, integrating the better representations of
each one.

5 Related Work

A multi-agent system for mining distributed data is presented in [17]. There are
two types of agents: the learner and the meta-learner. The learner has a machine
learning algorithm, and each learner applies its technique separately and brings
the results to be combined by the meta-learner.

The CILT system [18, 19] is based on agents with different machine learning
algorithms that collaborate with each other to improve the classification task.
Due to this collaboration, the agents generate new data and add it to the training
file, which is further presented to the agents for the sake of classification improve-
ment. In [16] an architecture for an environment is proposed, which combines
different machine learning algorithms encapsulated in agents that collaborate to
improve their knowledge. The learning process happens in two stages: individ-
ual and cooperative. The objective of the first stage is to create an individual
domain model, based on different classifiers. In the cooperative learning stage,
agents cooperate to improve their knowledge by sharing it with others to achieve
better results. The data is not divided among the agents, i.e. all agents use the
same dataset.
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In general, the above mentioned approaches are based on selecting the best
rules to compose a global domain model. The main contribution of the approach
proposed here is a model of cooperative negotiation to solve conflicts and re-
dundancies among the several models, hold by different learning agents having
different views of the data set.

6 Final Remarks and Future Work

The application of a multi-agent system for improving symbolic learning through
knowledge integration has shown high potential for many applications and it is
opening important and interesting research questions. The possibility of com-
bining different machine learning algorithms can lead to better results and using
subsets of considerably smaller size and dimensionality improves the accuracy
and performance of these algorithms.

This paper describes an approach based on cooperative negotiation to con-
struct an integrated domain model from several sources. Several agents encap-
sule different symbolic machine learning algorithms to induce their individual
models and the global model results from the cooperative negotiation of these
agents.

The main achievement of this approach is to integrate knowledge from models
which are generated by different machine learning agents, using different views
of the training data, thus improving the accuracy of the individual models.

We have described an application in bioinformatics, namely the automated
annotation of proteins, with data obtained from the Swiss-Prot database regard-
ing the model organism A. thaliana. In our initial experiments, we obtained an
integrated model which presents good classification rates on the validation data.
The best representations of each learning agent were added to the integrated
model, improving the performance of the annotation.

Cooperative negotiation to solve the conflicts posed by the partial views is
still little explored in the process of knowledge integration. This work is a step
towards an effective use of agents in knowledge integration and data mining. The
negotiation process presented here is a basic one, which depends on a mediator.
Further improvements can be done towards agents anticipating other proposals
and counter-proposals, as well as learning from past deals among them. Possi-
bly, this will require domain knowledge so that there will be a trade-off between
better negotiation protocols and domain-independence. This issue will be inves-
tigated in the near future.
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Abstract. The paper describes an application of the data mining components 
with learning for RoboCup soccer agents. Data mining modules capable of on-
line learning in dynamically changing environment are suggested. These 
modules provide for adaptive agent behavior in the form of the cognitive 
control systems that are able to self-tune in non-deterministic environment. 
Reinforcement learning is considered as the basic method for forming an agent 
behavior. A cognitive soccer agent for RoboCup Simulation League 
competitions capable of on-line learning has been developed and studied. 
Examples of shooting and teamwork are considered. The STEP team based on 
the cognitive agent succeeded in RoboCup German Open 2004 and was the 
winner of the RoboCup-2004 World Championship in simulation league. 

1   Introduction  

Using data mining techniques based on machine learning makes it possible to develop 
information and control systems able to learn from and adapt to their environment. 
The data mining techniques can be used for creating intelligent systems that may be 
able to solve complex control problems in adaptive manner based on a cognitive 
approach.  

The cognitive approach in artificial intelligence has been a subject of discussion for 
a long time, e.g. [1]. It has resulted in creating some powerful cognitive systems that 
can be defined as intelligent systems able to learn and implement mental reasoning for 
decision making support in non-deterministic, dynamically changing environments. In 
such systems, the cognition is achieved through implementing the cognitive functions 
providing the systems with the learning capability and intelligent (proactive) 
behavior.   

During the last twenty years various architectures for cognitive systems design 
have been developed. Multi-level, reactive and BDI (Belief-Desire-Intention) 
architectures [2] are well known. The last mentioned architecture is based on practical 
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(human-like) reasoning. Lately, the BDI architecture has been used extensively for 
distributed control systems design based on the multi-agent system technology. 

According to the multi-agent systems technology, the distributed control is 
implemented as a set of cooperating agents [3]. The agents implemented as cognitive 
systems coordinating their behavior are called “cognitive agents”. Each particular 
cognitive agent performs a set of cognitive functions implementing individual or 
group behavior. The most sophisticated cognitive BDI agents are able to achieve 
human-similar behavior. 

The cognitive agents must be able to learn and/or self-learn using various machine 
learning methods. A good example of implementation of a cognitive agent with 
learning is Theo (4], [5]). Theo was designed as a framework to support the “next 
generation” of the machine learning algorithms. These algorithms allow for an agent 
to adequately respond to environment changes. At present, on-line machine learning 
approach based on data mining techniques is used in cognitive agents design. It 
allows for processing raw data acquired directly from the environment in order to 
work out the behavior rules required for fast adaptation to the environment changes. 

The interaction of a cognitive agent with the other ones is determined by its 
functions of upper level (group behavior). Special cognitive functions implementing 
the coordination mechanisms must be used for the cooperation between the agents. 
They have to provide the agents with an ability to learn how to co-operate and/or 
compete. Among the other methods of this kind, the reinforcement learning is viewed 
as the prime method of forming the group behavior of a cognitive agent. 

In this paper we are showing how the cognitive agents and uniform learning 
components implementing the cognitive functions realizing the individual and group 
behavior of the adaptive agents can be built. The developed uniform data mining 
components can be specialized and adapted by means of tuning. Using a case study 
from the Robocup framework, we will also show, that the on-line adaptive 
cooperation of the cognitive soccer agents built on the basis of combining the multi-
level and reactive architectures with the BDI architecture in combination with using 
the data mining components, can provide for high efficiency of the distributed 
control. 

The work is based on the authors' experience in designing a multi-agent cognitive 
system intended for industrial and socio-technical object control [6] and specific 
cognitive soccer agents designed for the RoboCup Simulation League competitions 
[7], and cognitive control systems for intelligent robotics ([8], [9]).  

The rest of the paper is organized as follows. Section 2 contains brief description 
of the agent’s architecture, section 3 describes agent’s learning components, section 4 
presents experiments with data-mining learning components. Conclusion summarizes 
the paper results.  

2   Architecture of Cognitive Agents 

For a cognitive agent to be provided with a sophisticated adaptive individual and 
group behavior, it must be built using a combination of multilevel and layered 



 Data Mining Techniques for RoboCup Soccer Agents 291 

 

architectures. Several versions of three-level cognitive agents [10] have been 
developed. 

The low level of the agent has a layered reactive architecture. It includes several 
executive layers. Each of them has its own priority. It reacts to the current situation 
and responses to it corresponding actions. A set of such reactions defines a certain 
primitive executive behavior called agent’s skills. A sequence of the reactions 
corresponds to the current intentions of the agent.  

The middle level of the agent in supplied with some elements of the BDI 
architecture. It consists of modules built according to cognitive concepts of beliefs, 
desires and intentions defining an individual agent’s behavior. The agent’s beliefs 
correspond to the data, facts, and situations that are known to the agent. The desires 
are defined as the goals or plans. They are also known to the agent. The intentions 
include the sequences of actions that must be performed by the agent according to its 
plan. The upper level of the agent is also supplied with some elements of the BDI 
architecture that are responsible for the corresponding group behavior of the agent. 
This level uses the potential intentions of the agent produced by the middle level, and 
coordinates them with the intentions of the other agents. In case of conflicts, the 
common beliefs of agents are formed. A conflict is supposed to be solved when the 
agent’s intentions and beliefs have been satisfied. Afterwards, each agent corrects its 
individual intentions according to the common intentions of the agent community.   

One of the versions of the cognitive agent having the described architecture was 
used for development of the soccer agents. A set of modules of all levels was 
implemented using rule-based and neuro-logical components. The agent achieved 
good results at the World Championship RoboCup-2004: STEP (Soccer Team of 
ElectroPult) team of agents that had been built according to the above described 
architecture was the winner in Simulation Soccer 2D league.   

3   Learning Components of the Cognitive Agents 

The main structural components of the cognitive soccer agent are modules capable of 
on-line learning. Well-known formal neuron and neural network modules can be used 
for implementing the cognitive functions. However, these modules have significant 
restrictions in terms of the variety of the functions they are able to implement and of 
the learning rate. To get over these restrictions, special data mining modules based on 
the fast adaptive functional approximation were developed and studied. One of them, 
the cluster module based on the neuro- and fuzzy-logic approach was selected for 
practical usage [10]. 

3.1   The Neuro-Logical Module 

This module includes two components: Activator and Learner. Unlike standard fuzzy-
logical systems, it does not require a preliminary set of input terms since they are 
formed dynamically via training the examples. Besides, the Activator of the module 
calculates a precise output vector directly, i.e. without fuzzification. In this approach, 
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we lose accuracy of transformation but decrease the volume of the resources 
consumed.  

Let µj(xi) be the value of the j-th term function of the i-th input signal. Then, the 
function being realized by the Activator can be represented as follows: 

( )∪ ∩
m

i

n

j

jjiik XwwsignY
1 1

)(
= =

= µ  , (1) 

where n stands for the number of inputs; m stands for the number of learning 
examples; wi stands for the weight coefficient corresponding to the i-th term; and k 
stands for the number of a defining term. 

The Learner implements tuning of the weights of the individual terms and 
coordinates their boundaries and center. The process of learning consists of two 
phases. At the beginning, for each example, an n-dimensional term is generated, the 
top of which lies at the point where this example is defined. The boundaries of each 
term are shaped as an n-dimensional hyper rectangle in the space of the object’s 
inputs. In the first phase, the boundaries of all terms coincide with the boundaries of 
the input space. In the second phase, the term’s boundaries are normalized in such a 
way that all the examples could be calculated correctly. Having processed all the 
examples, the correction of the term boundaries is performed. The purpose of this 
correction consists in fixing the common constraints superimposed by the terms to 
each other. Thus, the fast learning process is achieved.  

3.2   The Data Mining Module with Reinforcement Learning 

Reinforcement learning (RL) problem implies learning through interaction with the 
environment to achieve a given goal (fig. 1). The learner is viewed as an agent. It 
interacts with the environment that includes everything outside of the agent. They 
interact continuously – the agent chooses actions and the environment submits new 
situations to the agent: 

 
Fig. 1. Agent-environment interface 

More specifically, the agent and its environment interact sequentially at each 
discrete time instant ,...3,2,1,0, =ktk . At given time instant, t , the agent receives a 

 

 
AGENT 

ENVIRONMENT 

action st+1

state st+1  

reward rt  
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representation of the environment's state, Sst ∈ , where S  is the set of all possible 

states, and based on this information selects an action, )( tt sAa ∈ , where )( tsA  is the 

set of actions available in state ts . At the next time instant, the agent receives a 

numerical reward, Rrt ∈+1 , and finds out a new state, 1+ts . At each time instant, the 

agent implements a mapping from state representations to the probability space 
determining the probability distribution of the possible action choices. This mapping 
is called the agent's policy and denoted tπ , where ),( astπ  is the probability that 

aat =  if sst = . Reinforcement learning methods specify how the agent changes its 

policy as a result of its experience accumulated. Roughly speaking, the agent's goal is 
to maximize the total amount of rewards it receives over a long run. 

3.3   Algorithm of Multi-agent Learning 

The basic RL algorithms can be found in [11]. In this paper we will describe only a 
modification of this algorithm [12]. 

There exists an assumption in the reinforcement learning theory, that an agent is 
able to call the environment to obtain the next state. A reward is also given to the 
agent by the environment. However, in the soccer a server controls the environment 
and informs the agent about its state at non-deterministic time instants. To cope with 
this uncertainty three additional routines are used:  

()deBeginEpiso  –the agent calls for this routine at the very beginning of each 

episode; ()tepDoEpisodeS  –the agent calls for this routine to process the non-
terminal step of the current episode;  

)success bool(EndEpisode  –this routine is called for if the current episode 

reaches a terminal state, which is to be processed in some special way. Success  – the 
parameter determining the successfulness of the episode ( true – success, false - 
failure). In the Fig.2 the modified )(λSarsa  algorithm is presented. 

The neuro-logical module is used for value function approximation. Any input 
vector (state) falls within the range of some of the local receptive fields (the excited 
receptive fields), and falls outside of the range of most of the receptive fields. The 
response of the neuro-logical module to a given input is the average of the 
responses of the receptive fields, excited by that input, and is not affected by the 
other receptive fields. Similarly, a neural network trained for a given input vector 
affects the adjustable parameters of the excited receptive fields, but does not affect 
the parameters of the remaining majority of receptive fields. Lines 3, 10, 17, 26 of 
the algorithm presented in Fig.2, 3 reflect the above fact. Lines 5 and 19 point out 
the technique of the action selection. In most cases, the action with the highest 
value function is chosen. This strategy is called "exploitation". But sometimes 
other, non-optimal, action having law probability may be chosen, the strategy being 
called "exploration" – in this way, the estimate of a non-optimal action's value is 
improved.  
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Fig. 2. Modified )(λSarsa  algorithm 
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4   Study of the Cognitive Soccer Agent Using Data Mining 
Modules 

4.1   Simple Cognitive Shoot Function 

Let’s consider the following situation: an agent (shooter) tries to kick the ball in a way 
that prevents it being intercepted by another agent (e.g., by the goalkeeper). The first 
possible approach to achieving the above aim consists in the interception point 
calculation. Using this method, the agent calculates the interception point of the 
goalkeeper. If this point is out of the pitch and beyond the line of goal, the shot is 
assessed as a success; otherwise it is assessed as a failure. The disadvantages of this 
method are as follows: 

− The approach is not able to compute the probability of success or failure, i.e. that 
information would be very useful for the agent; 

− This is a time consuming method. Indeed, the full time of the calculation may be 
too long (agent has to try many values of kick angle and speed to choose the 
optimum ones). 

Better results are achieved based on the approach using the above described neuro-
logic module that can be trained an examples and performs well enough even in 
“unseen” situations, i.e., in the situations that are not presented in the training data set. 
So, the task under consideration consists in constructing the function  

SsRpsFp ∈∈=  ,),( 1 , (2) 

transforming a specification of the current situation s into the probability p of non-
successful performance of the goalkeeper. In the formula (2), S stands for the set of all 
possible states.  

In the above task, there exist several ways to represent formally the world state s. 
One of them is given below in the equation (3) 

>=< vvpp KGGAs ,,, , (3) 

where Ap stands for the position of the shooting player(shooter), Gp stands for the 
goalkeeper’s position relatively to the shooter’s one, Gv stands for the goalkeeper’s 
velocity vector, Kv stands for the kick speed.  

The problem to be solved in this case consists in searching for the optimal shoot 
angle: 

αααα α ∈== i
K

iopt sFp
v

i
),(max: , (4) 

where νK  is the set of all possible kick angles, 
i

pα  - the probability of the kick along 

i-th angle. 
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Experiment  
The experiment described below aims at collecting the examples constituting the 
training and testing data set, including the examples of successful and unsuccessful 
kicks. In the experiment, the following situation was analyzed: the shooter is standing 
at 15 meters facing the goal. The ball is placed near the player in front of him. The 
position of the goalkeeper is chosen randomly between the shooter and the goal line 
inside the rectangle, as shown in Fig. 1. The shooter waits 10 simulation cycles to 
give the goalkeeper time to localize himself and to detect where the ball is. After this 
technical delay, the shooter kicks the ball with the speed of 2.0 meters per cycles 
straight to the goal. The episode is considered to be success if the ball moves out of 
the pitch (and beyond the line of goal), otherwise it is assumed that the goalkeeper 
intercepts the ball and, consequently, the episode is assessed as a failure.  

 

Fig. 3. Shoot training episode 

Any episode is described by the following parameters: 

− the distance from the shooter to the point of intersection of the ball path line and 
the field edge; 

− the kick speed; 
− the distance between the goalkeeper and the ball trajectory; 
− the distance between the shooter and the goalkeeper’s projection point onto the ball 

trajectory. 

For the whole period the first two parameters remain constant, and the rest ones 
vary randomly. It's supposed that the goalkeeper begins to intercept the moving ball in 
the cycle following the shooter’s kick; the initial goalkeeper’s speed is zero, his body 
is positioned facing the ball. For this case, the world state is represented by the 
tuple: 

>=< pv GKds ,, , (5) 

where d stands for the distance between the shooter and the point formed by 
intersection of the ball path and field edge, νK – the shoot speed (absolute value), Gp 

– goalkeeper position (Gx, Gy) in the coordinates depicted in Fig.4.  
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Having played a large number of episodes, the following set of examples was 
collected: 

The number of played episodes –11638; 
The number of goals – 8710;  
The number of successful ball interceptions by the goalkeeper - 2928; 
Later, the data processing intended at getting the examples required for training 

and testing of the fuzzy-logic system from given data set was performed. For this data 
processing, the area, in which the goalkeeper had been placed during the training was 
divided into 100 sub-areas. 

The shooter’s position is represented by the vector having coordinates (0, 0). The 
line with x=15 is considered as the edge line. Each sub–area is specified by the 
following parameters: 

− values of x and y of the center in the coordinates depicted in Fig. 4; 
− the number of the episodes in which the coordinates of the initial goalkeeper’s 

position belong to this particular sub-area; 
− the numbers of the successful and non-successful shooter’s kicks. 

Each area is characterized by the pair: 

,,1,, NipCa iii =>=<  (6) 

where N - the number of areas, Ci is the center of the i-th area, pi is the frequency of  
successful shots for the i-th area. 

Thus, the set A of learning examples is represented as follows: 

N
iiaA 1}{ == . (7) 

Experimental results 
Based on the above data, the following calculations have been performed. 

The input of the fuzzy-logic system is represented as an array of the coordinates of 
the sub-area centers. The output specifies the frequency of successful kicks. Table 1 
presents the sample of the examples.  

Table 1. Experimental results  

Coordi-
nates 

0,75 2,25 3,75 5,25 6,75 8,25 9,75 11,25 12,75 14,25 

0,75 0.1 0.069 0.053 0.062 0.062 0.044 0.023 0.0076 0 0.006 
2,25 0.54 0.45 0.39 0.43 0.4 0.31 0.2 0.063 0.0052 0.048 
3,75 0.97 0.96 0.96 0.96 0.9 0.79 0.51 0.22 0.082 0.16 
5,25 1 1 1 1 0.99 0.93 0.73 0.57 0.34 0.37 

6,75 1 1 1 1 1 0.99 0.96 0.9 0.73 0.71 
8,25 1 1 1 1 1 1 1 1 0.99 0.96 
9,75 1 1 1 1 1 1 1 1 1 1 

11,25 1 1 1 1 1 1 1 1 1 1 
12,75 1 1 1 1 1 1 1 1 1 1 
14,25 1 1 1 1 1 1 1 1 1 1 



298 L. Stankevich, S. Serebryakov, and A. Ivanov 

 

It can be seen from the table that the number of the examples can be reduced by 
removing superfluous examples. After that, 53 examples were obtained. Thus, while 
using these results, the agent can forecast the probability of successful shooting even 
in the situations, which are not presented by the training examples. 

The mentioned above covers the situations in which the distance between the shooter 
and the goal is 15 meters and the kick speed is 2 meters per cycle. In the same way 
fuzzy-logic systems can be trained for other situations, e.g. if the distances are  0, 15 and 
20 meters, and the speed value is chosen from the sequence of values 1.5, 2.0, 2.5 
meters per cycle. In a real game, the agent can use the best suitable learned system. 

The developed cognitive function possesses the following advantages: 

− While exploring the kick angle aspect, the agent gets not only the information 
whether a shoot was or was not a success, but also learns a number from the 
interval [0, 1] which is the measure of this success; 

− In some cases, this method outperforms the one based on interception point 
calculations, while working approximately 7 times faster than the latter.  

4.2   Cognitive Function for Multi-agent Scenario Control 

Acquiring the skill of acting in a multi-agent environment is being studied in the 
context of scenarios. Formally, a scenario consists of two parts – conditions of 
initialization, and a control system, i.e. a policy (the rules for acting within the 
scenario). In this paragraph, the experiment in which the original rule-based control 
system was replaced by the proposed system is described.  

It is well known that using scenarios in the opponent’s penalty area is of great 
importance, that why a scenario of this kind was considered. It is assumed that three 
players are involved in such scenarios – two teammates trying to score a goal, and one 
opponent, the goalkeeper, defending the goal. The learning task consists in finding a 
policy allowing the agents to score a goal as fast as possible: 

K
Π∈∀

=
π

π minarg*
 

(8) 

where )(πKK =  stands for the function determining duration of an episode if the 

agent follows policy π ; Π  stands for the  set of all possible policies and *π  is the 
optimal one.  

 

Fig. 4. State representation 
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Denotations: 

1d  - the distance between teammate with the ball and the opponent; 2d  - the distance 

between teammate with the ball and its partner; 3d  - the distance between teammate 

with the ball and the center of the goal; β  - angle between 1d  and 2d ; 
Tddds ),,,( 321 β= ; 

It is assumed that only one agent learns to act i.e. an agent, possessing the ball (the 
first teammate). This agent initiates the scenario. It must learn how to act at every 
stage of any episode: either to dribble to goal or to pass ball directly to a teammate. 
The second teammate, when having received the ball, just kicks it into the goal along 
the optimal kicking line. The episode is assessed as a success if a goal is scored or as 
failure if the goalkeeper catches the ball. All other possible terminal states are 
considered as errors, and are not processed.  

According to the time minimization criteria, the following rewards are used: for 
each episode step the reward 001.0−=StepforEpisoder ; for a success the reward is 

1=EndforSuccessr , and, if the result is a failure, the reward is 1−=EndforFailurer . In Fig. 4 

a typical snapshot of the episode containing information about the state representation 
is depicted.  

 

Fig. 5 presents four steps of the played episode. The first (left upper) picture 
corresponds to the beginning of the episode. The agent has chosen to dribble. In the 
picture 2 (right upper) one can see that the agent has passed the ball to its partner. The 

       
 picture 1    picture 2 

 

 
          picture 3    picture 4 

Fig. 5. Episode steps 
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next picture (left lower) shows that the second agent has received the ball, and is 
going to try to score the goal. At that moment, the goalkeeper is changing its 
defending position trying to prevent the goal. The situation before the end of the 
episode is shown in the last picture. The second agent has scored the goal, and 
goalkeeper, having being outplayed, is not able to get the ball. The episode in about 
two simulation cycles will be ended successfully.  

5   Conclusion  

A cognitive soccer agent for RoboCup Simulation League competitions based on the 
proposed combined architecture and new data mining modules intended for on-line 
learning has been developed and studied. The proposed cognitive functions based on 
the data mining modules provide a noticeable increase of efficiency and effectiveness 
of the teammate shoot skill and team-play scenario for 2 players attacking the 
opponent’s goal. The STEP team successfully participated in the RoboCup German 
Open 2004 in Paderborn, Germany and in the RoboCup-2004 World Championship in 
Lisbon, Portugal was the winner. Future work intends to study the capabilities of the 
proposed data mining module in other agent coordination applications.   
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